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1 About This Guide

1.1 Related Documents

The following documents are available for the SmartMesh IP network:
Getting Started with a Starter Kit

® SmartMesh IP Easy Start Guide - walks you through basic installation and a few tests to make sure your network is
working

® SmartMesh IP Tools Guide - the Installation section contains instructions for installing the serial drivers and example
programs used in the Easy Start Guide and other tutorials.

User's Guide

® SmartMesh IP User's Guide - describes network concepts, and discusses how to drive mote and manager APIs to
perform specific tasks, e.g. to send data or collect statistics. This document provides context for the API guides.

Interfaces for Interaction with a Device

® SmartMesh IP Manager CLI Guide - used for human interaction with a Manager (e.g. during development of a client,
or for troubleshooting). This document covers connecting to the CLI and its command set.

® SmartMesh IP Manager API Guide - used for programmatic interaction with a manager. This document covers
connecting to the APl and its command set.

® SmartMesh [P Mote CLI Guide - used for human interaction with a mote (e.g. during development of a sensor
application, or for troubleshooting). This document covers connecting to the CLI and its command set.

® SmartMesh IP Mote API Guide - used for programmatic interaction with a mote. This document covers connecting to
the APl and its command set.

Software Development Tools

® SmartMesh IP Tools Guide - describes the various evaluation and development support tools included in the
SmartMesh SDK , including tools for exercising mote and manager APIs and visualizing the network.

Application Notes

® SmartMesh IP Application Notes - Cover a wide range of topics specific to SmartMesh IP networks and topics that
apply to SmartMesh networks in general.

Documents Useful When Starting a New Design

® The Datasheet for the LTC5800-IPM SoC, or one of the modules based on it.
® The Datasheet for the LTC5800-IPR SoC, or one of the embedded managers based on it.
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® A Hardware Integration Guide for the mote/manager SoC or module - this discusses best practices for integrating the
SoC or module into your design.

® A Hardware Integration Guide for the embedded manager - this discusses best practices for integrating the embedded
manager into your design.

® A Board Specific Integration Guide - For SoC motes and Managers. Discusses how to set default 10 configuration and
crystal calibration information via a "fuse table".

® Hardware Integration Application Notes - contains an SoGC design checklist, antenna selection guide, etc.

® The ESP Programmer Guide - a guide to the DC9010 Programmer Board and ESP software used to load firmware on a
device.

® ESP software - used to program firmware images onto a mote or module.

® Fuse Table software - used to construct the fuse table as discussed in the Board Specific Configuration Guide.

Other Useful Documents

® Aglossary of wireless networking terms used in SmartMesh documentation can be found in the SmartMesh IP User's
Guide
® Alist of Frequently Asked Questions
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1.2 Conventions Used

The following conventions are used in this document:
Conput er type indicates information that you enter, such as specifying a URL.
Bold type indicates buttons, fields, menu commands, and device states and modes.

Italic type is used to introduce a new term, and to refer to APIs and their parameters.

&) Tips provide useful information about the product.

@  Informational text provides additional information for background and context

. Notes provide more detailed information about concepts.

& Warning! Warnings advise you about actions that may cause loss of data, physical harm to the hardware or your
person.

code bl ocks di splay exanples of code
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1.3 Revision History

Revision Date

1

2

03/18/2013
09/18/2013
10/22/2013
04/04/2014
10/28/2014
11/06/2015
12/03/2015
01/29/2016

11/07/2016

Description

Initial release

Added LTP5901/2 to OAP pins

New SMSDK apps added; Other minor corrections
Document HRListener example application;

Clarified analog input units in OAP; Other minor changes
Moved SMSDK to Dustcloud.org

Added SMSDK logging description

Fixed lengths in Serial Mux examples

Updated to support all manager options
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2 Introduction

This document covers the installation and use of various tools available to interact with a SmartMesh IP network. The
relationship of these software tools is shown in figure 1. At the lowest level are the FTDI drivers, which allow your computer to
connect to a mote or manager over a USB-to-serial link. Next, the user can interact with the Command Line Interface (CLI) of
the mote and manager via a serial terminal client. Programmatic access to the mote and manager is done through the
Application Programming Interface (API). A Serial Multiplexer (Mux) allows for multiple concurrent connections to the
manager API - several reference/demo tools make use of this API:

® SmartMesh SDK (SMSDK) - a Python-based set of tools used to demonstrate various aspects of the mote and
manager APIs. The SDK can connect directly to the API of the mote, and can connect to the manager API either via the
Serial Mux or directly. Installation instructions and detailed descriptions of the sample apps found in the SMSDK can
be found on the Dustcloud.org user portal.

® Stargazer GUI - visualize and interact with the network.

® | ow-power Border Router (LBR) - send and receive data from an IPv6 host on your LAN or the internet.

Manager )))‘\;.

FTDI driver

PC

Terminal App

Serial Mux

Low-power
Border Router

/AN

Stargazer GUI

SmartMesh SDK

To IPv6 Internet

— - — CLI(COM 3 of 4)
API (COM 4 of 4)

Figure 1 - Software tools for interacting with a SmartMesh IP network.
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3 Installation

3.1 Setup

3.1.1 System Overview

Figure 2 shows the Evaluation Kit including a SmartMesh IP Manager (with interface board), five Eterna motes, and an
additional interface board. There are different manager/mote combinations available, as shown in Table 1.

Smarthesh
IP Manager
[DO2274A)

Eterna IP
Maote
& SmartMesh DC3006A +
k # IP Manager DCY003A-B
(DCE00AB or DCO018A-
or DC3020A) . B

Mote Serial
API CLI

Windows Computer
= Terminal client
+ Demo Software {optional)
+ Smarthesh SDK
+ Serial Mux
+ Stargazer GUI

Figure 2: SmartMesh Evaluation Kit

Kit Mote Manager Notes
DC9000A DC9003A-B DC9001A* Eval/Dev Kit with 32 mote manager (discontinued)
DC9000B DC9003A-B DGC9001B* or Eval/Dev kit with 100 mote manager
DC2274A-A
DC9021A DC9018A-B DC9020A* or RF Certified Eval/Dev kit with 100 mote manager

DC2274A-A
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DC9021B DC9018A-B DC2274A-A  RF Certified Eval/Dev kit with one embedded Manager (DC2274A-A)

DC2274A-B  and one Access Point Mote - APM (DG2274A-B) for VManager

Table 1 - Kit configurations

*Orderable part number includes DC9006. Manager boards (yellow sticker) may be marked with a different sub-component
part number (e.g. DC9011A) than the value in Table 1.

@ 1) The interface boards for both the manager and mote are identical (DC9006).

2) The DG2274A-A Manager and DC2274A-B APM do not come with a DC9006 interface board, they connect
directly via USB.

@ The latest kit, DC90021B, contains motes with MMCX connectors and antennas. All previous evaluation kit motes
shiped with chip antennas and the DC2274A-A manager has an external antenna. Additional RF Certified devices are
available for order individually with MMCX connectors:

® Mote - DC9018B-B (MMCX connector)
® Manager/APM - DC9020B (MMCX connector), DG2274A-A and DC2274A-B include an antenna.

Before you can send data, you will need to install several pieces of software and verify that the software can connect to your
mote and manager by following these steps:

® Step 1: Prepare the Hardware
® Step 2: Install software on the PC
® a: FTDI Serial Drivers (and custom Terminal Client if desired)
® Db: Serial Mux
® ¢: Stargazer
® d: Python (if not already installed) and the SmartMesh SDK. Instructions for Python and SMSDK installation
are found on DustCloud.org.

You will then:

1. Use APIExplorer to establish a PC to Manager (DC9001) connection
2. Use APIExplorer to stablish a PC to Mote (DC9003A-B) connection
3. Have the Mote join the Manager over the air

4. Send messages between the Manager and Mote and vice versa

3.1.2 Step 1 - Prepare the Hardware

SmartMesh IP Tools Guide Page 11 of 212
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The DC2274A manager is plugged directly into a USB port for power and communication - a blue LED will light showing it has
power. Other managers (see table 1) and all motes require a DC9006 interface board to communicate via USB.

You can connect a DC9006 interface board to a mote or manager using the board-to-board connector, as shown in the figure:

- USB

Mote Reset

LED Enablg ——

/

Mote LEDs

Mote Power Switch

Figure 1 - DC9003 board (left) connected to DC9006 board (right)

® Turn the slide switch marked "Power" on the DC9003 boards to ON.
® 0On the manager (marked with a yellow sticker for some hardware types), the blue LED on the board should
light up. If not check the jumper connection (LED_EN) that enables the LEDs.
¢ 0On the mote (white sticker), one of the yellow LEDs (STATUS_0) should begin blinking to indicate that the
mote is searching for network. If not, check the jumper connection (LED_EN) that enables the LEDs.

® Connect a micro-USB cable that shipped with your kit to each DC9006. Do not connect them to your computer until
you have installed the serial drivers.

. When connected to a DC9006 board and a computer, the Mote and Manager may appear to be operating (as seen
by the LEDs) in spite of the power switch being off. The 4 COM ports for each device will appear but you will not be
able to communicate with them reliably. Make sure that the power switch on all boards is set to ON to ensure
proper operation.

. DCY9003 boards ship with the LED_EN jumper shorted. This is so that you will see the Status LEDs for join behavior.
These LEDs draw > 100x the power that the mote does when in a network, so for longer term evaluation or power
measurements, the LED_EN jumper should be removed.
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3.1.3 Step 2a - Installing FTDI Serial Drivers

Installing Serial Drivers

Most modern 0Ses come with FTDI drivers pre-installed, but you may have to install them manually if they don't configure
automatically when you plug in a device. You can check this by plugging in your manager - four virtual COM ports should
automatically be added. These can be viewed using the Windows Device Manager (Control Panel -> System -> Hardware ->
Device Manager -> Ports). See the troubleshooting section if the driver doesn't configure automatically.

Driver installation has three steps:

® Download FTDI driver software (if needed)
® (Connect a manager (DC9001) and run through driver setup
® (Connect a mote (DC9006 + DCI003A-B) and run through driver setup

» From now on, mark the physical USB port you use for the Manager and always use this port for plugging in the
Manager. Do the same for the mote. Doing this will ensure the COM port assignment will be preserved when using
an API or CLI client

Function of Serial Ports

After installing the DC9006, four serial ports are created on your computer. You can interact with each device over two
different serial ports:

® The Command Line Interface (CLI) serial port. Use a third-party serial terminal software to connect to it.
® The Application Programming Interface (API) serial port. Use SmartMeshSDK-based applications or Stargazer to
connect to it.

The table below indicates the mapping of the different serial ports, and their settings. For example, suppose the installation
created ports COM17, COM18, COM19 and COM20. In the table below, the "third" port is COM19 and the "fourth" is COM20.

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.
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**: default values.

&) We recommend that you write down the number of the API and CLI ports of the devices connected to your
computer. We will refer to those numbers throughout the guide.

It has been observed in some installations under Windows 7 that the serial ports do not enumerate in order, and the
CLI and API ports may not be the 3rd and 4th ports, respectively. If this occurs, you will need to test each port
using APIExplorer (in the SmartMesh SDK) to find the API port, and use a terminal program to find the CLI port.

Terminal Client

Hyperterminal is the default serial client on Windows XP, and it can be used to communicate with the manager and mote CLI.
You can install another terminal client if you prefer or if one was not included in your Windows installation.
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3.1.4 Step 2b - Installing Serial Mux

Overview

Since the Manager has a single serial port dedicated to the its API, normally only a single client would be able to connect at a
time. The Serial APl Multiplexer (Serial Mux) is a windows service that allows for multiple concurrent connections to the
manager's API port, e.g. the Stargazer GUI and APIExplorer (found in the SmartMesh SDK).

Installation
The Serial Mux software is distributed in a zip archive file named Ser i al Mux| nst al | er with the Serial Mux version
appended. Unless you know that you need a particular version for compatibility, choose the latest version.

Install Serial Mux on the computer you connected to the manager. The Windows Installer automatically installs the runtime
components required by the Serial Mux if they are not already present. The Installer also includes a click-through prompt with
terms and conditions of use. Accepting these terms is required for the installation to proceed.

To install the Serial Mux (on Windows):

1. Unzip the installer zip archive.

2. Launch the Serial Mux Installer ( set up. exe) .

3. Follow the Installation Wizard to install the Serial Mux. A shortcut will be added to your desktop. The Serial Mux
requires the VC++ 2010 runtime library. If the system does not have this library installed, the installer will request
permission to install it. You must allow the installer to install the runtime library for the Serial Mux to function

properly.
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4. When the Configuration screen appears, enter the serial port (COM port on Windows) that was assigned to the
manager Serial APl when you connected the manager.

i-‘.__% SerialMux - InstallShield Wizard

Configuration

Configure the Picard connection and its software components

Manager Serial port 1CDM1
Serial Mux TCP port JE\EII]D

= Back ][ Mext = ] [ Cancel

*. The API serial port will be the 4th one in the list of 4 devices installed when the FTDI driver was installed.
For example, if serial ports COM3, COM4, COM5 and COM6 were installed, the API port would be the fourth
one of these, COM6.

Reconfiguring the COM port
If you:

® Forget to note the correct COM port
® Move the manager from one USB port to another
® |aunch Stargazer before installing the Serial Mux

you can reconfigure the serial port used by the Serial Mux with the Serial Mux Configurator (currently included in the
SmartMesh SDK).

For more information see the Serial API Multiplexer (Serial Mux).
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3.1.5 Step 2d - Installing Stargazer

Stargazer GUI

The Stargazer GUI is an optional component that allows for visualization and interaction with the network. Make sure that if
you are installing stargazer that you have previously installed the Serial drivers (step 2a) and Serial Mux (step 2b).

Requirements

Stargazer requires a computer running Windows XP or Windows 7 with a SmartMesh IP Manager connected and the Serial
Mux installed. For detailed installation instructions for these components, refer to the Setup section of the SmartMesh |P
Tools Guide.

Download Stargazer

Find the download in the Dust Networks area of the Linear Design Tools site. The Stargazer download link is in the "Software
Utilities" section. This will download the latest version.

® Unzip the file to extract the installer (setup.exe) and other installation files.
® Run the installer. You may be required to download a .NET framework if it is not already installed.
® Ashortcut may be created on your desktop to launch Stargazer

Detailed instructions on using Stargazer can be found in the Stargazer GUI section of this guide.

Installing Stargazer
The Stargazer distribution is available as a St ar gazer | nst al | er zip file.

Install Stargazer on the computer that has the Serial Mux installed and is connected to the manager . The Installer
automatically installs the Microsoft .NET Framework 4.0 if it is not already installed. The Installer also includes a click through
prompt with terms and conditions of use. Accepting these terms is required for the installation to proceed.

1. Launch the Stargazer Installer (set up. exe).
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2. Follow the Installation Wizard to install the Stargazer application. A shortcut for the Stargazer application will be added
to your desktop. Stargazer requires the .NET 4.0 Client runtime. If the system does not have this component installed,
the installer will request permission to install it. You must allow the installer to install the .NET runtime for Stargazer to
function properly.

. Files will be installed in different locations depending on which version of Windows are used.

® For Windows XP, the executables are installed in C: \ Pr ogr am Fi | es\ Dust
Net wor ks\ St ar gazer , and the configuration files are installed in C: \ Docunent s and
Settings\All Users\Application Data\Dust
Net wor ks\ St ar gazer\ Def aul t.

® For Windows 7, the executables are installed in C: \ Pr ogr am Fi | es\ Dust
Net wor ks\ St ar gazer (or C:\ Program Fil es (x86)\ Dust
Net wor ks\ St ar gazer on 64-bit systems), and the configuration files are installed in
C:\ Progr anDat a\ Dust Networ ks\ St argazer\ Def aul t.
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3.2 Troubleshooting

3.2.1 Windows FTDI Driver installation

Devices communicate with your computer using a serial connection via USB. When you connect the device to your computer,
you should be asked to install a driver for it. Because the device uses a serial chipset from Future Technology Devices
International (FTDI) which is found in many different devices, it is possible that you already have a version of the FTDI drivers
installed on your machine.

If you don't have the drivers installed, download the version appropriate for your operating system from
hitp://www.ftdichip.com/Drivers/VCP.htm. We recommend you download the driver files on your computer's desktop.

& Once you have installed the driver, use the same USB port each time you reconnect the device to the computer. If
you connect to a different USB port, you will need to repeat the following procedure for that port.

Windows Driver Installation

On Windows, follow the steps below to finalize the installation.

1. Connect the USB cable between the device (manager or mote) and your computer. If the Found New Hardware Wizard
appears, go to step 2.
If the Found New Hardware Wizard does not appear, do the following:
1. Ensure that the port is functional, and that the device is connected correctly. If the Wizard still does not appear,
open the Windows Device Manager to see how Windows has recognized the device.
2. If a device named “Dust Interface Board” is listed as an unknown device (yellow icon), right-click the device
and select Update Driver. This displays the Found New Hardware Wizard.
3. Gotostep 2.
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2. In the Wizard, click the option to Install from a list or specific location and click Next.

Waelcome to the Found New
Hardware Wizard

Thiz wizard helpz you install software for:

USE Serial Converter &

Z;.'\J! If your hardware came with an installation CD

~i= or Hloppy disk. insert it now.

wihat do pou want the wizard to da?

{7 |nstall the software automatically [Recommended)

£ |nstall from a izt or specific location [Advanced)

Click Mest to contirue,

¢ Back I P et > I Cancel

3. Select the box to Include this location in the search. Then, use the Browse button to navigate to your desktop, and

click Next.

Found New Hardware Wizard

Please choosze your zearch and installation options.

¥ Search for the best diver in these locations,

Ilze the check bowes below ta limit or expand the default search, which includes local
pathz and removable media. The best diver found will be inzstalled.

[¥| Search removable media [floppy, CO-ROM. .|

¥ Include this location in the search:
I tl Browze

0 Don't gearch. | will choose the driver ta install

Chooze this option to zelect the device driver from a lizt. Windows does not guarantes that
the driver you choosze will be the best match for your hardware.

< Back I Memt » I Cancel
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4. After the Wizard installs the software, click Finish.
5. When the Found New Hardware Wizard reappears, repeat steps 2 through 4 to continue the installation. Repeat these

steps each time the Wizard appears.

Completing the Found New
Hardware Wizard

The wizard has finished instaling the zoftware for;

% I15B Serial Corverter &,

Click Finizh to cloze the wizard.

¢ Back I Finizh I Carzel

Because of the way Windows works, you may be prompted to go through the Wizard up to eight times to
complete the installation and mapping of the USB port. The manager will install a total of four virtual serial

ports, along with the USB devices to control them.
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6. When the installation and mapping of the USB ports is complete, open the Device Manager to find out the COM port
numbers that have been assigned to the virtual serial ports.

1.

Choose the Control Panel from the Start menu.

2. Open the Syst emfolder.

3.

4. QOpen Ports to see the COM ports.

You should see four new COM ports in the Device Manager.

Click the Hardware tab and click Device Manager.

Make a note of the four COM port numbers.

L. Device Manager

=10 |

File Action Wew Help

¢ W S| 2mE A

Q Monitors

E Metwork adapters

= 5" Ports (COM & LPT)

----- r'_? Bluetooth Communications Port (COML)
- & USE Serial Port (COM3 )
- i USB Serial Port (COM4)
- i USB Serial Part (COMS )
o i USB Serial Port (COME )
|- Processors

]% 551 and RAID controllers
- M Secure Digital host contrallers
- Smart card readers

| g O g B ey B e |
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7. Configure the following Advanced Settings for each of the four new COM ports:
1. Right-click a COM port and click Properties.

2. Click the Port Settings tab, and then click Advanced.
3. Deselect the Serial Enumerator option, and click OK.
4. Click OK to return to the Device Manager.
5. Repeat this step for each of the four new COM ports. When you are finished, close the Device Manager.
Advanced Settings for COM3 e |
conpotrunber  [EETER [ x|
—USE Transfer Sizes Cancel |
Seleck lower setkings to correct perfarmance problems at low baud rates,
Defaults |
Select higher settings For Faster performance.
Receive (Bytes): |4D‘36 il
Transmit (Byvkes):
—BM Cptions — Miscellaneous Options
Select: lower setkings to correct response problems, Serial Enumerator r
Latency Timer (msec): 16 i ST r
Cancel If Power OFf |l
Vnseuls Event On Surprise Remowal D
Minirurn Read Timeouk {msec): ID vl Set RTS On Close Il
Minimurn Write Timeout fmsec): ID_E Disable Madem CErl At Startup 1
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3.2.2 Linux FTDI Driver installation

This section provides troubleshooting tips for some common Linux distributions.

. Not all components of the SmartMesh SDK have been tested with Linux. Proceed at your own risk.

Ubuntu FTDI Driver Installation

On recent Ubuntu releases (12.04 and later), the FTDI drivers are included in the standard release. The kernel should load the
FTDI drivers when the device is connected.

$ drmesg | grep FTDI

ftdi_sio 1-1:1.0: FTDI USB Serial Device converter detected

usb 1-1: FTDI USB Serial Device converter now attached to ttyUSBO
ftdi_sio 1-1:1.1: FTDI USB Serial Device converter detected

usb 1-1: FTDI USB Serial Device converter now attached to ttyUSB1
ftdi_sio 1-1:1.2: FTD USB Serial Device converter detected

usb 1-1: FTDI USB Serial Device converter now attached to ttyUSB2
ftdi _sio 1-1:1.3: FTDI USB Serial Device converter detected

usb 1-1: FTDI USB Serial Device converter now attached to ttyUSB3

Based on the output above, the serial port to use to communicate with the device's APl is / dev/ t t yUSB3.

In order to access this device as an unprivileged user (not root), you will need to fix the permissions. The following command
updates the permissions on/ dev/ tt yUSB2 and / dev/ t t yUSB3:

$ sudo chnod 666 /dev/ttyUSB[ 23]
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3.2.3 Macintosh OS X FTDI Driver Installation

= Not all components of the SmartMesh SDK have been tested with OS X. Proceed at your own risk.

0S X FTDI Driver Installation

On 0S X 10.5, 10.6 or 10.7, install the FTDI driver from the disk image available from
http://www.ftdichip.com/Drivers/VCP.htm (refer to the OS X Installation Guide).

After the drivers are installed, plug in the USB cable. The device name will be needed as input to the tools that connect to the
serial port.

To determine the device name, enter the following command in Terminal.app:

$ |'s /dev/*usbserial *

There should be several entries in the / dev directory with the format:

® /dev/cu. usbhseri al - XXXXXXXX
® /dev/tty.usbserial - XXXXXXXX

where xxxxxxxXx is either the device's serial number or a location string that depends on which USB port your device is
connected to. The last character (A, B, C or D) indicates the serial port. The port ending with G is the CLI port and port ending
with D is the API port.

The scr een program (provided with OS X) can be used as a serial terminal to connect to the CLI port.

$ screen /dev/tty. usbserial-01234567C 9600

> hel p
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3.2.4 Trouble Connecting to Manager

Symptom - Connection refused error

When attempting to connect to the manager through the Serial Mux, a connection refused error is displayed, as shown in the
figure for APIExplorer:

APIExplorer © Dust Networks - |EI|£|

api

netweork type: - Smardhlesh P — | device type: - manager  — || loacd |
connection

through serialtdu:;
through serial port:

pot name: connect

onnection Error: [Errno 10061] Mo connection could be made because the target machine actively refused it
command

j
response

notifications

tooltip

Smarthezhs0k 1.0.53.71

Resolution
The connection refused error can have a number of causes:

® (ause #1 - The Serial Mux is not running
® \Verify that it is running. See Serial Mux Configuration in the SmartMesh IP Tools Guide for an explanation of
how to manage services.
® (ause #2 - The Serial Mux is running, but is listening to the wrong TCP port (e.g. in the figure above, if the Serial Mux
was listening on port 9901)
® Use the MuxConfig tool in the SmartMesh SDK to determine the correct TCP port.
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® (ause #3 - The Serial Mux is running and is on the correct port, but the manager is not connected
® (o to the Windows Device manager and verify that the COM port you expect the manager on is listed, and that
the MuxConfig tool shows that the Serial Mux is looking for the right COM port. Verify that the manager is
powered on and a blue LED (INDICATOR_O0) is lit.

Symptom - Connection Error

When attempting to connect to the manager through a serial, a Connection Error is shown.

Resolution
The Connection Error can have several causes:

® (ause #1 - The manager is not powered on

® Verify that the manager is powered on and a blue LED (INDICATOR_O0) is lit.
® (Cause #2 - The serial port provided does not exist

® |f the port previously existed

® (o to the Windows Device manager and unplug/replug the manager. Note which bank of COM ports
shows up and select the correct one in the tool you are using (e.g. APIExplorer).
® |f no ports show up when you plug in the manager, verify that the DC9006A board shows 3 LEDs lit, and that
you have installed the FTDI VCP drivers

3.2.5 Not Getting Notifications

With the SmartMesh IP Manager, notifications are suppressed by default unless they are subscribed to. The subscribe APl is
documented in the SmartMesh IP Manager API Guide and can be tested using APIExplorer in the SmartMesh SDK. To
subscribe to all currently defined notifications, a bitmap of 0x76 (118) is used.
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3.2.6 Changing Network ID

~ This is only required if you operate your network in the same radio space as other SmartMesh IP networks.

The network identifier (or netid) is the 16-bit identifier of your network. It is set to 1229 by default. Follow the steps below to
change it to your own netid on each device you have :

® (Connect the device to your computer over USB

® QOpen the GLI port of that device using serial terminal, using the setting above

® Switch on your device

® |f you are connected to a SmartMesh IP Manager, issue the following commands (here we'll set the netid to 100):

> | ogi n user
> set config netid 100

> mnfo

i prote ver 1.0.3 #12

state: Oper

mac: 00: 17: 0d: 00: 00: 38: 03: 89
not ei d: 1

netid: 100

bl SwWer : 9

UTC time: 1025665212: 339500
reset st: 100
> reset system
System reset by CLI
Reset status: 100, O
548 : **** AP connected. Network started

® if you are connected to a SmartMesh IP Mote, type in the following commands:

> nmset netid 100
> nget netid
netid = 100

> reset

Smart Mesh I P note, ver 1.1.0.37

® Repeat for all your devices.

Note that a reset of each device is required for the new netid to take effect.

SmartMesh IP Tools Guide Page 28 of 212



LT HER dust™’

3.2.7 Master/Slave

Mode Behavior

Motes have two modes that control joining and command termination behavior:

® Master - a demo mode enabled on the motes in Starter kits. In this mode, the mote runs an application that generates
sample data and controls joining. The mote APl is disabled in master mode.

® Slave - the default mode for LTC58xx and LTP59xx motes. The mote expects a serially connected device to terminate
commands and control join - by default the mote does not join a network on its own. The APl is enabled in slave
mode, and the device expects a serially attached application such as APIExplorer or an external microcontroller to
connect to it.

The mode can be set through the CLI set command, and persists through reset (i.e. it is non-volatile).

& If autojoin is enabled via SetParameter (SmartMesh IP only), a slave mote will join the network without requiring a
serial application to issue a join command in order to simplify external microcontroller logic. Do not use the
autojoin parameter with a mote in master mode, as it may become unresponsive in some revisions of software.

LEDs

For motes (DC9003) in master mode, the STATUS_0 LED will begin blinking immediately upon power-up, as the mote will
start searching automatically. When the mote has joined, STATUS_0 and STATUS_1 LEDs will both be illuminated. In slave
mode, no LEDs light - this should not be mistaken for a dead battery.

 LEDs of a DC9003 board will only light if the LED_EN jumper is shorted. Master mode LED support available in
SmartMesh WirelessHART mote version >=1.1.2.

Switching To Slave Mode

By default, motes in starter kits (DC9000 & DC9021 and DC9007) and are configured for master mode. To read the current
configuration, connect the mote to a computer via a USB cable and use the get mote CLI command. To configure the mote
for slave mode, use the set mote CLI command:

Use the get node command to see the current mode:

> get node
mast er

Use the set node command to switch to slave mode:
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> set node sl ave
> reset

~ You must reset the mote for the mode change to take effect. Once set, the mode persists through reset.

Switching To Master Mode
To read the current configuration, connect the mote to a computer via a USB cable and use the get node CLI command. To
configure the mote for master mode, use the set node CLI command.

Use the get node command to see the current mode:

> get node
sl ave

Use the set node command to set the mote to master mode:

> set node naster
> reset

~ You must reset the mote for the set node command to take effect. Once set, the mode persists through reset.

SmartMesh IP Tools Guide Page 30 of 212



LT HER

dust™

networks

4 Serial Terminal Client

This page lists third-party Serial Terminal Clients which you can use to interact with a device over its command line interface

(CLI). See the respective CLI guide for details on a particular mote or manager.

4.1 TeraTerm

® Supported platform: Windows

® Download from http://ttssh2.sourceforge.jp/index.html.en

W rComz5:57600baud - Tera Term ¥T -0 x|
File Edit Setup Conkrol  SWindow  Help
time —— szhow current time ;I
trace — show current trace key
ver —— show version information
> =m
MAC Moteld State Nbrs Links Joins Age StateTlime
B-17-@D-AA-AA—-38—-A3 -89 1 Oper 15 39 i a B-82:19:25
B-17-AD-A8-AA-38-A4-35 2 Oper 13 31 1 44 B-82:14:86
B-17-@D-88—-A8—-38—-B6-AD 3 Oper 4 13 1 184 B-82:14:84
B-17-@D—-A8-AR—-38—-A3-CA 4 Oper 2 18 1 18@ B-82:13:51
B-17-AD-AA-AA-38-A3-D? 5 Oper 2 18 1 165 B-82:13:46
A-17-AD-AA-AA-38-A4-25 6 Oper 2 i@ 1 164 B-82:13:33
B-17-@D-A0-AR—-38-A6-6A 7 Oper 2 18 1 165 B-82:13:28
B-17-AD-AA-AA-38-A4-31B 8 Oper 2 18 1 158 B-B82:12:55
A-17-AD-AA-AA—-38-86-D6 9 Oper 2 i@ 1 156 B-82:12:48
B-17-@D-AA-AA-38—-A3-87 1A Oper 2 18 1 154 B-82:12:38
B-17-@D-AB-AA-38-A7-18 i1 Oper 2 18 1 146 B-B82:12:32
A-17-AD-AA-AA-38-A3-DD 12 Oper 2 i@ 1 139 B-82:12:22
B-17-@D-A8—-AA—-38—-A7-AC 13 Oper 2 18 1 137 B-82:12:15
B-17-@D-AA-AR—-38-A3-51 14 Oper 2 18 1 78 B-82:11:52
B-17-BD-AB-AA-38-A3-48 i5 Oper 2 i8 1 92 B-82:141:45
B-17-@D-A0-AR—-38-A3-67 16 Oper 2 18 1 59 A-A2:11:48
umber of motes (max 17>:- Total 16, Live 16. Joining @
N -
4.2 PuTTY

® Supported platform: Windows

® Download from http://www.chiark.greenend.org.uk/~sgtatham/putty/
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L7 LJ(D% dﬂlg! hg’r!:

22 COM25 - PuTTY

a0

Mac MoteId
00-17-0D-00-00
00-17-0D-00-0
00-17-0D-00-0
go0-17-0D-00-00
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17
oo-17

i
[ -

[ ]
OO O

[y Qe =Y

o -1 m
O O O

[An]
(]

| S SV T o T S ST O

el el el el el

[}
[

Muwber of motes !1: Total 16, Liwve 16, Joining O

4.3 minicom

® Supported platforms: Linux, Unix
® Pre-installed in most distributions. Available through package managers such as fink or macports on 0S X.
® Source: http://alioth.debian.org/projects/minicom/

4.4 Microsoft Windows HyperTerminal

® Supported platform: Windows XP
® Pre-installed in Windows XP

»  Not installed in Windows Vista or Windows 7
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#g poipoi - HyperTerminal =10l x|
File Edit YWiew Call Transfer Help
B
>
>
> sm
MAC Moteld State Nbrs Links Joins Age StateTim
BB-17-0D0-B0-AB-38-03-89 Oper 1 39 1 A B-82:22:56
00-17-0D-00-00-38-04-35 2 Oper 13 31 1 251 B-02:17:37
BB-17-0D0-80-00-38-06-AD 3 Oper A 13 1 395 B-82:17:35
80-17-0D-00-00-38-03-CA [ Oper 2 18 1 391 B-02:17:22
BB-17-00-80-00-38-03-D9 5 Oper 2 18 1 376 B-082:17:17
BB-17-0D-00-00-38-04-25 6 Oper 2 18 1 35 B-02:17:04
BB-17-0D0-BR-A0-38-B6-6A 1 Oper 2 18 1 376 B-082:16:51
BB-17-0D-00-00-38-04-3B 8 Oper 2 18 1 369 B-02:16:26
BB-17-0D0-80-00-38-06-D6 9 Oper 2 18 1 367 B-082:16:19
Bp-17-0D-00-00-38-03-87 10 Oper 2 18 1 365 B-02:16:09
0e-17-0D0-00-00-38-67-18 11 Oper 2 16 1 357 B-02:16:03
Bp-17-0D-00-00-38-03-DD 12 Oper 2 18 1 358 B-02:15:53
08-17-0D-00-00-38-067-6C 13 Oper 2 16 1 348 B-02:15:46
Bp-17-0D-00-00-38-03-51 14 Oper 2 18 1 389 B-02:15:23
00-17-0D-00-00-38-03-48 15 Oper 2 16 1 383 B-02:15:16
Bp-17-0D-00-00-38-03-69 16 Oper 2 18 1 278 B-02:15:11
Number of motes (max 17): Total 16, Live 16, Joining 8
>

|C0nnected 0:00:06 Auko detect 57600 8-M-1

SCROLL

[CAPS

|Ca|:-ture

Frint echo

Skl
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5 Serial APl Multiplexer (Serial Mux)

5.1 Overview

This section describes the Serial APl Multiplexer (“Serial Mux”) for the SmartMesh IP Manager. The Serial Mux is a simple
multiplexer that allows multiple processes to communicate with the Manager's Serial API over a TCP connection. On
Windows, the Serial Mux can be installed as a background service using the Serial Mux Installer. The Stargazer GUI

application and SmartMesh SDK both communicate with the manager through the Serial Mux.

PC
Any other AP
Stargazer GUI Birad
Manager &P over TCP Manager APl over TCP
L )
( Serial AP| Multiplexer j
[

Serial APl over USE

SmariMesh IF Manager

Installation is covered in the Setup section of this guide.

The Serial Mux Configuration section contain instructions about manually configuring the Serial Mux.
The SmartMesh SDK contains a MuxConfig tool for editing Serial Mux configurations.
The Serial Mux Protocol section describes how a client can communicate with the Manager through the Serial Mux.
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5.2 Serial Mux Configuration

The Serial Mux uses a serial port (COM port) to communicate with the Manager and accepts client connections on a specific
TGP port. The serial port and TCP port configuration parameters are stored in a configuration file whose location varies by 0S.
This section describes how to manually edit the configuration parameters. The instructions in this section are for reference
only - it's significantly easier to use the MuxConfig GUI tool to add and edit configurations.

The procedure is to:

1. Edit the Serial Mux configuration file
2. Restart the Serial Mux Windows service

5.2.1 Step 1: Edit the Serial Mux Configuration File

On Windows XP, the configuration file is located at:

C:\ Docunments and Settings\Al|l Users\Application Data\Dust Networks\Serial Mux\ Def aul t\serial _nmux.cfg

On Windows 7, the configuration file is located at:

C:\ Progr anDat a\ Dust Net wor ks\ Seri al Mux\ Def aul t\ serial _mux.cfg
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. By default, the Application Data folder is hidden by Windows. To see it;

1. in your Windows Browser window, select Tools > Folder Options

Documents and Settingsh All Users
Edit  Wiew Fawvorites | Tools  Help

: Map Metwork Drive, ..
Back - _) b ? ; :
+ Disconnect Mebwork Drive. ..

s |2) C:\Documents and ¢ S¥nchronize. .

rs Folder Cptions. ..

W ~

2. In the "View" tab, select "Show hidden files and folders"

General Wiew I File T_I,Ipesl Dffline Filesl

— Folder views
r'ou can apply the wiew [zuch az Detailz or Tiles] that

wou are uzing for thiz folder to all folders.

Apply to All Folders Rezet All Folders

Advanced settings:

Iy Files and Folders -
Autornatically zearch for network folders and printers
Dizplay file zize information in folder tipz
Dizplay zimple folder view in Explorer's Folders list
Dizplay the contents of system folders
Dizplay the full path in the address bar
Dizplay the full path in the title bar
O Da ot cache thumbnails
|2 Hidden files and folders

) Do not show hidden files and folders
Show hidden filez and folders
[ Hide extensions far known file tpes ;I

Festore Defaulkz |

k. Cancel | Apply |

3. When you are done editing the Serial Mux configuration file, repeat these steps but select the "Do not show
hidden files and folders" option.
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Open the configuration file with a text editor. It contains the following lines:

# Configuration file for Serial Mix

port = COVB4
listen = 9900
Where:

® portis the serial (COM) port the Serial Mux listens to (default value is COM1)
® Jistenis the TCP port the Serial Mux accepts connections on (default value is 9900)

Change the settings to the serial port matching your setup and choose a TGP port that doesn't conflict with other services.

5.2.2 Step 2: Restart the Serial Mux Windows Service

The Serial Mux Windows Service runs in the background at all times. The Serial Mux only reads its configuration file when it
starts, so you need to restart the service to have changes to the configuration file take effect.

1. Inyour Start Menu, select Settings > Control Panel
2. Select Administrative Tools

Adminiskrakive
Taools

3. Select Computer Management

Camputer
Managemenk
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4. Navigate to Services and Applications > Services. In the list on the right, right-click on the SerialMux_Default service

and select restart

O Ccomputer Management =101 x|
=) Fle action View Window Help =] =]
= |(AEHERDR 20E > = »
Q Carputet Managernent (Local) Mame # | Drescription | Skatus ;I
Eﬁa Systern Tools Routing and Rermak,.,  OFffers root..,
@ Event Viewer %Secnndary Logon Enables st...  Started
% Shared Folders 8 Security Accounts ... Stores sec...  Started
Lacal Users and Groups %Security Cenker Maonitars ...

&4 Performance Logs and Alert:

2 Device Manager

- Starage
[+ Removable Storags

- Cisk Defragmenter

Disk. Managemenkt

EI--@ Services and Applications

Services
WMI Contral

% S0 Server Canfiguration M.
-8 Indexing Service

%Sewer

%Shell Hardware Det...
%Smart Card

850 Active Directar..,
8501 Server (SQLEX...
%SQL Server fgent (..,
%SQL Server Browser
8501 Server Y55 Wi, .
%SSDF‘ Discowvery Ser...
<

SerialMux_

Supports fil, ..

Praovides n...
Manages a...
Enables int. ..

Provides st...

Executes j...
Provides 5...

Provides th...

Enables dis. ..

1] | | Extended 3, Standard /

Started
Started
Skarked

Started J

Started

.

5. A progress bar indicates when the service has been restarted

Service Control

Wwindows iz attempting to start the following service on Local Computer...

Senaltdux_Default

X

1

5.2.3 Advanced Serial Mux Configuration

The Serial Mux configuration parameters are set in a configuration file.

On Windows XP, the configuration file is located at:

C:\ Docunents and Settings\All
Mux\ Def aul t\ seri al _mux. cfg

User s\ Appl i cati on Dat a\ Dust Networ ks\ Seri al
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On Windows 7, the configuration file is located at:

C:\ ProgranDat a\ Appl i cati on Data\ Dust Networks\ Serial Mix\Defaul t\serial _mux.cfg

The Installer writes a simple default configuration file based on user input:

# Serial Mix Configuration
port = COVb
listen = 9900

Configuration file parameters

Parameter name Description

port Serial port to which the Manager is connected. Gonfigured in the Installer or with the Serial Mux
Configurator.

listen TCP port for client connections. The default port is 9900.

authToken Authentication token that clients must use in the Hello message to authenticate. The default token is the

byte string 0x30 0x31 0x32 0x33 0x34 0x35 0x36 0x37

accept-anyhost  Allow connections to the Serial Mux from any computer. By default, only connections from the local
machine are allowed.

log-file Specify the name of the log file to write to. The log file is also used as a lock file to detect other Serial
Mux processes using the same configuration.

log-level Specify the detail level of log messages to be printed. t r ace, i nf o, war ni ng, er r or are valid
values.

log-num-backups Number of backup log files to keep.

log-max-size Log file size (in bytes) at which to rotate log files.

5.2.4 Serial Mux with Multiple Managers

The standard installation of the Serial Mux supports a connection to one Manager. In order to support multiple Managers,
multiple copies of the Serial Mux service must be created, one for each Manager.

The instructions in this section are for reference only. It's significantly easier to use the MuxConfig GUI tool to add and edit
configurations.
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Creating a Serial Mux Configuration

The following steps will allow you to create an additional Serial Mux configuration.

1. Copy the Serial Mux Def aul t configuration directory and rename it - here we renamed Copy of Defaul t to
Configl)
& SerialMux 1B
File Edit \iew Favorites Tools Help E‘r
Qeak ~ & - (T FPsearch [HFolders 1S 2 X ) - Links [2) Code =

Address ||.'f} C:\Documents and Settingsall Users\Application Data\Dust Networks SerialMu; b | Go

/J Default ' J Copy of Default
1 1

2. Update the copied configuration file. The port should match the second manager's API (4th) port, and the listener port
must be changed to avoid conflicts. Here we use port 9800.
B C:\Documents and Settings\All Users\Application Data\Dust Networks\SerialMux\Config1\serial_mux.cfg - ... [Z][8]&]

File Edit Search WView Encoding Language Settngs Macro Run  Plugins Window 2 b

= | e @ B B e

cHEHERRE 4 Wk pe Ay ax|EESN1[E

[= seral muxcfg ]
1 I# Configuration file for Serial Mux
2 port = COM1&
3 listen = 9800

4

Mormal length : 66 lines : 4 ln:1l Col:1 Sel:0 Dos\Windows ANST INS I
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3.

Create a new Serial Mux service using the sc command. For consistency, we recommend naming the service to match
the name of the configuration directory, e.g. SerialMux_Config1.

From a Windows command prompt, enter all the following in a single line. We have broken it up into two lines here to
fit it all on the page:

> sc create Serial Muix_Configl start= auto binPath= "\"C:\Program Fi | es\ Dust

Net wor ks\ Seri al Mux\ seri al _nmux. exe\"

--daenon --directory \"C \Docunents and Settings\Al|l Users\Application Data\Dust
Net wor ks\ Seri al Mux\ Configl\""

The bi nPat h parameter contains the command line to be run for the service, <pat h>/ seri al _nux. exe
--daenmon --directory <config path>. The space after the parameter name and proper quoting is
important.

Warnings:

The Installer assumes that the configuration directory will be Default and the service name will be
SerialMux_Default. After making these changes, the Installer will not be able to cleanly remove all of the Serial Mux
services. If you remove the Serial Mux from your computer, you will need to manually remove the Serial Mux
services.

There is no configurable option to Stargazer to adjust the Serial Mux port, so Stargazer can only communicate with
a Serial Mux on the default TCP port.

Testing Your Installation

At this point if you have not rebooted your computer, the second Serial Mux service is not running. To confirm that you've
successfully created it:

1.
2.
3.
4.

In your Start Menu, select Settings > Control Panel

Select Administrative Tools

Select Computer Management

Navigate to Services and Applications > Services. In the list on the right, right-click on the SerialMux_Config1
service and select start
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5. A progress bar indicates when the service has been started - if you receive an error at this point, verify that the path to
the duplicated configuration directory is correct. If it isn't (for example, if you included an extra space) you will need to
delete the service and re-create it with the proper parameters.

1. To delete the service, run the following command from a Windows command prompt:

> sc del ete Serial Mux_Configl

Once you have verified that the two services are running, you can use the API Explorer application included in the SmartMesh
SDK to confirm that you can connect to both managers.

Launch two instances of the API Explorer.

Configure both for Manager API.

Configure one to connect to the Serial Mux on port 9900, the other connect to the Serial Mux on port 9800.
Connect to each manager.

You should be able to issue commands to both managers - getMoteCfgByID with an ID of 1 will show you the MAC
addresses of your managers.

o~ =

5.3 Serial Mux Protocol

The Serial API Multiplexer provides an API similar to the SmartMesh IP Manager Serial API with some changes to the
messaging protocol and a couple of command extensions. The Serial Mux uses a TCP connection with a client instead of a
connection over the Manager serial port. With the exception of the protocol layer changes, a client can communicate with the
Serial Mux in much the same way that it would communicate with the Manager.

5.3.1 Basic Operation

The Serial Mux tries to connect to the Manager immediately when it starts. If the Serial Mux cannot connect, it periodically
retries until a connection is established. After connecting to the Manager, the Serial Mux listens (on a well-known,
configurable port) for TCP connections from clients. When a client connects, it is expected to send a Hello message to the
Serial Mux. The Hello message contains a secret token that indicates the client is authorized to connect and the client’s
protocol version. If the secret token or protocol version doesn’t match, the Serial Mux sends a HelloResp with an error and
drops the connection. Otherwise, the Serial Mux begins reading the client connection for commands to forward to the
Manager.

SmartMesh IP Tools Guide Page 42 of 212



LT HER dust™’

The Manager Serial API can only process one outstanding request at a time, so clients should limit the rate that requests are
sent to the Serial Mux. The Serial Mux will only read a single request at a time from a client's TCP connection. While servicing
requests from clients one at a time, the Serial Mux reads from the IP Manager Serial API. Responses are routed to the
appropriate client. Notifications are copied to all subscribed clients and ack’ed to the Manager Serial API. Clients write
requests and read both responses and notifications from the same TCP connection to the Serial Mux. If the Serial API
connection with the Manager resets, the Serial Mux will close any open API clients and reconnect to the Manager. It is the
responsibility of the client to reconnect with the Serial Mux.

5.3.2 Protocol

Requests and responses have a short header to identify a messages within the TCP stream. The command type precedes the
message data. The command types and associated request and response data are the same structures used in the SmartVesh
IP Manager API Guide with the addition of the Hello and Info messages described below.

Requests

Parameter Type Description

headerToken  INT8U[4] 4 byte message start sequence

length INT16U  Length of the remainder of the message
reserved INT16U  Reserved. Setto 0

commandType INT8U Command type as described in Serial Mux Command Types

data INT8U[]  Request data as described in Serial API
Responses
Parameter Type Description

headerToken  INT8U[4] 4 byte message start sequence

length INT16U  Length of the remainder of the message

reserved INT16U  Reserved. Setto 0

commandType INT8U Command type as described in Serial Mux Command Types

data INT8U[]  Response data as described in Serial API (includes response code)

The data types, byte ordering and transmission order for the headers and command structures are as described in the
SmartMesh IP Manager API Guide.
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5.3.3 Connections

The Serial Mux listens for TCP connections from clients on a configurable TGP port.

Handshake

When the client connects to the Serial Mux, the Serial Mux expects to receive a Hello message before any other commands
are sent.

Hello Request

Parameter Type Description
version INT8U Client protocol version

authentication INT8U[8] Authentication secret
Hello Response

Parameter Type Description
rc INT8U Response code

version INT8U Manager protocol version

Example connection

To send a Hello to the Serial Mux, the client establishes a TCP connection to the Mux and sends the following byte stream:

headerToken length reserved commandType Hello:version Hello:authentication

A740A0F5 000C 0000 01 04 3031323334353637
If the authentication secret matches, the Serial Mux would respond with:

headerToken length reserved commandType response code Hello Response:version

A740A0F5 0005 0000 01 00 04
To send the getNetworkinfo command, the client sends:

headerToken length reserved commandType

A740A0F5 0003 0000 40

The Serial Mux responds with:
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headerToken length reserved commandType response code getNetworkinfo response

A740A0F5 0022 0000 40 00 0000021C5200016448000008FCO0FE

8000000000000000170D00003001C7

5.3.4 Info command

The Serial Mux Info command is provided to allow clients to query the Serial Mux version.

Info Request

Parameter Type Description

Info Response

Parameter Type Description

protocolVersion INT8U  Manager Serial API protocol version
majorVersion INT8U  Serial Mux major version
minorVersion INT8U  Serial Mux minor version
releaseVersion  INT8U  Serial Mux release version

buildVersion INT16U Serial Mux build number

5.3.5 Subscriptions and Notifications

The Serial Mux allows clients to subscribe to notifications from the manager using the same subscribe command provided by
the Serial API. In the subscribe request, the client lists the types of notifications that it wishes to receive. Several clients may
be subscribed for the same types of notifications. The Serial Mux serializes and sends notifications for each client on the
client's TCP connection. The client may see notification messages interleaved with command responses. The Serial Mux
acknowledges notifications to the manager and handles the complexity of managing different notifications for different clients.

5.3.6 Disconnection

The Serial Mux maintains a timer while waiting for a command response. If the timer times out, the Serial Mux:
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® resets the Manager connection
® closes all connected clients
® tries to reconnect to the Manager by sending a Hello message

If the Serial Mux can not write to a client connection, the connection is closed.

5.3.7 Serial Mux Definitions

This section lists constants and pre-defined values used in the API structures.

Protocol constants

The Header Token is the 4 byte sequence:

Oxa7 0x40 0xa0 Oxf5

Command Types

Command Name Type Description
Hello 1 Client Hello message

Serial Mux Info 2 Serial Mux Info

All other command types and payloads are defined by the SmartMesh IP Manager Serial API.

Response Codes

Response Code Value Description

0K 0 Command executed without error

Invalid Command 1 Invalid command type

Invalid Argument 2 Invalid argument

Invalid Authentication 3 The Hello message contained an invalid authentication token
Unsupported Version 4 The Hello message contained an unsupported version
Command Timeout 5 The Command response from the Manager timed out
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6 Stargazer GUI

6.1 Upgrading Stargazer

The Stargazer Installer and the other tool Installers do not always support upgrades in place. In order to upgrade to a new
version, you will need to manually remove the currently installed version. This is especially true for upgrades from Stargazer
1.0.5.50 to 1.0.5.51 where the components of 1.0.5.50 have been separated into separate Installers.

6.1.1 Remove the Existing Application

On Windows XP, from the Control Panel, select Add / Remove Programs.

¥ Add or Remove Programs E”E”.>_<|
o B
‘Ea:f Currently installed programs: [] show updates Sort by | Mame v|
Change or | )
ey n Adobe Flash Player 10 ActiveX
Programs | ¥ Livelpdate 3.3 (Symantec Corporation) Size 16.07MEB
L@ Microsoft \MET Framewark 4 Client Profile Size  152.00ME
o B
e Jiz* Stargazer
Add Mew
Prograrns Click here For support information.
@l To remove this program from your compliter; click Remove,
AddfRemove : ; .
Windows | :E' Symantec Endpoint Protection Size  450.00ME
(o 1 |
omponents i YMware Tools Size  32.73MB
@ [ @ Windows Internet Explorer & Size 4.21MB
ﬁ Windows XP Service Pack 3
Set Pragram |
Access and
Defaults

Select Stargazer (or the tool that you are upgrading) from the list and click the Remove button.
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networks

On Windows 7, from the Control Panel select Programs and Features:

===
\;_J' ) |ﬂ « All Control Panel tems » Programs and Features - | 4 | | Search Programs and Features P
File Edit Wiew Tools Help
Control Panel Home H
Uninstall or change a program
View installed updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
"j_,i' Turn Windows features on or
off Organize *  Uninstall  Repair Ho= o i@l
MName c Publisher Installed On
[ Microsoft .NET Framework 4 Client Profile Microsoft Corporation /2872012
[= T Microsoft Visual C++ 2010 %64 Redistributable - 10.0... Microsoft Corporation 5/21/2012
i?jjSerialMux Dust Metworks 5/21/2012
__F;E']Stargazer Dust Metworks 5/21/2012
@‘JMware Tools Wiware, Inc. 32272012
i [ : KTE »

_gildll|l Dust Networks Product version: 1.0.3
Help link: http:/fwwiw,DustMetworks.com

Select Stargazer (or the tool that you are upgrading) from the list, right click and select Uninstall. Any dependencies that were
installed, such as the .NET Client Framework, do not need to be removed unless the installation instructions indicate
otherwise.

Once the existing installation has been removed, you can proceed with the normal installation process through the Installer.
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6.2 Using Stargazer

6.2.1 OQverview

Stargazer allows you to configure and manage your networks from a Windows-based computer connected to the SmartMesh
IP Manager. Stargazer graphically displays the network topology—simply point and click to view current data, display the
status of motes and paths, and monitor network statistics and alarms. Stargazer can optionally overlay the network on an
imported JPG or PNG image of your site map.

Launching Stargazer

Double-click Stargazer icon E on your desktop. When you start Stargazer, the application immediately connects to the

manager and graphically displays the network in a Stargazer window, initially a blank grid. Note that the manager J
(indicated as “AP”) appears in the Holding Area at the bottom of the window.

0ols Ep .
aaree 0 B EEEEE DA s : [

01578

NET][Loc | et 10: 160 || X=13.7m ¥ = 18.5m |[100% ). e B
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Deploying the Motes

The next step is to deploy the evaluation modules (motes). To work with Stargazer, the SmartMesh IP Mote must be in master
mode. If you previously switched a mote to slave mode to use with APIExplorer, TempMonitor, or other SmartMesh SDK
example application, return it to master mode:

> set node naster
> reset

Motes in the starter kit (DC9000 & DC9021) ship in master mode. Mote modes and how to switch between them
are discussed in the Troubleshooting section of this guide and also in the SmartlMesh IP User's Guide.

The moment you turn on a mote, it begins searching for nearby motes and starts to join the network. Within minutes, the
motes form a reliable multichannel mesh network.

Follow these guidelines when installing the motes:

Install the motes closest to the manager first.

The optimum distance between motes depends on your RF environment. The recommended distance is within 10 to
30 meters for indoor installations. The recommended distance for outdoor installations is within 50 meters. Please be
aware that the module enclosure is not weatherproof.

Install the motes at least two meters above the ground.

Make sure that the manager has at least three motes within range.

Make sure that each mote has at least three motes within range. If the manager is within range, it may count as one of
these motes.

To deploy the motes:

1.

If not already installed, install a CR2032 battery, positive side up. Slide the Power switch to the On position to activate
the mote.

. Ifthe LED_EN jumper is installed, the Status 0 LED will be blinking, indicating that the mote is activated and searching

for the network. If the mote fails to power on, try resetting it by pressing the MOTE RESET button. If the LEDs still do
not come on, the battery needs to be replaced.

Place the mote according to the guidelines described above.

Repeat steps 1 through 3 for the remaining motes. As each mote connects to the network, its icon appears in the
SmartMesh window.

Click the Radio Space button E in the window toolbar to display the network topology with the manager in the
center. By default, motes are identified by the last four digits of their MAC address, the unique address assigned to a
mote at the factory. You can change how motes are identified by changing Preferences (File menu).

After all the motes are deployed, go to the next section, Reviewing Network Connectivity.
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The mote Status LEDs provide the following information about network connectivity, and are made available by installing the
LED_EN jumper.

Status 0 Status 1 Mote State

Blinking  Off The mote is searching for the network
On Off The mote has found the network and is attempting to join
On On The mote has joined the network and is operational

. LEDs are only activated when the mote is configured in Master mode.
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Reviewing Network Connectivity

At this point, you have deployed all your motes and they have joined the network. Each mote has at least one parent, and data
is flowing to the manager. The SmartMesh IP Manager automatically performs network optimization by making continuous,
proactive adjustments in network links to improve overall latency and power consumption while maintaining high reliability.
You may notice the network changing over the course of several hours as it evolves towards a more optimal state. The next
step is to review network connectivity.

To review network connectivity:

1. Click the Refresh button EI in the toolbar to manually update the display.
2. ldentify connectivity problems:
1. Look for unreachable motes that have not joined the network. Unreachable motes are marked with a @] icon.
2. Look for more than one mote that does not have two good neighbors - motes with fewer than a specified
number of good neighbor (2 by default) are highlighted in red. A good neighbor is one whose path quality is >
50% (default) - note that quality is based on measurements for used paths, and on estimates based on RSSI
for unused paths. Each mote needs at least two parents to enable redundant routing and allow the network to
self-heal. There should only be one device with a single parent - this is to prevent loops.
3. Look for paths that have weak radio signal strength (RSSI) - Paths with weak signal strength appear orange.
To see the RSSI value of a path hover the cursor over the path or double-click the path to see detailed path
information.
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If connectivity problems persist for any mote after the network has been running for an hour, you can manually intervene by

trying one of the following:

® Move the mote closer to a neighboring mote (see instructions below).
* Move the mote closer to the manager and reset the mote. To reset a mote, press the MOTE RESET button.
® Move the mote within the line of sight of other motes and reset the mote.

®* Move the mote more than two feet above the floor and reset the mote.

® Add one or more motes between the problem mote and the nearest connected mote.
® Move, remove, or minimize the number of objects (especially heavy metal objects) between the mote and its neighbors

or the manager. Reset the mote.

Once you see that the network has formed a fully redundant mesh, choose Temperature Monitor from the Tools menu to
display real-time data from the temperature sensor on board each mote. By default each mote is publishing a temperature

reading every 30 seconds.

continue to publish at the new rate each time it joins a network.

Publish rates persist through reset, so if you previously set a mote to publish faster or slower than 30 s, it will
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" Temperature Monitor M=l

Mac Address I Temp [C] I

00-17-00-00-00-20-07-24, 17
00-17-00-00-00-38-01-E9 A
00-17-00-00-00-38-02-73 22
00-17-00-00-00-33-02-63 22
00-17-00-00-00-28-01-03 2
00-17-00-00-00-38-00-B4 22
00-17-00-00-00-38-02-23 22
00-17-00-00-00-35-01-E4, 21
00-17-00-00-00-28-02-71 22
00-17-00-00-00-30-02-BA A

Cloze

Congratulations! You have successfully set up your SmartMesh IP network and have verified that live data is flowing to
the manager.

. The Temperature Monitor window will only display information on motes that have joined the network. If a mote
has not joined the network since the manager was reset or powered on, it will not show up in Temperature Monitor
. This is remedied by closing Temperature Monitor and re-opening it once all motes have joined.

6.2.2 Managing the Network

Now that your network is up and running, you can use the Stargazer application to view real-time data and evaluate network
connectivity and performance. Stargazer provides a graphical view of your network, and gives you complete control over
network operations and individual motes.

Main Menus

The Stargazer screen contains the following main menus:

® File—Sets user preferences, prints information, and saves a snapshot of mote states and statistics.
® View—Displays the network in different layouts, zooms in or out.
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® Tools —Configures network and mote settings, shows mote and path information, monitors network traffic,
configures sensors, and performs other network management operations, such as resetting motes or changing the
Network ID.

® Help —Displays version information for Stargazer and customer service contact information.

In addition, a popup shortcut menu displays when you right-click a selection, such as a mote or path. For a complete
description of menu commands, see the Command Reference section below.

Viewing the Network

The Stargazer window can display the network topology in three views—a Manual layout that overlays the network on a map
or a grid, a Hierarchical “tree-like” layout, and a Radio Space layout that displays the network topology with the manager in
the center.

Tilerox Toohbar Patle Paifh dnform atice
==l
Crarenit zoom fEAr
factor R
Hetwrak I — w7
=. o I
Lhuﬁxmsv&w&mk-:mmscfmm iz nywire (homer OXsa@ omer) I:u:crtml‘_aren

Bodicatesadether Soraoer & copected to e maazer (horer oxsar arer)

Stargazer Window—Radio Space View
The following icons appear in all topology views:

SmartMesh IP Manager — The manager controls the network and publishes data received from the wireless mesh

._J network.

Operational mote — This is a mote that is connected to the network. When an operational mote is in the Holding

Area in Manual view, it appears as u in all views. When the mote has been dragged to the main window in

& ¢

Manual view, its icon changes to ti-’ in all views. The mote identifier is set in Preferences.
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Highlighted mote —Motes are highlighted in red when their connectivity (number of good neighbors) is below the
threshold set in Preferences. By default, two neighbors are required for good connectivity.

Lost mote —This is a mote that is not currently reporting to the network, but was in the network at some time in the
past.

Paths —The arrows indicate the communication paths between motes, and always points toward the mote’s parent.
Paths are highlighted in red if their quality is lower than the threshold set in Preferences - quality is determined by
path stability for used paths, and by RSSI (signal level) for discovered but unused paths.

> NE

Use these actions to move the network within the Stargazer window:

® (Click and drag —Click anywhere in the window and drag to move the network image.

* Use the context area —Drag the grey box within the context area (see Context Area) to move the network image. The
context area is located in the lower right corner of the window and contains an image of the entire network. The grey
box indicates the part of the network that is currently displayed.

® Use the scroll wheel —Scroll to enlarge or reduce the size of the network image.

® Drag an icon —In Manual view, drag to position a mote or the manager on the map or grid.

o
L 1 I
Ef%%” | (olack bese)

Lrag grevhies to
g4 = more map i wiudomr

Context Area
You can also use the following Toolbar buttons to zoom in or out and refresh the window.

Zoom In —Enlarges the map size and zooms in on the center. You can also use the mouse scroll wheel to zoom.

BV

Zoom Out —Reduces the network size. You can also use the mouse scroll wheel to zoom.

&l
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Fit in Window —Sizes the network to fit in the window.

Ed

Actual Size —Enlarges the network to 100%, i.e the icons are drawn at their native resolution.

Refresh —Updates mote information in the window.

[2]

Changing the Network View
Use these Toolbar buttons to switch between the network views:

Tahle —Displays a table listing the motes and information about their status. For more information, see Viewing
= Mote Information later in this chapter.

Hierarchical —Displays the network topology with manager at the top. This layout makes it easier to see how many
[ hops a mote is from the manager.

Radio Space —Displays the network topology with the manager in the center.

=

Manual—Displays the network topology over a site map or grid. This allows you to place motes where they are
located geographically.

Displaying Mote and Path Information
With a few clicks, you can display more detailed network information about a selected mote or path. For example, you can:

® Hover the cursor over a mote to see connectivity information and location coordinates.
® Double-click a mote to view configuration details.

® Hover over a path to see the path quality and RSSI.

® Double-click a path to view additional details.

You can view detailed information about all motes or paths by clicking Motes or Paths on the Tools menu.

Changing Stargazer Preferences
Use the Preferences command on the File menu to change display preferences and turn on logging. You may be requested to
turn on logging if you are having problems with your network. The log can be used for troubleshooting purposes.
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' Preferences

= Dizplay zettings
Path guality threzhold: IEEI

kate connectivity threshold: |2 good neighbors

ate identifier: I Short kAT - I

2|

M obile mote time to lost |3|:| zeconds
= Logaing
[ Enable Log

Log File Location: IE:"\F'ru:ugram FilezhDust MetworkzhStargazers, =

k. I Cancel

Preferences Window
You can set the following preferences:

Field

Path quality
threshold

Mote
connectivity
threshold

Mote
identifier

Enable log

Description

Sets the threshold (between 0 and 100%) for highlighting paths in Stargazer. Paths are highlighted in
orange if they do not meet the path quality threshold. Paths >= 50% are considered to be good

Sets the threshold for highlighting motes in Stargazer. Motes are highlighted in red if they do not meet the
mote connectivity threshold.

Enter the minimum number of good neighbors a mote must have. A mote is considered a good neighbor if
its path has good signal strength and path quality.

Specifies how motes are identified in Stargazer. You can choose from the following options:

® [ong MAC —Displays the mote’s 8-byte EUI address. The MAC address is the unique address
assigned to the mote at the factory.
For example: 00-17-0D-00-00-38-01-74

® Short MAC —Displays the last 2 bytes of the mote’s MAC address.
For example: 071-74

® Mote ID —Displays the mote’s network assigned ID. The mote ID is based upon the order in which
the mote joined the network. Mote IDs start at 2, and the manager is always numbered 1.

Enables a log that can be used to troubleshoot problems with the network.
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Log file Specifies the location of the log.
location

Importing a Background Image

Stargazer can display an imported site map (PNG or JPG) in the background, allowing you to geographically position the
motes on the map. By default, the background displays a grid.

To import a map background:

=
1. Click the Manual button on the Toolbar to switch to Manual view.
2. On the Tools menu, click Set Background Image.The following dialog box appears:

- !Set Background Image |

Background image

| = |

[T Reset scale [T Clear mate positiong

Load defaut | ok | [ cose |

3. Click the Browse button, navigate to where the site map image is stored on your computer, and click Open.
4. Click OK.The site map appears in the Manual view in Stargazer.

Viewing Mote Information

Click the Table icon @ in the Toolbar or click Motes on the Tools menu to view the motes in a list format that can be sorted
by column. The mote list shows the current mote status and statistics. Mote statistics include packet statistics gathered by the
mote and provided in the health report it sends to the manager every 15 minutes, and data latency statistics, which are
calculated by the manager. These statistics show when motes are functioning poorly: these motes will have higher latency
than expected or lost packets displayed.

Use the Refresh button to update information in the window. To sort the list by column category, click in the column heading.
Single-click for an ascending sort; double-click for a descending sort. The sort icon in the column heading indicates the
direction of the sort.
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Column heading Sort icon
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Mote Table View

The mote table displays the following information:
Field Description
MAC Address  The unique address assigned to the mote at the factory.
Name The mote identifier, as set in Preferences.

State The current state of the mote in the network:

® Negotiating indicates the mote is attempting to join the network.
® Operational indicates the mote is connected to the network and reporting data.
® [ostindicates the mote is not currently in the network.

Reliability Measures the percentage of packets that were delivered to the manager without getting lost.
Latency The average time (in milliseconds) required for a data packet to travel from the originating source to its
destination.
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Received The number of packets the manager has received from the mote.
Packets

Lost Packets The number of packets the manager expected but did not receive.

Good The number of neighboring motes with a path quality higher value that is than the threshold set in
Neighbors Preferences

Viewing Path Information

Click Paths on the Tools menu to display the path quality and signal strength for all paths in the network. You can display this
same information for a selected path by double-clicking the path.

=10/ %]
Fate A A E Mate B: |,£'-,n_|,| E”
Child Parent Cuality R551 4B RSSIB-»4 (B3
02-50 01-F4aF) 48 -26 -28
02-50 0z2-2F 97 -19 a7
0z2-2F 01-Fa[aF) 71 -30 -32
02-65 01-Fa[aF) 78 -28 -25
02-65 0z2-2F 97 -15 -15
0z-a7 0250 100 -35 -32
0z-a7 0z2-2F 24 -25 -25
0z2-aF 02-50 7 -28 -28
0z2-4F 0z2-2F a1 -30 -30
0z-7a 0250 7a -2B -29
0z-7a 0z2-2F ar -32 -32
02-24, 02-50 7 -16 16
o |

Paths Window
The Paths window displays the following information.
Field Description
Child The mote that is sending upstream data on this path.

Parent  The mote that is receiving upstream data on this path.
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Quality  The path quality indicated by a value between 0 and 100 in %. A path quality of > 50% is considered good. Paths <
30% are optimized out if possible.

RSSI Radio signal strength in dBm for transmissions from the child to the parent.
A->B

RSSI Radio signal strength in dBm for transmissions from the parent mote to the child mote.
B->A

Viewing Network Statistics

The SmartMesh IP Manager generates data reliability, path stability, and data latency statistics based on the health reports it
receives from each mote every 15 minutes. The Network Information window provides a lifetime summary of network
statistics and current network information.

«"!Network Information 1=l

Statiztics

A reliabiliby; 100 4 Humber of motes: I'I 1]

Awe path stability: IEEI = Advertizing: IEIn
Ay latency: |1 400 s Downstream Im

frame state:

Network Information Window
The Network Information window displays the following information.

Field Description

Average The percentage of expected data packets that were actually received. One hundred percent reliability means
reliability that every expected data packet was received. The reported values are network averages.
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Average Path stability measures the success rate for mote-to-mote transmissions. It is the percentage of data packets

stability for which the sending mote has received an acknowledgement. If a transmitting mote does not receive an
acknowledgement, it may resend on an alternate path. Due to the unique benefits of mesh routing, data
reliability can be 100% even with very low path stability.

Average The average time (in milliseconds) required for a data packet to travel from the originating mote to the
latency manager. Data latency varies across the network. The value displayed represents the average data latency.

Number of  Number of motes in the network.
motes

Advertising  When advertising is on, advertisement packets announcing the presence of the network are frequently sent
out by the motes and manager. Motes trying to join the network listen for these packets in order to join.
When advertising is turned off, advertisements are not sent out.

Downstream Indicates whether the network is currently operating at Fast or Normal speed. When the network is forming, it
frame state  runs faster to facilitate mote joining. Once the network is formed, it runs at a slower (normal) speed to save
power.

To view network statistics:

® (On the Tools menu, click Network and then Information.

Clearing Network Statistics

When you want to collect a new set of network statistics, you can delete the current average data reliability, path stability, and
data latency statistics from the manager. The manager continues collecting statistics going forward, providing a new set for
your reference.

To clear all statistics:

® (On the Tools menu, click Network and click Clear Statistics.

Monitoring Network Traffic

Click Traffic Monitor on the Tools menu to monitor network communications between Stargazer and the manager. The Traffic
Monitor window shows request/response packets exchanged between Stargazer and the manager and event and data
notifications received from motes.
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¥ Traffic Monitor =101 =]
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Time Direction | Mote Length Payload =
B/26/2001 B:B01T Ph R 0274 100 14040030 240251 00020340001 700000038027 5F0B 3F 0B 9035501 DOFFO20402. .
B/26/2017 BS07 PM LES 0z2-7a 44 2C001 70000003027 300F 0B SF 0B 300071 5601 FFO20401

B/26/20171 B:50:18 P LES 0278 44 2C001 70000003802 7800F 0B SFOBS0001 5701 FF020400

B/26/2017 B:50:18 PM R 0274 100 14040030 240252000431 60001 7000000 320275F0B 3F 0B 9035607 0OFFO20401...
B/26/20171 B:50:22 P R 0278 100 14040030 2402560004 2E 50001 700000038027 8F 0B 3F 0B 9035701 0OFFO20400...
B/26/2001 B:B0:22 Ph R 02-24 102 14040030 240256000580 E 0001 70D0000330224F 0B SFOB 00030501 FFO1 0500,
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Traffic Monitor Window
The Traffic Monitor window displays the following information.
Field Description

Request/Response When selected, the Traffic Monitor displays request/response packets exchanged between Stargazer
check box and the manager.

Notifications When selected, the Traffic Monitor displays response packets and data packets received by Stargazer
check box from motes.

Scroll to new When selected, continuously scrolls to the latest packets.

packets

Clear Clears the Traffic Monitor display.

Time Time the packet was sent by Stargazer or received by Stargazer.

Direction Direction in which the packet traveled. TX indicates a packet sent by Stargazer. RX indicates a packet

received by Stargazer from a mote.

Mote The mote that sent the packet to Stargazer or received the packet from Stargazer. The mote is identified
by its MAC address or mote ID (depending on how Preferences are set).

Length Packet length, including header information.

Payload The packet content, in hexadecimal.
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Low Latency Mode

SmartMesh IP provides a low latency mode that enhances the speed of upstream communications (mote to manager) and
bidirectional communications when a backbone of line powered motes is present. Although the latency improvement is more
obvious in control systems (such as lighting control and building automation) than in GUI-based interfaces like Stargazer, you
may use Stargazer to configure low latency mode.

To configure the network for low latency:

1. On the Tools menu, click Network and then click Configuration. The following window appears.

“!Network Configuration

Configuration | Adwanced
Metwark 10 30z Backbone frame mode: Upstream i
Max maotes: 13 Downstream frame mulitplier:
Location mode: Off
Base bhandwidth: 3000 ms
l Ok l [ Cancel l

2. Inthe Backbhone frame mode field , select one of the following options:
1. Upstream —Increases the speed of event notifications sent from the mote to the manager.
2. Bidirectional —Increases the speed of request/response communications between the mote and manager.
3. Click OK .
4. Onthe Tools menu, click System and then click Reset System . This restarts the manager’s software processes and
wireless connection. The new configuration settings take effect after the network reforms.

Communicating with Mote Applications

The Communicate with Application window allows you to use Stargazer to communicate with the mote's built in applications.
The default mote shipped with the evaluation kits contains four applications that run on the internal Cortex M3 micro
processor, and make use of Eterna's built in features. These are;

® Temperature, using Eterna's built in temperature sensor
® Analog Inputs (4 channels),
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® Digital Inputs (4 channels),
® and Digital Outputs (3 channels).

Each application and channel can be individually configured to sample and publish data.

& The analog inputs are 0-1.8V. Applying a signal outside of this range can damage the device.

~ Digital inputs (D0-D3) have internal pull-ups enabled when the mote is in master mode.

To access the Communicate with Application window, select a mote, right click, and select Communicate with Application. A
window appears with a list of sensor inputs and outputs (channels) and several configuration parameters for each. Note that
Stargazer does cannot display a mote's current status until it is actually queried. To update this window with the mote's
current status, click on the Refresh button. Note that this action will need to be repeated for each tab to get a complete status
of all of the applications running on the mote.
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Analog Inputs

AD- Faormat
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Sample Count " Format :] Value
- | Walue

Sample Count Format

Sample Court Format - | Value
Sample Court Format :] Value

Traffic monitor
TX Scroll to new packets

Time Length Payload

2%» The mote must be in Master mode for the applications listed here to work.

Please refer to the following diagram for I/0 locations on the Eternal Evaluation board.
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Analog Input Applications

The Analog Inputs tab provides access to two applications, namely Temperature monitoring and analog I/0 monitoring. Each
field in the display window is described as;

Field Description

Refresh  Polls the sensor application on the mote for the current sensor configuration information and data values. The tab
button  area of the window appears grey while the information is being obtained.

Temp:  Embedded temperature sensor on the mote. By default, the temperature sensor is enabled and configured to
report the temperature every 30 seconds. Measurements will appear in the Temperature Monitor window
available from the Tools menu.

A0 Analog Input channels
through
A3
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Enabled When checked, enables data reporting from the sensor on that channel

Rate Data sample rate, in milliseconds. The rate can be set from 1,000 to 300,000 milliseconds.

® For example, setting the rate at 30000 ms configures the sensor to sample data every 30 seconds.

Sample A sample count of 1 means one data sample is sent per packet. A sample count of 3 means three samples are

Count  provided in each packet. If the specified number of samples does not fit in the packet (there is room for 27
samples), additional samples that don't fit are discarded, and the mote sends the packet when it the sample count
has been reached.

Format Defines how data is reported in the packet:

® Allincludes all data samples (samples that do not fit in the packet are dropped)
® Stats provides the maximum, minimum, and average of all samples

Value  For the Temperature application, the Value will be the temperature measured in degrees Gelcius. For the Analog
inputs, the Value shows the current voltage reading on the input pin when you click the Refresh button.

® The voltage can be from 0 to 1.8 V, and is represented by a value from 0 to 1024. For example, a value of
636 equates to 1.11 V: (636/1024 x 1.8 =1.11 V)

Note: If there is nothing connected to the pin, it will float and the value can be anything within the valid range.

Save Saves changes made to the configuration. The tab area of the window appears grey while the mote is being
button  configured.

Traffic  Displays traffic sent and received by Stargazer. For details, see "Monitoring Network Traffic" above .
Monitor

Payload Packet payload. Note that this payload does not include the packet header, as it does in the main Traffic Monitor
window. For details, see the sample payloads provided in the "On-chip Application Protocol" section of this Guide.

To configure an analog sensor (A2 or Temperature):
In Stargazer, right-click the mote and select Communicate with Application.

The Communicate with Application dialog box appears. The Analog Inputs tab is selected by default.
1. Click Refresh to obtain the current configuration information from the sensor applications on the mote.

Stargazer sends a series of commands to the sensor application on the mote requesting the current configuration settings for
all analog sensors.

1. Select the Enabled check box for the analog input.
2. Specify the Rate, Sample Count and Format, as described in the table above.
3. Click Save.
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Stargazer sends a configuration command to the sensor application on the mote. The Analog Inputs tab appears grey while
the command is sent and a response is received. When the configuration is complete, the data notifications from sensor start
to appear in the Traffic Monitor at the bottom of the window.

® Note: When you configure a mote to publish at a rate faster than 1 packet every 3 seconds, there may be a delay of
several minutes after pressing Save before the manager assigns the additional links needed to support the data rate.
During this period, the mote may be unable to receive additional configuration commands since they must be
processed in order. If a configuration command does not appear to take effect (the Traffic Monitor does not reflect the
change), try pressing Save again.

You can click Refresh at any time to update the Value field with the current sensor reading. The Value field does not update
automatically, the Refresh button must be pressed.

Digital Input Applications
The Digital Inputs tab provides access to an application that monitors up to four digital inputs. Each field in the display
window is described as;

Field

Refresh
button

DO
through
D3

Enabled

Rate

Sample
Count

Format

Description

Polls the sensor application on the mote for the current sensor configuration information and data values. The tab
area of the window appears grey while the information is being obtained.

Digital Input channels

When checked, enables data reporting from the sensor on that channel

Data sample rate, in milliseconds. The rate can be set from 1,000 to 300,000 milliseconds.

® For example, setting the rate at 30000 ms configures the sensor to sample data every 30 seconds.

A sample count of 1 means one data sample is sent per packet. A sample count of 3 means three samples are
provided in each packet. If the specified number of samples does not fit in the packet (there is room for 54
samples), additional samples that don't fit are discarded, and the mote sends the packet when it the sample count
has been reached.

Defines how data is reported in the packet:

® Allincludes all data samples (samples that do not fit in the packet are dropped)
® 0On change provides a sample when the input changes from 0 to 1 or vice versa
® On rising provides a sample whenever a rising edge (0 to 1 transition) is seen

® On falling provides a sample whenever a falling edge (1 to 0 transition) is seen
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Value Eithera 1 or 0.

See the LTC5800-1PM Datasheet for minimum 1/0 levels.

Note: If there is nothing connected to the pin, it will float and the value can be anything within the valid range.

Save Saves changes made to the configuration. The tab area of the window appears grey while the mote is being
button  configured.

Traffic  Displays traffic sent and received by Stargazer. For details, see " Monitoring Network Traffic" above.
Monitor

Payload Packet payload. Note that this payload does not include the packet header, as it does in the main Traffic Monitor
window. For details, see the sample payloads provided in the "On-chip Application Protocol" section of this Guide.

To configure an digital input (D0-D3):
In Stargazer, right-click the mote and select Communicate with Application.

The Communicate with Application dialog box appears. Select the Digital Inputs tab.
1. Click Refresh to obtain the current configuration information from the sensor applications on the mote.

Stargazer sends a series of commands to the sensor application on the mote requesting the current configuration settings for
all analog sensors.

1. Select the Enabled check box for the digital input.
2. Specify the Rate, Sample Count and Format, as described in the table above.
3. Click Save.

Stargazer sends a configuration command to the sensor application on the mote. The Digital Inputs tab appears grey while
the command is sent and a response is received. When the configuration is complete, the data notifications from sensor start
to appear in the Traffic Monitor at the bottom of the window.

® Note: When you configure a mote to publish at a rate faster than 1 packet every 3 seconds, there may be a delay of
several minutes after pressing Save before the manager assigns the additional links needed to support the data rate.
During this period, the mote may be unable to receive additional configuration commands since they must be
processed in order. If a configuration command does not appear to take effect (the Traffic Monitor does not reflect the
change), try pressing Save again.

You can click Refresh at any time to update the Value field with the current sensor reading. The Value field does not update
automatically, the Refresh button must be pressed.

Digital Qutput Applications

The Digital Qutputs tab provides access to two output pins D4 and D5, and the INDICATOR_O (blue) LED on the DC9003
board. Each field in the display window is described as;
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Field Description

Refresh  Polls the sensor application on the mote for the current sensor configuration information and data values. The
button  tab area of the window appears grey while the information is being obtained.

D4, D5, Digital Output channels. Indicator is connected to the INDICATOR_O LED.
Indicator

Value The value field can take one of three states:

® No change - the value is unchanged. Can be used when configuring other outputs when an existing
output is already enabled.

® (- set the output to low (gnd)

® 1 -setthe output to high (Vsupply)

Save Saves changes made to the configuration. The tab area of the window appears grey while the mote is being
button  configured.

Traffic Displays traffic sent and received by Stargazer. For details, see "Monitoring Network Traffic" above.
Monitor

Payload Packet payload. Note that this payload does not include the packet header, as it does in the main Traffic Monitor
window. For details, see the sample payloads provided in the "On-chip Application Protocol" section of this Guide.

To configure an Digital Output (D4, D5, or Indicator):
In Stargazer, right-click the mote and select Communicate with Application.

The Communicate with Application dialog box appears. Select the Digital Outputs tab.
1. Click Refresh to obtain the current configuration information from the sensor applications on the mote.

Stargazer sends commands to the mote sensor application requesting the current configuration settings for all analog
Sensors.

1. Specify the Value for the digital output as described in the table above.
2. Click Save.

Stargazer sends a configuration command to the sensor application on the mote. The Digital Outputs tab appears grey until a
response is received. You can click Refresh at any time to review the current settings.
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7 Interacting with a Network

7.1 Introduction

This section contains a collection of tutorials, each focusing on a particular aspect of a SmartMesh IP network. No prior
knowledge about wireless sensor networking or Dust Networks products is required.

Basic Tutorials:

® |n A First Network, you will switch on your network with default settings and use the Stargazer GUI application to
watch the network form.

® |n Interacting with the Manager, you will log into the SmartMesh IP Manager and use the APIExplorer application to
extract information about the SmartMesh IP Manager and the SmartMesh IP Motes connected to it.

® |n Interacting with a Mote, you will use the APIExplorer application to control a SmartMesh IP Mote, mimicking the
behavior of an external micro-controller. You will have that mote join a network and send data to the SmartMesh IP
Manager.

Advanced Topics:

® Exercise the APl programmatically shows how the SmartMeshSDK can be used from a script rather than a Graphical
User Interface.

® | og HDLC Frames uses the logging capabilities of the SmartMeshSDK modules to follow the stream of bytes sent over
a serial connection with a SmartMesh IP Mote.

® Upstream Communication introduces the Upstream application, which drives a SmartMesh IP Mote through the
joining, service request, and socket binding state machines, and allows the user to esend data to the SmartMesh IP
Manager.

® Downstream Communication uses the APIExplorer application to send data from the SmartMesh IP Manager to a
SmartMesh IP Mote.

® |nternet Integration shows you how to connect the SmartMesh IP Manager to a Low-power Border Router so a
SmartMesh IP Mote can exchange data directly with computers on the Internet.

1.2 A First Network

7.2.1 Overview

In this tutorial, you will use the Stargazer GUI and a SmartMesh IP Manager to watch a mesh network form. It assumes that
you have previously followed the installation steps outlined earlier in this document.
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Building the network

1. Switch off all the motes and manager.
2. Connect the SmartMesh IP Manager to you computer.
3. Start the Stargazer application. The following window opens:

=101 |
[ISelectMDte j @ @ @ I:' = |
[MET ||Loac || Met ID: mfa || % =5.3m , ¥ = 25.0m [ 1009 |
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4. Switch on the SmartMesh IP Manager. It appears in the Stargazer window:
-10i ]
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Metworked by Dusk

5. Switch on the SmartMesh IP Motes. The order in which you switch them on does not matter since the network

self-organizes as the SmartMesh IP Motes join. You can watch the network build:
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If you previously switched a mote to slave mode to use with APIExplorer, TempMonitor, or other SDK examples,

return it to master mode:

> set node master
> reset
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“v Motes in the starter kit (DC9000 & DC9021) ship in master mode. Mote modes and how to switch between
them are discussed in the SmartMesh IP User's Guide. The starter kit contains 5 motes, but 32 motes can
be added to the manager. If your manager has additional external RAM, it supports 100 motes.

6. Once all nodes have joined, you can see how the topology transforms into a redundant mesh as the SmartMesh IP
Manager applies its optimization rules:

a'|Stargazer = l EIIEI

i[lSeIeu:tMu:ute j @ @@@E ~

[MET [|Loc || Met ID: 427 | 1% | Metwarked by Dust
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& Use the icons above the display region to switch between different views:
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Hstargazer ] I [= ) =101 x|
m‘ m
[setect Mote == EEEN e | [5etect Mate LE@ 2
] | [renssen e [sae | [OR [ [Reied [l | R
u D0700-0000-35.0389 | O3EUSF) | Operstional |- - B B 14
O700-0HI0-38-0435 | 0435 Operational | 100 1660 | ] 1
u o AA700-0000-30-06AD | DEAD Operstional | 100 IEE ] 2
e bk A/Ee D0700-0000-3503Ch | 03CA Dperational | 100 w0 |7 0 1
His 00700-0000-35.0309 | 0309 Dperational | 100 R 0 1
/ D700-0000-350475 | 0425 Dperational | 100 zw |7 i 1
"] “““\ﬁ O 700-00HI0-38-066 | DE-6A Operational | 100 I ] 1
] O04700-0000-30-0438 | 0430 Operstional | 100 2m |7 ] 1
08 001700-0000-35.0505 | 0506 Dperational | 100 150 |7 0 1
b 007000000303 | 0367 Dperational | 100 o |7 0 1
D700-0000-380718 | 0718 Dperational | 100 150 |7 i 1
0700010380300 | 0300 Operational | 100 B30 7 ] 1
_|ﬂ 047-00-0000-3007-05 | 07-0 Operstional | 100 S ] 1
4 | i 700-0000-30-0361 | 0361 Operstional | 100 |7 i 1
D0700-0000-3503-48 | 0348 Dperational | 100 70 7 0 1
% D01700-0000-35.0369 | 0369 Dperational | 100 ne |7 i 1
.
Metworked by Dust
@'@l@ Metwaorked by Dust

See Using Stargazer for more details on the Stargazer GUI.

©  You are now ready to evaluate the performance of a SmartMesh IP network - see the application note How to
Evaluate Network and Device Performance for recommendations.

7.2.2 Common Problems

No motes appear in Stargazer

® |s the SmartMesh IP Manager switched on?
Stargazer "learns" about your network by communicating with the SmartMesh IP Manager; if it is off, Stargazer has no
information to display.
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® |s the device you are connected to a SmartMesh IP Manager?
To find out, connect to the devices CLI port and (settings 9600 baud, 8 data bits, No parity, 1 stop bit, no flow
control), and type the following:

> | ogi n user
> hel p
hel p <command>
Commands:
ntrace
nset
nget
m nf o
st at s
nfs
mst acks
m i nks
mbr s
m og
del ete
| og
I ogin
| ogout
exec
pi ng
reset
set
show
showi
sm
su
trace

If you get an output not similar to the above, the device is not an SmartMesh IP Manager; Stargazer will not display
any information.
® |s the port the SerialMux is listening to the API port of SmartMesh IP Manager?
If not, the SerialMux can not communicate with the manager.
Follow the steps in the Serial Mux Configuration guide to verify and change the configuration.

A mote is missing from Stargazer

® |s the SmartMesh IP Mote switched on?

® |sthe SmartMesh IP Mote in master mode? See the Troubleshooting section of this guide, or the SmartMesh IP
User's Guide for details on mote modes.

® |sthe SmartMesh IP Mote configured to the same Network ID as the SmartMesh IP Manager? See the
Troubleshooting section of this guide for instructions on verifying/changing the network ID.
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1.3 Interacting with the Manager

7.3.1 Introduction

In this step, you will interact with the SmartMesh IP Manager that was supplied with your kit (see table 1) over CLI using a
Terminal Client, and via API, using the APIExplorer application.

Interacting with CLI

The SmartMesh IP Manager has two serial ports:

® the Command Line Interface (CLI) port to interact directly via a serial terminal software
® the Application Programming Interface (API) port to interact using the SmartMeshSDK

—_

. Connect your serial terminal client to the CLI port (3rd of 4) of the SmartMesh IP Manager (settings 9600 baud, 8 data
bits, No parity, 1 stop bit, no flow control).
. Type hel p to get the list of available commands.

N

> hel p
hel p <command>
Commands

I ogin

| ogout

3. Login into the manager to get access to more commands.

> | ogi n user

4. Use the smcommands (short for "show motes") to obtain the list of connected motes. At this point only the internal
Access Point (Moteld 1) will be connected.

> sm
MAC Moteld State Nbrs Links Joins Age StateTine
00- 17- OD- 00- 00- 38- 06- 6A 1 Oper 0 12 1 0 0- 00: 00: 37
Nunber of notes (max 33): Total 1, Live 1, Joining O
>
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5. Use the show not e command to get information about a specific mote.

> show nmote 1
Mote #1, mac: 00-17-0D- 00- 00- 38- 06- 6A
State: Qper, Hops: 0.0, Uptine: 0-00: 03: 22, Age: O
Power . Rout e/ Tpl gRout e.
Power Cost: Max 65535, FullTx 0, Full Rx O
Nurber of nei ghbors (parents, descendants): 0 (0, 0)
Nurber of |inks : 12
Conpr essed 11
Upstream (tx/rx) : 0 (0/0)
Downstream(tx/rx) : 1 (1/0)
Nei ghbor s:

6. Use the show st at command to get statistics about your network.

> show st at
Manager StatisticCS ---------mmmmmmmm e
establ i shed connections: 1
dr opped connecti ons 0
transmt K 0
transmt error 0
transmt repeat 0
receive K 0

receive error 0
acknow edge delay avrg : 0 nsec
acknow edge delay max : O nsec

Network Statistics ----------------------"----------
reliability: 0% (Arrived/ Lost: 0/ 0)
stability: 0% (Transm t/Fails: 0/0)
| at ency: 0 nsec

Mtes Statistics ----------------------"----~-~--------
Mot e Recei ved Lost Reliability Latency Hops

Once the network has formed, there will be information about each mote and the network as a whole.

7. Once logged in, you can use the hel p command to see additional commands - these are discussed in detail in the

SmartMesh IP Manager CLI Guide:

> hel p
hel p <command>
Conmmands:

nset

nget
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©  For more details on the CLI and interacting with the manager, refer to:

® SmartMesh IP User's Guide
® SmartMesh IP Manager CLI Guide

Interacting with API using APIExplorer

A Word on the SmartMesh SDK

The SmartMesh SDK is a Python package which simplifies the integration of a SmartMesh IP or SmartMesh WirelessHART
network into your application. It implements the Application Programming Interface (API) of the device it is connected to. A
set of sample applications are included in the SmartMesh SDK, allowing a programmer to quickly understand the APl and use
it as part of a larger system.

Installation instructions and detailed descriptions of the various sample applications in the SMSDK can be found on
dustcloud.org.

The SeriallMux that you installed in setup is a Windows service. It runs in the background and listens to the API port of your
SmartMesh IP Manager. It allows multiple applications to connect to it over a TCP socket, thereby sharing the SmartMesh IP
Mote's API port.

In this section, you will connect to the SmartMesh IP Manager over the SerialMux and interact with its API using the
SmartMesh SDK.

Connect to the Manager

1. Make sure your SmartMesh IP Manager is connected to your computer.
2. In the Smar t MeshSDK directory, double click on the wi n/ API Expl or er . exe program. This opens the

APIExplorer's window.

APIExplorer € Dust Networks =101 x|
api
network type:  Smarthlesh P — |devicet\;pe: mate  —1 | hoad

Smartheshz0k 1.0.3.71

3. Tell the application you want to connect to a SmartMesh IP Manager by selected the following:
® network type:Smart Meshl P
® devi ce type:nanager
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4. Click the load button.

APIExplorer © Dusk Networks - |EI|5|

api

network type: - Smarttiesh P — |devicetype: manager —d | IDadl
connection

through serialtiux;
host: [127.0.0.1 port: (9900 l:l:nnnectl
through serial port:

port name: | connect |
command

_—'|
response
notifications
tooltip

Smartheshs0k 1.0.5.71

5. In the connection frame, you are presented with two options to connect to the SmartMesh IP Manager; we will
connect through the SerialMux.
In the SerialMux section of the connection frame, enter the following:
® host:127.0.0.1
® port:9900
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6. Click connect. The fields turn green indicating the connection is successful.

APIExplorer © Dusk Networks - |EI|5|

api

netweark type:  Smarthlesh P — |devicetype: manager —d | IDadl
connection

through serialtdu:

Connection successful,
command

_—'|
response

notifications

tooltip

SmarthdeshS0k 1 .0.5.71
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Obtain Information about the Manager and the Network

1. The drop-down menu in the command frame lists all the commands defined in the SmartMesh IP Manager API Guide.
Select getSysteminfo, and press send. The response prints in the response frame, and contains the name, value and
format for each field.

APIExplorer € Dust Networks =10] x|
api
network type: . Smarthlesh P - |devicet~;pe: MANAGEr = | Iu:uadl
connection
through serialtiu:
Connection successFul,
command
getsysteminfo —1
zend
response
getSysteminfo
0 {RC_OK) | 00170d0000380664 1 33 1 1 0 39
INTEU 3B (hex) INTEU | INTEU | IMTBU | INTEU | IMTEU | IMT1E6U

notifications

tooltip

The getSysteminfo command returns system-level information about the hardware and software versions.

Mate: to erter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smatthleshs0k 1.0.5.71

2. The image above indicates:

® The MAC address of the SmartMesh IP Manager is 00: 17: 0d: 00: 00: 38: 06: 6a

® |nformation about the hardware and software of the SmartMesh IP Manager
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1. Similar, issue a getNetworkinfo command to obtain information about the mesh network connected to the manager.

APIExplorer @© Dust Networks

api

network type:  Smarthizsh P —lldevicetype: manager = | Ioadl

=101

connection

through serislhux:

host: _port: - disconnect |

Connection successful,

command

gethetworkinfo —1 |
=end |

The getMetworkinfo command returns dynamic netwwork information and statistics,

Mote: to enter & value in a field of type HEXDATA | please erter two digits for each byte (Zero padded).

response
getMetworkinfo
DRC_OK) 4 7280 0far) 1 (Fast) 100 ] 800 0 {operational) | FeS0000000000000001 70d000038066:
IMTEL IMT1EU | IMT1eU IMTEL INTEU IMTEU INTEU IMT32U IMTEU 16E (hex)
notifications
tooltip

smattteshsDk 1.0.3.71

2. The image above indicates that:
® 4 motes are connected to the manager (numMotes field)
® aslotis 7.25ms long (asnSize field)

Consult the SmartMesh IP Manager API Guide for details about all commands and fields.
Obtain Information about a Mote
1. Select the getMoteConfig command and enter:

o ® 0000000000000000 in the MAC field
® True in the next field
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1. After pressing send, the manager returns information about the first device in the network.

This is the mote of the SmartMesh IP Manager itself, called the Access Point, or AP (note the field isAP is 1).

APIExplorer © Dust Networks

api

netweork type:  Smarthlesh P _lldevin::et'fpe: managet  —d | Iu:uadl

=101 %]

connection

through serialbdu::

Canneckion successtul,

command

gethoteConfig

|

a6 (hex)

| BoOL |

zend

response

gethoteConfig

0 {RC_DK) | 001 7040000350662 1 True | 4 {operational) 1 True
IMTEU 86 (hex) INT16U | BOOL IMTELU IMTEU BOOL
notifications
tooltip

The gettoteConfig command returns a single mote description as the response. The command takes two arguments, a MAC
Address and a flag indicating whether the MAC Address refers to the reguested mote or to the next mote in managers
memory. This command may be used ta terate through all mates knovwn by the manager by starting with the macAddress
parameter zet to 0 and next set to true, and then using the MAC Address of that response as the input to the next call.

The mate MAC address is used in all guery commands, but space constraints reguire the neighbor health reports to uze the
Mote ID for identification. Therefore, both idertifiers are present in the mate structure.

Mote: to enter a value in a field of type HEXDATA, please enter twwo digits for each byte (zero padded).

SmartheshS0k 1.0.3.71

2. Make note of the value in the macAddress field, which contains the MAC address of the AP, in our case
00170d000038066a.
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&) Right-click on any field in a table to copy.

Right-click in an editable text field to paste.

Subscribe to Notifications

In the sections above, you have sent commands to the SmartMesh IP Manager, which has answered immediately with
responses. When an event happens, the SmartMesh IP Manager can also send you notifications immediately, without waiting
for you to ask for it. There are a number of different types of notifications, as detailed in the SmartMesh [P Manager API Guide

By default, the manager will not send you notifications; you need to use the subscribe command to specify which types of
notifications you'd like to receive.

1. Select the subscribe command and enter:

° ® ffffffff inthe filterfield
® 00000000 in the unackFilter field

1. After pressing send, you have subscribed to all available notifications.
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2. If you have a network running, you will see notifications appear in the notifications frame.

APIExplorer © Dust Networks o ] 4|

api

netwark type: - Smarthlesh P — |devicetype: manager =l | Il:uadl

connection

through serialhiuz:

Connection successful,

command

zsubscribe — |

4B (hex) 46 (hex)

send

response

subszcribe

0 (RE_OK)
INTEU

notifications

niotification.notifData

1025665699 | 575750 | 00170d40000380715 | 61625 | 61625 | 00000S00FF0105000000003d2265530005cebe0000753001 100016
8B (ink) INT32U BB (hex) INT1aU | IMT1aL he

tooltip

The subsctibe command indicates that the manager should send the external application the specified notificstions. |
contains twa fitter fields:

-filter iz & bitmaszk of flags indicating the types of notifications that the client warts to receive
-unackFilter allowes the client to select which of the notifications selected in fiter should be zert acknowledged. If a
niotification is sent as ‘acknowledged', thesubseguent notification packets will be queued while waiting for response.

Each subscription request overwrites the previous one. If an application is subscribed to data and then decides he also
weants events he should send a subscribe command with both the data and event flags set. To clear all subscriptions, the
client zhould =end a subscribe command with the fiter zet to zero. When a zession iz intiated between the manager and a
client, the subscription fitter is intialized to zero.

The subscribe bittnap uses the values of the notification type enumeration. Some values are unused to provide backwards
compatibility with eatlier &Pls.

Mote: to enter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

SmarthleshS0oH 1.0.3.71
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& For more information
For more details on the APl and interacting with the manager, refer to:

® SmartMesh IP User's Guide
® SmartMesh IP Manager APl Guide

7.3.2 Common Problems

| get no output over the CLI

® |s the device switched on?
® Have you connected your serial terminal to the CLI port of the device?
® Have you configured your serial terminal to the correct setting?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth* API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.

**: default values.

| get no output when connected to the manager over the SerialMux

It is possibe that APIExplorer can connect to the SerialMux (the connection fields turns green), but the SerialMux cannot
connect to the SmartMesh IP Manager. This may be because the SerialMux is configured to listen to a serial port which is not

the API port of your SmartMesh IP Manager.

To change the configuration of your SerialMux, follow the Serial Mux Configuration guide.
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7.4 Interacting with a Mote

7.4.1 Overview

In this step, you will interact with the SmartMesh IP Mote that was supplied with your kit ( DC9003A-B, DC9018A-B, or

DC9018B-B + DCI006) over CLI using a Terminal Client, and via API, using the APIExplorer application.

Interacting with the Mote CLI
The SmartMesh IP Mote has two serial ports:

—_

N

the CLI port to interact directly over a serial terminal
the API port to interact using the SmartMeshSDK

> hel p
hel p <command>
Conmmands:

ntrace
nmset
nget

m nfo
m og
nfs
nmset i
nmgeti
mshow
nxt al
set

get

radi ot est
trace
reset

| oc
info
restore

. Open your serial terminal client on the CLI port of the SmartMesh IP Mote (settings 9600 baud, 8 data bits, No parity,
1 stop bits, no flow control)
. Type hel p to get the list of available commands
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3. Use the m nf o command to get network-related information about your SmartMesh IP Mote.

Net stack v1.1.0.0

state: Sear ch

mac: 00: 17: 0d: 00: 00: 38: 03: 48
not ei d: 0

netid: 423

bl Sw\Ver : 9

ldrSwver: 1.0.3.12
UTC tinme: 1025665219: 790010
reset st: 600, b96bf7dd

4. By default, a mote joins automatically when it boots ("Master mode"). Use the command r eset to force a mote to
reset. After a few minutes (if there is a SmartMesh IP Manager running), the CLI indicates the joining steps. While the
SmartMesh IP Mote is joining, you can use the mi nf o command to see its state evolve.

> reset

> Smart Mesh | P note, ver 1.1.0.41 (0x0)
> mnfo

Net stack v1.1.0.0

state: Sear ch

mac: 00: 17: 0d: 00: 00: 38: 03: 48

not ei d: 0

netid: 423

bl Swwer : 9
IdrSwVer: 1.0.3.12
UTC tinme: 1025665201: 513787
reset st: 100, O
> 7084 : Joining
8817 : Connected
14538 : Active

> mnfo

Net stack v1.1.0.0

state: Oper

mac: 00: 17: 0d: 00: 00: 38: 03: 48
not ei d: 2

netid: 423

bl Sw\er : 9

IdrSwMer: 1.0.3.12

UTC tinme: 1025666079: 45928
reset st: 100, O
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Interacting with APl using APIExplorer

SmartMesh SDK

The SmartMesh SDK is a Python package which simplifies the integration of a SmartMesh IP mote into your sensor/actuator
device. It implements the Application Programming Interface (API) calls that an OEM microprocessor would normally exercise
over the serial UART interface on the mote. A set of sample applications are included in the SmartMesh SDK, allowing a
programmer to quickly understand the APl and use it as part of a larger system.

In this section, you will connect to the SmartMesh IP Mote over a Windows serial COM port and interact with its APl using the
SmartMesh SDK.

Connect to the Device

1. Make sure your SmartMesh IP Mote is connected to your computer.
Make sure your SmartMesh IP Mote is operating in slavemode by issuing the following command on the mote CLI:

> set node sl ave
> reset

. Motes in the starter kit (DC9000 & DC9021) ship in master mode. Mote modes and how to switch between
them are discussed in the Troubleshooting section of this guide and also in the SmartMesh IP User's Guide

2. Inthe Smar t MeshSDK directory, double click on the wi n/ API Expl or er . exe application. This opens the
APIExplorer's window.

APIExplorer © Dust Networks o =]
api
network type: . Smarthklesh P — | device type:  mote  — | load

Smartheshs0k 1.0.53.71

3. Tell the application you want to connect to a SmartMesh IP Mote by selected the following:
® network type: Smart Meshl P
® device type:nmote
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4. Click the load button.

APIExplorer © Dust Networks - |EI|5|

api

netweork type:  Smardblezh P — |devicetype: mote —i | IDadl
connection

through serial port:

port name; ml
command

_—'|
response

notifications

tooltip

Smartheshs0k 1.0.53.71

5. In the connection frame, enter the following:
® port nane:your SmartMesh IP Mote's API port number
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6. Click connect. The fields turn green indicating the connection is successful.

EAPIEHpInrer i©) Dust Networks =10 x|
api
netweork type:  Smardilezh P — |device type:  mote — | IDadl

connection

through serial port:

Connection successful,

command

=l

response

notifications

events

1 (boot) | 1 {idle) 0
IMTI2U | INTSU | INTZ2U

tooltip

Smatthesh=0R 1.0.3.73

Getting Notifications from the Mote

Unlike for the SmartMesh IP Manager, you do not need to subscribe to receive notifications when using the SmartMesh 1P
Mote.

When a SmartMesh IP Mote boots, it sends a "boot event" notification periodically until it is acknowledged by an external
device listening on the API serial port, e.g. the APIExplorer application. This explains the boot mote event displayed in the
screen shot above.
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Obtain Information About the Mote

1. The drop-down menu in the command frame lists all the commands defined in the SmartMesh IP Mote API Guide.
Select getParameter, then moteStatus and press send. The response prints in the response frame, and contains the
name, value and format for each field.

HAPIEleurer i©) Dust Metworks =10] x|

api

netweork type:  Smarthlesh P — |devicet~;pe: mote =l | Inadl
connection

through zerial port:

Connection successful,
command

getParameter —

mateStatuz —
zend

response

getParameter moteStatus

0(RC_OKY | 1 fidie) 0 0 0 o 0
INTEU | INTSU | INTSU INT16L INTEU | INT32U |  INTEU

notifications

events

1 (boot) | 1 {idle) 0
IMNT320 | IMNTEU | INT32U

tooltip

The getParameter=moteStatus= caommand iz used ta retrieve current mate state andother dynamic information.

Mote: to enter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smarthleshz0k 1.0.3.73

2. The image above indicates that the mote is in i dl e state, i.e. it is not trying to join a network.
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3. Similarly, issue a getParameter.networkld command to verify that your SmartMesh IP Mote is configured with the
correct network ID.

APIExplorer © Dust Networks - |EI|E|

api

netweork type:  Smarthlesh P — |devin::et':.fpe: miote  — | Inadl
connection

through serial port:

Connection successful,
command

getParameter —

retweorkld —
send

response

getParameter netvwarkld

O{RC_OKY| 423
INTEL | INT18U

notifications

eventzMotif

1 (boat) | 1 {idle) 0
IMNT32U | INTSU | INT32U

tooltip

Thiz command returns the network id stored in mote's persistert storage.

Mate: to erter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smarthleshs0k 1.0.5.71

Have the Mote Join the Network

1. Start a first APIExplorer application, and connect it to the SmartMesh IP Manager.
2. Ifit's not already done, start a second APIExplorer application, and connect it to the SmartMesh IP Mote.
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3. For easier reading, we recommend that you display the two APIExplorer windows side-by-side.
SmartMesh IP Mote

APIExplorer © Dust Networks -0l x|
api
netweork type: . Smarthlesh P — | device type: . mote — | Il:uadl

connection

through serial port:

Connection successful,

command

|

response

notifications

tooltip

Smartheshs0k 1.0.3.71
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4. Reset the SmartMesh IP Mote by calling its reset command. After a few seconds, you should receive a boot event
notification at the SmartMesh IP Mote.

SmartMesh IP Mote

APIExplorer © Dust Networks ) [m] |
api
netweark type: | Smarthlesh P — | device type: - mote — | Icladl

connection

through serial port:

Connection successful,

command

reset —

zend

response

rezet

0 {REC_OK)
INTEU

notifications

eventshotif

1 ({boot’ | 1 {idled 1]
INTZ2U | INTEU | INT32U

tooktip

The rezet command intistes a soft-reset of the device. The device will initiate the reset zequence shartly after sending ou
the response to thiz command. Resetting a mote directly can adversely impact its descendarts; to dizconnect gracefully
framm the netweork, uze the dizconnect cammand

Mate: to erter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smarthezh=0k 1.0.5.
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5. At the SmartMesh IP Manager, subscribe to all notifications. If you have a network running, you may receive

notifications from time to time.

SmartMesh IP Manager

APIExplorer i© Dust Metworks

netwark type:  Smarthiezh P — | device type: - manager  — | load

connection

api

through zerialbuz;

host: [I27.0.04 | port: (9800 disconnect

Conneckion successful,

commandl

subscribe — ‘

fiffifee LDDDDDDD

46 (hex) 46 (hex)

send ‘

response

subscribe

0(RC_OK)
INTSU

notifications

tooltip

=101

The subscribe command indicates that the manager =hould zend the external application the specified notifications. it

contains twio fitter fields:

-fiter iz & hitmask of flags indicating the types of notifications that the client wants ta receive

-unackFiter alloves the cliert to select which of the natifications selected in fiter should be sert acknowledged. If &
notification iz sent as "acknowledged', thesubsequent natification packets will be queued while waiting for response.

Each =subscription request overwrites the previous one. If an application iz subscribed to data and then decides he alzo

wearts events he should send & subscribe command with bath the data and event flags set. To clear all subscriptions, the
client should =end a subscribe command with the fiter set to zero When a sess=ion iz initisted between the manager and a
cliert, the subzcription fiter is infialized to zera.

The subszcribe bitmap uzes the values of the notification type enumeration. Some values are unused to provide backwards
compatibility with earlier AP,

Mote: to erter a value in & field of type HEXDATA, please erter two digits for each byte (zero padded).

SmartheshSDK 1.0.3.71

6. At the SmartMesh IP Mote, call the join command. This causes it to join the network, which will trigger the following

notifications on both the SmartMesh IP Mote and the SmartMesh IP Manager:
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at the SmartMesh IP Manager at the SmartMesh IP Mote
notification explanation notification explanation
joinStart heard an advertisement and

sent a join request to the
SmartMesh IP Manager

event shbt eJoi n  received a join request

event Pat hCr eat e created a path for the new SmartMesh IP
Mote

oper ati onal the SmartMesh IP Mote is
part of the network.

event Mot eQper the path was installed correctly, the
SmartMesh IP Mote is considered
operational

scvChange the SmartMesh IP Mote has
received its base bandwidth
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7. After the SmartMesh IP Mote has joined:

SmartMesh IP Manager
APIExplorer © Dust Networks I = e |
ap
network type: - Smarthiesh P — | device type:  manager |ﬂ|
connection

through =serialbiu:

Conneckion successful,

command

subscribe — |

4B (he) 4B (hex)

send

response

subscribe

0 {RC_OK)
INTEU

notifications

notification notifEvent .eventMoteOperational

5 00170d40000350348
INT32U 8B (hex)

tooltip

The subscribe command indicates that the manager should send the external application the specified notifications. it
contains two fitter fislds:

-fiter iz & hitmask of flags indicating the types of notifications that the client wants ta receive
-unackFiter alloves the cliert to select which of the natifications selected in fiter should be sert acknowledged. If &
notification iz sent as "acknowledged', thesubsequent natification packets will be queued while waiting for response.

Each =subscription request overwrites the previous one. If an application iz subscribed to data and then decides he alzo
wearts events he should send & subscribe command with bath the data and event flags set. To clear all subscriptions, the
client should =end a subscribe command with the fiter set to zero When a sess=ion iz initisted between the manager and a
cliert, the subzcription fiter is infialized to zera.

The subszcribe bitmap uzes the values of the notification type enumeration. Some values are unused to provide backwards
compatibility with earlier AP,

Mote: to erter a value in & field of type HEXDATA, please erter two digits for each byte (zero padded).

@ e A E AE & apiexplorer_ipjoin_don...I |~ C:\Documents and Set...I w apiexplorer_ipjoin_sub, .. I =
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SmartMesh IP Mote

APIExplorer € Dust Networks o =]
api
network type:  Smardilezh P — | device type: - mote —a | Il:ladl

connection

through serial port:

Connection successful,

command
join =

zend

response

joim

0 (R _OK)
INTEU

notifications

eventsMotif

128 (svciChange) | S (operational) 0
IMNTZ21 IMTEL IMTZ2U

tooltip

The join command regquests that mote start zearching for the network and attempt to join. The mote must be inthe IDLE stab
for thiz command to be valid. Mote that the join time will he affected by the maximum current setting.

Mate: to erter & value in a field of type HEXDATA, please enter twwo digits for each byte (zero padded).

StmarthMeshsShK 1.0.3.
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Have the Mote Request a Service

@ In this section, you will have the SmartMesh IP Mote ask for bandwidth to the SmartMesh IP Manager.

1. At the SmartMesh IP Mote, issue a requestService command to request bandwidth to send one packet every 10s to
the SmartMesh IP Manager:
® destAddr to 65534 (the well-known address of the SmartMesh IP Manager)
® serviceType is bandwi dt h
® value is 10000 (the period between transmissions, in milliseconds)
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2. After pressing send, the SmartMesh IP Manager receives the request, installs the request bandwidth and signals the
requesting SmartMesh IP Mote that the bandwidth has been installed. This results in a svcChange event notification
at the SmartMesh IP Mote.

APIExplorer © Dust Networks o ] 4

api
netweork type: - Smarthiezh P _lldevi-:et':.-'pe: mote  —d | Iu:uadl

connection

through serial port:

Conneckion successful,

command

requestzervice — |

IMT16U | INTEU | INT32U |

zend |

response

reguestservice

0 {RC_OK)
INTEU

notifications

evertshotif

128 (svcChange) | S (operational) 0
INT321 INTEU INT3Z2U

tooltip

The requestService command may be used to request & new or changed service level to & destination device inthe mesh.
Thiz command may only be uzed to update the service to a device with an existing connection (zession).

Whenever a change in bandwidth aszignment occurs, the application receives a serviceChanged evert that it canuse as a
trigger to read the new service allocation.

Mate: to erter & value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

SmartMeshsDk 1 .0.3.71

You can verify the allocated bandwidth by using the getMotelnfo command at the SmartMesh IP Manager and the
getServicelnfo command at the SmartMesh IP Mote.
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SmartMesh IP Mote

APIExplorer © Dust Networks

=10

api
netwark type: | Smarthlesh P — |device type:  mote — | Inadl

connection

through serial port:

Connection successful,

command

getservicelnfo — |

INT18U | INTEU |

zend |

response

getServicelnfa

O{RC_CKY|  fffe | O {bandwidth} | 0 {completed) | S350
IMTEU 2B (hex) IMTEU IMTEU INT32U

notifications

eventsMotif

128 (svciChange) | 5 (operational)

INT32U INTEU INT32U

tooltip

Thegetzervicelnfo command returns infarmation about the zervice currently allocated to the mote.

Mote: to enter a value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smartheshz0k 1.0.3.71

/%, The bandwidth allocated is expressed in time between transmits, i.e. a small number indicates a larger bandwidth.
The SmartMesh IP Manager uses a safety margin when allocating bandwidth, so the period really allocated is

smaller that the one requested.
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Have the Mote Prepare a UDP Socket

@ Inthis section, the SmartMesh IP Mote opens a new UDP socket and binds it to a UDP port number.

1. At the SmartMesh IP Mote, use the openSocket command to create a new socket. Make note of the value returned in
socketld.

APIExplorer © Dust Networks o ]
api
netweork type:  Smarthlesh P — |device type:  mote — | Inadl

connection

through serial port:

onnection successiul,

command

opensocket —i |

INTEU

zend |

responsce

openzocket

0 {RC_OK)
INTEL | INTEU

notifications

eventztotif

128 (svcChange) | 5 (operational)
IMT32U IMNTEU INT32U

tooltip

The openSocket command creates an endpoint for IP communication and returns an D for the socket.

Mate: to erter & value in a field of type HEXDATA, please enter twwo digits for each byte (zero padded).

Smarthleshs0H 1.0.5.71
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2. Use that socketld value as a handler to bind that newly created socket to a UDP port number of your choice (in our

case 60000).
APIExplorer © Dust Networks o ] A
api
netvweork type: - Smarthlesh [P _lldevicet'fpe: mote  —i | Iu:uadl
connection

through serial port:

Connection successful,

command

himd=ocket — |

INTEU IMT18U

zend

response

hind=ocket

0 {RC_OK)
INTEL

notifications

eventzMotif

128 (swciChange) | 5 (operational) 0
INTS2U IMNTSU IMNTS2U

tooltip

Bind a previously opened socket to a port. When a socket iz created, it iz only given a protocal family, but not assigned a
pott. This aszocistion must be performed before the socket can accept connections from other hosts.

Maote: to erter a value in a field of type HEXDATA  please enter two digits for each byte (zero padded).

Smatthdeshs0k 1.0.5.71

‘. You cannot send data without opening and binding a socket. This is because the socket is used to identify the UDP
source port of the data you are sending.
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Have the Mote Send Data to the Manager

@ I this section, the SmartMesh IP Mote sends data to the SmartMesh IP Manager.

1. At the SmartMesh IP Mote, use the sendTo command to create an send a packet to the manager. Note that, in a
SmartMesh IP network, the manager's IPv6 address is f f 02: : 2, which translates to the hexadecimal number
f £ 020000000000000000000000000002.
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2. At the SmartMesh IP Mote, a t xDone notification is generated when the packet is accepted for transmission. The
packetld specified in that notification corresponds to the packetld specified in the sendTo command.

APIExplorer © Dust Metworks - ||:||z|
api
netwark type: - =marthvlesh P — | device type:  mote — | Iu:uadl

connection

through serial port:

Connection successful,

command

zendTo — |

INTEU | 166 (hex) | INT16U | INTEU | INTEU | INT16U |

send |

response

zendTo

0 (RC_OK)
IMTEU

notifications

txDoneratif

1234 | 0{ok)
INT16U | INTEU

tooltip

Send a packet into the network. If the command returns RC_OK, the mote has accepted the packet and hasgueuedit up for
transmizsion. & txDone notification will be issued when the packet has been sent, it and only if the packet ID passed in this
command is different from Ox11ff. %ou can set the packet ID 1o any value. The natification will contain the packet D of the
packet just =ent, allowing association of the notification with & paticular packet. The destination port should be inthe range
0xFOBS-FOBF (61624-61631) to maximize payload.

Mate: to enter a walue in a field of type HEXDATA, please enter two digits for each byte (zero padded).

Smarthesh=0k 1.0.3.71

3. At the SmartMesh IP Manager, the reception of that data packet will trigger a not i f Dat a notification.
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APIExplorer © Dust Networks

api

netwark type: - Smarthlesh P — | device type:

manager =l | Iu:uadl

=100

connection

through serialbiu;

Conneckion successul,

command

subscribe —

46 (hex) 46 (hed

zend

response

zubscribe

0 (RC_OK)
INTEL

notifications

niotification. natifData

1025665929 | 190500 | 00170d40000380348 | 60000 | 61000

abcd

BB (int) | INT32U 86 (hex) INT16U | INT16U

e

tooltip

The subscribe command indicates that the manager should send the external application the specified notifications. i

contains tvwo fiter fields;

-fitter iz & hitmask of flags indicating the types of natifications that the client wants to receive
-unackFitter allowes the cliert to zelect which of the notifications selected in fitter should be sent acknowledged. If a
natification iz sent as ‘acknowledged', thesubzequent notification packets will be gqueued while waiting for response.

Each subscription request overvwrites the previous one. If an application iz subscribed to data and then decides he alzo
wantz events he should send a subscribe command with both the data and evert flags zet. To clear all zubscriptions, the
client should zend a subacribe command with the fiter zet to zero. When a 2ession iz intisted between the manager and a

cliert, the subscription fiter is intialized to zero.

The subscribe bitmap uses the values of the notification type enumeration. Some values are unused to provide backwards

compatibility wwith eatlier APz

Mote: to enter & value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

SmarthleshS0K 1 003 7T
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4. You can verify that the packet at the SmartMesh IP Manager corresponds to the packet sent at the SmartMesh IP
Mote, i.e. sent from UDP port 60000 to UDP port 61000, with payload abcd. The sender and receiver UDP port

numbers do not need to match.

Ping a Mote

In the previous section we sent data from a mote to a manager. Now we will send a command from the manager to a mote. To
ping a mote consists of sending it a wireless request which could travel multiple hops before reaching the mote. When the
mote receives the command, it immediately generates a ping response which may take different hops back to the manager.
This is the simplest command you can send to a mote, so it is used to verify that the mote is operating correctly and to
measure the round-trip time.

Via CLI
Log into the CLI interface of the Manager as described in Interacting With the Manager. Send a ping command to the mote 2.
The mote's ID can be found by using the smcommand as shown earlier. The Mote with D=2 will respond with the round trip

delay time, temperature and supply voltage.

> ping 2
Sendi ng ping request to note 2
> Ping response fromnote 2, tinme=339 msec v=3582 t=31

Via API

. The APIs refer to motes by MAG address, while the GLI often uses motelD. To convert between the two, we use the
getMoteConfigBylD command.
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1. Using the getMoteConfigByID command, enter 2 in the moteld field and press send.
® The manager returns information about mote 2 in the network.
APIExplorer © Dust Networks - 0] x|
ap
netwark type: . Smarthlesh P — | device type: - manager - | Il:uadl
connection
thraugh serialbiux;
Connection successful,
command
gethoteConfigByld — |
INT16U
zend |
response
gethoteContigByid
0 (RC_OK) | 00170d0000330345 z False | 4 {operational) 0 True
INTSU 86 (hex) INT16U | BOOL INTSL INTSU BOoL
notifications
tooltip
The gettdateConfigByld command returns a single maote description as the response. The command takes one argument, the
short address of & mate (Mote ID). The command returns the same response structure as the getMoteConfig command.
Mote: to enter & value in & field of type HEXDATA, please enter two digits for each byte (zero padded).

SmartheshSOK 1.0.3.71

2. Select the pingMote command and enter the MAC address of the mote you discovered above in the macAddress field.

3. You will receive a response indicating that the command was taken into account, and, a few seconds later, a
notification that the mote you just pinged has replied. Besides round-trip timing information, this reply also contains
the supply voltage and temperature at that mote.
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APIExplorer © Duskt Networks

api

netvweork type: - Smarthlesh P —lldevice type:  manager = | Iu:uadl

=101 x|

connection

through serialbiu::

Connection successful,

command

pinghdote — |

a6 (hex)

zend |

response

pinghdote

0 {RC_OK) 3
INTEL | INT32U

notifications

1 3 00170d0000350345 | 1373

nctification notifEvent evertPingResponse

3552

25

INT320 | INT32U 8E (hex) INT32U

IMNT18U

INTEU

tooktip

The pingMote command sends a ping (echo request] to the mate specified by MAC address. & unigue callbackld is
generated and returned with the response. When a ping responze is received from the mote, the manager generates a ping
notification with the measured round trip delay and several other parameters.

Mote: to enter a value in @ field of type HEXDATA, please enter two digits for each byte (zero padded).

Smartheshs0k 1.0.3.571

“=» To receive the event Pi ngResponse notification at the manager, you need to have subscribed to this type of

notifications.
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@ The manager ping command, while similar in function, is not the same as a Unix/Linux or DOS ping command,
which results in an ICMP echo command being sent to the device.

For more details on the API and interacting with a Mote, refer to:

® SmartMesh IP User's Guide
® SmartMesh IP Mote API Guide

7.4.2 Common Problems

The application "hangs" when | send a command to the device

If you are connected to a SmartMesh IP Mote or SmartMesh WirelessHART Mote, this happens when the mote is not running
in slave mode.

See the Troubleshooting section of this guide for a description of the mote modes and how to change them.

The application won't connect to my mote

® |s the mote switched on?
® Have you connected the application to the API port of the device?
® |s another application already connected to that port?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.

**: default values.
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7.5 Advanced Topics
1.5.1 Exercise the APl Programmatically

@  overview

In this step, you will exercise the API of the SmartMesh IP Mote through an interactive script, rather than a
graphical application.

It highlights the fact that you can use the SmartMesh SDK as a basis for your own applications. The sample
applications used can be used as a starting point, and will therefore be run directly from the Python source code,
rather than from a pre-compiled executable.

Setup Overview

SimplelPMgr SimplelPMote

o -

%
SmartMesh IP SmartMesh IP
Manager Mote
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Steps

The following sections use the following scripts part of the SmartMesh SDK:

® Smart MeshSDK/ bi n/ Si npl e/ Si mpl el pMgr . py
® Snmart MeshSDK/ bi n/ Si npl e/ Si npl el pMot e. py

&) For more information
This section gives you a glimpse for how to use the SmartMeshSDK programmatically.

For a complete description, refer to the SmartMeshSDK documentation.
Interacting with the SmartMesh IP Manager
. Make sure your SmartMesh IP Manager is connected to your computer, and switched on.

Run SimplelpMgr.py

1. Open Windows Browser to your SmartMeshSDK directory.

2. Navigate to / bi n/ Si npl e.

3. Double-click on Si npl el pMgr . py. A Command Window appears.
4. Atthe line:

Do you want to connect to a nanager over Serial Mux? [y/n]

type y and press enter.
5. Atthe line:

Enter the Serial Mux's host (leave blank for 127.0.0.1)

press Enter if your SerialMux runs on the same machine as this script.
6. Atthe line:

Enter the Serial Mux's port (leave blank for 9900)

press Enter if your SerialMux runs with default TCP port settings.
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7. The script ends at the line:

Script ended. Press Enter to exit.

Press Enter to close the Window.

The following trace contains the complete output of the script:

Sinple Application which interacts with the | P manager - (c) Dust Networks

Step 1. Connecting to the manager ==============
Do you want to connect to a manager over Serial Mux? [y/n] y

Enter the Serial Mux's host (leave blank for 127.0.0.1)

Enter the Serial Mux's port (leave blank for 9900)

done.

Connecting to | P nanager
done.

Step 2. Cetting information fromthe network ====

Retrieve the network info

Tupl e_dn_get Net wor kI nf o( RC=0, num\bt es=1, asnSi ze=7250, advertisenent State=0, do
wnFraneSt at e=1, netReliability=100, netPathStability=100, netlLatency=400, netSta
te=0, ipv6Address=(254, 128, 0, O, O, O, O, O, O, 23, 13, 0, 0, 56, 6, 106))

Step 3. Disconnecting fromthe device ==========

Di sconnecting from | P manager
done.
Script ended. Press Enter to exit.

The script goes through 3 steps:

1. It connects to a SmartMesh IP Manager.
2. It retrieves the status of the network attached to the SmartMesh IP Manager.
3. It disconnects from the SmartMesh IP Manager.
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Understand SimplelpMgr.py

Open the Si npl el pMgr . py script with a text editor to see its contents (do not double-click on it which, by default, will run
the script rather than opening it).

The file contains comments throughout to allow you to match it against the printout at the execution.

A few keys for understanding:

® the | pMgr Connect or object (and its instance connect or ) is the entity which physically connects to the
SmartMesh IP Manager, over the SerialMux.
® raw_i nput () isa Python function which halts a script and waits for a user to type in a string and press Enter.

&) For more information

For a complete description, refer to the SmartMeshSDK documentation.

Interacting with the SmartMesh IP Mote

Make sure your SmartMesh IP Mote is connected to your computer, is switched in, and is operating in slave mode.

Run SimplelpMote.py

Open Windows Browser to your SmartMeshSDK directory.
Navigate to / bi n/ Si npl e.

1.
2.
3. Double-click on Si npl el pMot e. py. A Command Window appears.
4. Atthe line:

Do you want to connect to a device? [y/n]

type y and press Enter.
5. At the line:

Enter the serial port of the IP note's APl (e.g. COMBO)

enter the serial port of your SmartMesh IP Mote's API port and press Enter.
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6. The script ends at the line:

Script ended. Press Enter to exit.

Press Enter to close the Window.

The following code block contains the complete output of the script:

Sinple Application which interacts with the IP note - (c) Dust Networks

Step 1. APl exploration

Load the APl definition of the IP note
done.

List all the defined command | Ds:
[1, 2, 6, 7, 8, 9, 12, 16, 17, 18, 21, 22, 23, 24, 36, 40]

List all the defined conmand nanes:

['setParaneter', 'getParanmeter', 'join', 'disconnect', 'reset', 'l owPowerSleep',
"testRadi oRx', 'clearNV , 'requestService', 'getServicelnfo', 'openSocket', 'cl
oseSocket', 'bindSocket', 'sendTo', 'search', 'testRadi oTxExt']

Get the command nanme of conmand |ID 2:
get Par anet er

Li st the subcomand of command ' get Paraneter':
['macAddress', 'networkld', 'txPower', 'joinDutyCycle', 'eventMask', 'notelnfo',
"netInfo', 'noteStatus', 'time', 'charge', 'testRadi oRxStats', ' OTAPLockout', '

noteld', 'ipv6Address', 'routinghMde', 'applnfo', 'powerSrclnfo', 'powerCostlnfo

', 'mobilityType', 'advKey', 'sizelnfo', 'autoJdoin']

Get a description of the getParaneter. noteStatus command:

The get Paranet er <npteStatus> command is used to retrieve current note state ando

ther dynamic information.

(]

List the name of the fields in the getParaneter.noteStatus response:
['state', 'reserved_0', 'reserved_1', 'nunParents', 'alarns', 'reserved_2']

Print the format of the getParaneter.noteStatus 'state' response field:
i nt

Print the length of the getParaneter.noteStatus 'state' response field:
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Print the valid options of the getParaneter.npteStatus 'state' response field:
[0, 1, 2, 3, 4, 5, 6, 7, 8]

Print the description of each valid options of the getParaneter.nmoteStatus 'stat
e' response field:

["init', "idl e, 'searching', 'negotiating , 'connected, 'operational', 'discon
nected', 'radiotest', 'prom scuous listen']

Step 2. Connecting to a device
Do you want to connect to a device? [y/n] y
Enter the serial port of the |IP note's APl (e.g. COMB0O) COVB

done.

Connecting to I P note
done.

Step 3. Getting information fromthe device ====

Retrieve the noteStatus, through 'raw APl access:
{"nunmParents': 0, 'reserved_1': 0, 'reserved_0': 0, 'reserved_2': 0, 'state': 1,
'"RC: 0, 'alarns': 0}

Retrieve the noteStatus, through function-based APl access:
Tupl e_dn_get Par anet er _not eSt at us( RC=0, state=1, reserved_0=0, reserved_1=0, nunP
arent s=0, al arns=0, reserved_2=0)

Step 4. Disconnecting fromthe devi ce ==========

Di sconnecting fromIP note
done.
Script ended. Press Enter to exit.

The script goes through 4 steps:

1. It loads the list of commands of the SmartMesh IP Mote APl and uses SmartMesh SDK functions to obtain details
about those commands.

2. It connects to a SmartMesh IP Mote.

3. It retrieves the status of the SmartMesh IP Mote.

4. It disconnects from the SmartMesh IP Mote.

Understand SimplelpMote.py
Open the Si npl el pMbt e. py script with a text editor to see its contents (do not double-click on it which, by default, will
run the script rather than opening it).

The file contains comment throughout to allow you to match it against the printout at the execution.

A few keys for understanding:
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¢ the | pMot eDef i ni ti on object (and its instance api def ) represents the SmartMesh IP Mote API definition, i.e.
the list of commands you can send to a SmartMesh IP Mote.

® the | pMot eConnect or object (and its instance connect or ) is the entity which physically connects to the API
port of a SmartMesh IP Mote.

&) For more information

For a complete description, refer to the SmartMeshSDK documentation.

Common Problems

The application won't connect to my mote

® |s the mote switched on?
® Have you connected the application to the API port of the device?
® |s another application already connected to that port?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.

**: default values.

| get no output when connected to the manager over the SerialMux

It is possibe that APIExplorer can connect to the SerialMux (the connection fields turns green), but the SerialMux cannot
connect to the SmartMesh IP Manager. This may be because the SerialMux is configured to listen to a serial port which is not
the API port of your SmartMesh IP Manager.

To change the configuration of your SerialMux, follow the Serial Mux Configuration guide.
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7.5.2 Log HDLC Frames

@  overview

In this step, you will use the APIExplorer's logging capability to see the raw bytes exchanged between your
computer and the SmartMesh IP Mote.

Setup Overview

APIExplorer

%
b

SmartMesh IP SmartMesh IP
Manager Mote

Steps

&) For more information
This section gives you a glimpse of how to use the logging capabilities of the SmartMeshSDK.

For a complete description, refer to the SmartMeshSDK documentation.

Open a Windows Browser window to navigate to your SmartMeshSDK directory.
Navigate towi n/ .

If present, erase the file APl Expl or er. | og.
Double-click on API Expl or er . exe to launch the APIExplorer application.
Connect to your SmartMesh [P Mote.

ok~ =
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6. Send a reset command and wait to receive the boot event notifications.

7. Disconnect from the SmartMesh IP Mote and close the APIExplorer application.

8. Open the newly created API Expl or er . | og file with a text editor. If you are running the APIExplorer from the
windows command line from a different directory, the API Expl or er . | og file will instead be in that directory.

API Expl or er . | og contains the activity of all the modules in the APIExplorer application. An example output is provided
below:

2012-12-12 17:32:16, 131 [Crc: DEBUG cal culating for data=[15, 9, 8 0, 0, 0, 1, 1, 0, 0, 0, 0]
2012-12-12 17:32: 16,131 [Crc: DEBUG fcs=0xd767
2012-12-12 17:32:16, 131 [ Hdl c: DEBUG
recei vedFr ane:

- payload: Of 09 08 00 00 00 01 01 00 OO 00 0O

- fes: d7 67

- valid: True
2012-12-12 17:32:16, 131 [ Seri al Connect or: DEBUGF cndl d=15 | engt h=9 i sResponse=Fal se packet| d=0
payl oad=[0, O, O, 1, 1, 0O, 0, O, O]
2012-12-12 17:32:16, 131 [ Seri al Connector: DEBUGF <--------- nmot eToPc DATA (0) ----------
2012-12-12 17:32: 16,131 [ Seri al Connector: DEBUF _sendlnternal cndl d=15 retry=0 i sResponse=True
seri al i zedFi el ds=[]
2012-12-12 17:32:16, 131 [Crc: DEBUG cal culating for data=[15, 0, 1, O]
2012-12-12 17:32:16, 145 [ Crc: DEBUG fcs=0xff57
2012-12-12 17:32: 16, 145 [ Hdl c: DEBUG
packet ToSend:

- payl oad: Of 00 01 00

- fes: ff 57
- valid: True
2012-12-12 17:32: 16, 145 [ Seri al Connector: DEBUG ---------- mot eToPc ACK (0) after 0.015 ------- >

2012-12-12 17:32: 16, 145 [ Seri al Connect or: DEBUGF ack sent
2012-12-12 17:32:16, 145 [ByteArraySeri ali zer: DEBUG deserialize ...
- type=notification

- id=15
- byteArray=[0, O, O, 1, 1, 0, 0, 0, 0]
2012-12-12 17:32:16, 145 [ByteArraySerializer: DEBUGF ... deserialized into

- nameArray=['events']

- returnFields={"alarmsList': 0, 'state': 1, 'events': 1}
2012-12-12 17:32: 25,584 [Hdl c: I NFQ di sconnect
2012-12-12 17:32: 25,584 [Serial Connector: | NFQ hdlc notification: connection state=Fal se
2012-12-12 17:32: 25,584 [Hdl c: INFQ thread ended

Some keys for understanding the file:

® Every entry follows the same format:

<dat e> <tinestanp> [ <npdul e>: <l ogl evel >] <l ognessage>

® The entries from the Hdl ¢ module indicate the exact bytes sent over the serial port.
® The entries from the Ser i al Connect or module indicate how those bytes are serialized/deserialized.
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Common Problems

APIExplorer.log is very long

The logging output from the APIExplorer is appended to the end of the API Expl or er . | og file each time you start the
application. To restart a clean logging session, remove the APl Expl or er . | og file before starting the APIExplorer
application.

7.5.3 Upstream Communication

@ Definition

Upstream communication goes from a SmartMesh [P Mote to the SmartMesh IP Manager.

@  overview

In this step, you will use the UpStream application to drive the SmartMesh IP Mote through a state machine which
will take it from power-up to sending data.

Setup Overview

SensorDataReceiver Upstream

o0 -

o _
b o,
\f

SmartMesh IP SmartMesh IP
Manager Mote
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Steps

&) The UpStream application can be seen as a programmatic version of the steps followed in the Basic Walk-Through
using the APIExplorer.

1. Setup your SmartMesh IP Mote:
1. Verify that your SmartMesh IP Mote is configured with the correct network id, and is operating in slave mode.
2. Reset your SmartMesh IP Mote, either by power cycling it, or by issuing a reset command with the
APIExplorer.
Navigate to your SmartMeshSDK directory, thento / wi n/ .
Double-click on the Upst r eam exe program. The application opens.
Enter the name of the API port of your SmartMesh [P Mote, and press connect.
The Upstream application drives your SmartMesh IP Mote through the following state machine:
® Wait for a possible initial boot event notification.
® Configure the join duty cycle.
® |ssue the join command. The SmartMesh IP Mote starts searching for a network.
® \When the SmartMesh IP Mote has joined the network, request a service.
® (Once that service has been granted, the mote reaches the READYTOSEND state, which enables the
"sensor data to send" frame.
2. Setup your SmartMesh IP Manager:
1. Navigate to your SmartMeshSDK directory, thento / wi n/ .
2. Double-click on the Sensor Dat aRecei ver . exe program. The application opens.
3. Use one of the "manager connection" options to connect to your SmartMesh IP Manager.
3. Send data from the SmartMesh IP Mote to the SmartMesh IP Manager:
1. On the UpStream application, connected to your SmartMesh IP Mote, change the value of the slider to any
value. This emulates the value collected by a sensor.
2. Press the "send to manager" button. This sends the following UDP packet from your SmartMesh IP Mote to
your SmartMesh |P Manager:
® UDP source port 61000.
® UDP destination port 61000, or as set in the UpStream application.
® The packet contains two bytes of data representing the value of the slider on the UpStream application.
3. On the SensorDataReceiver application, connected to your SmartMesh IP Manager, the data is displayed in the
"received sensor data’ frame when the packet is received.

e > v o~ w
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at the SmartMesh IP Manager

e

manager connection

through serialtdu:

host: 127.0.0.1 port: (8900 disconnect

Connection successful,

received sensor data

17414
source M4 001 7040000330343
TOurce part; 0000
destination port: 51000

Smattheshs0k 1 .0.5372
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at theSmartMesh IP Mote
Upstream © Dust Networks - 0] x|
sensor data to send
17414
destination IPv6 address dest. UDP port
fH020000000000000000000000000002 {61000 zend to manager
2001 04700056001 7 0000000000000002 |E1 Qo0 zend to host

join state machine

mote connection

through serial port;

Connection successful,

tip
Remember to rezet your mote befare starting thiz application.

Mate; The "send to manager” and "send to hast" button become active only once
the mote has reached the READYTOSEMD state.

SmarthdeshS0k 1 .0.5.71

The "send to host" button allows you to send data to any IP address. This functionality requires routing through an LBR and is
covered in a separate section.
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~  For the UpStream application to stay generic, it does not configure the Network ID of the mote. For your
convenience, the corresponding code is present, but commented out, in the UpSt r eam py source file.

Common Problems

The application won't connect to my mote

® |s the mote switched on?
® Have you connected the application to the API port of the device?
® |s another application already connected to that port?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.
**: default values.
My mote does not join
® Depending on its join duty cycle and the state of your network, it can take a SmartMesh IP Mote several minutes to
join.
® Verify that your SmartMesh IP Mote is configured on the same network ID as your SmartMesh [P Manager
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7.5.4 Downstream Communication

@ Definition

Downstream communication goes from a SmartMesh IP Manager to the SmartMesh IP Mote.

@ overview

In this step, you will use the APIExplorer to send data from the SmartMesh IP Manager to an already-connected
SmartMesh IP Mote.

Setup Overview

APIExplorer APIExplorer

%,
SmartMesh IP SmartMesh IP
Manager Mote

Steps

1. Follow the steps described in the Basic Walk-Through to connect a SmartMesh IP Mote to a SmartMesh IP Manager,
and open a socket on UDP port 60000.

2. Using the APIExplorer connected to the SmartMesh IP Mote, issue a get Par anet er . nacAddr ess to read its
MAC address. In our case, 00170d0000380348.

3. Ifit's not already done, start a second APIExplorer and connect it to the SmartMesh IP Manager.
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4. Inthat second APIExplorer, issue a sendData command and fill in the following data:
® The macAddress field should contain the MAC address as returned by the SmartMesh IP Mote.
® priority:Medi um Without any other traffic in the network, this priority does not change packet propagation.
® srcPort: 61000, or a 16-bit port number of your choice.
® (dstPort: 60000, i.e. the UDP port number of the socket opened on the SmartMesh IP Mote.
¢ options: O (none).
® data: 1234, or another hexadecimal payload of your choice.
5. Press send. The packet is sent from the SmartMesh IP Manager to the SmartMesh IP Mote.

The reception of the packet triggers a r ecei ve notification at the SmartMesh IP Mote, indicating that the packet comes from
IPv6 address f f 02: : 2 (the well-known IPv6 address of the SmartMesh IP Manager), and from UDP port 61000.
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at the SmartMesh IP Manager

APIExplorer © Dust Networks

=101 x|

network type: - Smarthlesh P — |devicet\;pe: manager —d | Ioadl

connection

through serialfiuzx;

hiost: _port: - dizconnect |

Connection successful,

command

sencData — |

8B (hex) | IMTEL | IMT16U | IMT16U | INTEL | hex |

zend |

response

zendDats

0 (RC_CK) 1
INTBU | INT32U

notifications

notification.notifEvent eventPacketSent

1 1 0

INT320 | INT32U | INTSU

tooltip

response fram the mote, and to timeout if no response is received.

discussion of the distinction, see the SmartMesh IPMetwork User Guide.

The sendData command should be used by applications that communicate directly vwith the manager. If end-to-end
(application to maote) IP connectivity is reguired, the application should use the sendlP command. Far & more comprehensive

Mote: to enter & value in & fisld of type HEXDATA, please enter two digits for each byte (zero padded).

The zendData command sends & packet to a mate inthe network. The response containg a callbackld. YWhen the manager
injects the packet into the network, it will generste a packetSent notification. |t is the application layers responsibilty send a

SmartheshsDK 1.0.3.71
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at the SmartMesh IP Mote
APIExplorer © Dust Networks o ] oA |
api
netweark type:  Smarthdesh P — |devicet\;pe: mate — | Inadl
connection

through serial port:

Conneckion successFul,

command

hincdSocket | |

INTEL INT16U

zend |

response

hindSocket

0 {RC_OK)
INTEU

notifications

receiveMatif

22 ff020000000000000000000000000002 | 61000 | 1234
INTSL 168 (hex) INT16U | hex

tooltip

Bind & previouzly opened socket to & port. When a socket is created, it is only given a protocaol family, but not assigned a
port. This association must be performed before the socket can accept connections from other hosts.

Mote: to enter & value in a field of type HEXDATA, please enter two digits for each byte (zero padded).

SmarthieshsDK 1.0.3.71

Sma
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Common Problems

The application "hangs" when | send a command to the device

If you are connected to a SmartMesh IP Mote or SmartMesh WirelessHART Mote, this happens when the mote is not running
in slave mode.

See the Troubleshooting section of this guide for a description of the mote modes and how to change them.

The application won't connect to my mote

® |s the mote switched on?
® Have you connected the application to the API port of the device?
® |s another application already connected to that port?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth* API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth* AP| 115200** 8** N*>

*: refers to the serial ports created by the FTDI drivers.

**: default values.

| get no output when connected to the manager over the SerialMux

It is possibe that APIExplorer can connect to the SerialMux (the connection fields turns green), but the SerialMux cannot
connect to the SmartMesh IP Manager. This may be because the SerialMux is configured to listen to a serial port which is not
the API port of your SmartMesh IP Manager.

To change the configuration of your SerialMux, follow the Serial Mux Configuration guide.
My mote does not join
® Depending on its join duty cycle and the state of your network, it can take a SmartMesh IP Mote several minutes to

join.
® Verify that your SmartMesh IP Mote is configured on the same network ID as your SmartMesh [P Manager
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1.5.5 Internet Integration

@  overview

In this step, you will use the UpStream application to send data from your SmartMesh IP Mote to the
http://motedata.dustnetworks.com/ webpage.

. The computer connected to the SmartMesh IP Manager needs to be connected to the Internet.

Setup Overview

e LBRConnection

« SensorDataReceiver Upstream
/
| | ' | | } ]
-
%,
‘.“460
. 4
SmartMesh IP SmartMesh IP
Manager Mote
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Steps

. You will be connecting two different applications to your SmartMesh [P Manager at the same time. You therefore
need to connect through the SerialMux.

Send data to the manager

(&) The first steps described below are the same as the steps from the Upstream Communication tutorial.

1. Setup your SmartMesh IP Mote:
1. Verify that your SmartMesh IP Mote is configured with the correct network id, and is operating in slave mode.
2. Reset your SmartMesh IP Mote, either by power cycling it, or by issuing a reset command with the
APIExplorer.
Navigate to your SmartMeshSDK directory, thento / wi n/ .
Double-click on the Upst r eam exe program. The application opens.
Enter the name of the API port of your SmartMesh [P Mote, and press connect.
The Upstream application drives your SmartMesh IP Mote through the following state machine:
® \Wait for a possible initial boot event notification.
® (Configure the join duty cycle.
® |ssue the join command. The SmartMesh IP Mote starts searching for a network.
® When the SmartMesh IP Mote has joined the network, request a service.
® (Once that service has been granted, the mote reaches the READYTOSEND state, which enables the
"sensor data to send" frame.
2. Setup your SmartMesh IP Manager:
1. Navigate to your SmartMeshSDK directory, thento / wi n/ .
2. Double-click on the Sensor Dat aRecei ver . exe program. The application opens.
3. Use one of the "manager connection" options to connect to your SmartMesh IP Manager.
3. Send data from the SmartMesh IP Mote to the SmartMesh IP Manager:
1. On the UpStream application, connected to your SmartMesh IP Mote, change the value of the slider to any
value. This emulates the value collected by a sensor.
2. Press the "send to manager" button. This sends the following UDP packet from your SmartMesh IP Mote to
your SmartMesh IP Manager:
® UDP source port 61000.
® UDP destination port 61000, or as set in the UpStream application.
® The packet contains two bytes of data representing the value of the slider on the UpStream application.
3. On the SensorDataReceiver application, connected to your SmartMesh IP Manager, the data is displayed in the
‘received sensor data’ frame when the packet is received.

e o v o~ w
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at the SmartMesh IP Manager

e

manager connection

through serialtdu:

host: 127.0.0.1 port: (8900 disconnect

Connection successful,

received sensor data

17414
source M4 001 7040000330343
TOurce part; 0000
destination port: 51000

Smattheshs0k 1 .0.5372
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at theSmartMesh IP Mote
Upstream © Dust Networks - 0] x|
sensor data to send
17414
destination IPv6 address dest. UDP port
fH020000000000000000000000000002 {61000 zend to manager
2001 04700056001 7 0000000000000002 |E1 Qo0 zend to host

join state machine

mote connection

through serial port;

Connection successful,

tip
Remember to rezet your mote befare starting thiz application.

Mate; The "send to manager” and "send to hast" button become active only once
the mote has reached the READYTOSEMD state.

SmarthdeshS0k 1 .0.5.71

The "send to host" button allows you to send data to any IP address. This functionality requires routing through an LBR and is
covered in a separate section.

SmartMesh IP Tools Guide Page 138 of 212



LT HER

dust

networks

Connect the manager to the LBR

@ The Low-power Border Router (LBR) is a server on the Internet which compresses/decompresses the 6LoWPAN

headers into IPv6 headers. Refer to the Low-power Border Router guide for details.

1. Navigate to your SmartMesh SDK directory, thento / wi n/ .
2. Double click on LBRConnect i on. exe script. The application opens.

LBRConnection € Dust Net =0 x|

LBR connection

connect |

connection:
status: dizconnectedd
prefix:
tranzmitted to LBR: 0 pkt= (08)
received from LBR: 0 pkt= (08)

manager connection

through serialtiux;

host; (127.0.0.1 port: 9900 connect

through serial port:

port name: connect |

smarthleshz0k 1.0.3.71
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3. Inthe LBR connection frame, click on connect, a file browser window opens.

Select an LBR authentication file 2=

Loak jn: I@ LER Connection j - ek E3-
| quest, lbrauth

ty Docurments

o B
e

ky Computer

File name: |:|I_JE:E:L||:IIEII.JH'| j Open I
Fil:s of bype: ILBH authentication file [*.lbrauth) j Cancel |
s

4. The guest . | br aut h file is a sample - you will need to replace its contents with the IPv4 address of your LBR
instance, and click open. This file contains the address of the LBR, and the credentials you need to authenticate to it.

SmartMesh IP Tools Guide Page 140 of 212



5. The button becomes green and the field informs you of the IPv6 prefix the LBR has assigned you (in this example
2001: 0470: 819f : 351d). Make note of that prefix.

LERConnection ! Dust Netwark = | Ellil

LBR connection

connection: guesti@lbr dustnetworks .com: 80

status: connectedd

prefix 2001047003191 351d
tranzmitted to LER: 0 pkt= (0B
received from LBR: 0 pkt= (0B

manager connection

through serialtiu:;

host: [127.0.0.1 port: (9900 connect |

through serial port:

port name: | connect |

Smatthleshs0H 1.0.5.71

6. Use the manager connection frame to connect to your SmartMesh IP Manager.

LERConnection € Dust Netwaork - | Ellﬂ

LER connection

connection: guestEdlbr dustnetworks com: 30

status: connectedd

prefix: 2001:0470:81 9F:351d
tranzmitted to LBR: 0 pkt= (08
received from LBR: 0 pkt= (0B

manager connection

through serialtiu:

Connection successful,

Smatthleshs0k 1.0.5.71
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&) On the Upstream application, use the send to manager and send to host buttons to send either to the manager (the
data appears in the SensorDataReceiver application) or into the Internet.

Note that these data streams are independent, i.e. data sent into the Internet does not appear in the
SensorDataReceiver application or vice-versa.

Common Problems

The application won't connect to my mote

® |s the mote switched on?
® Have you connected the application to the API port of the device?
® |s another application already connected to that port?

The table below details the serial setting for all devices:

device serial port number usage baudrate data bits parity stop bits

SmartMesh IP Manager third* CLI 9600 8 N 1
fourth™ API 115200** 8** N** 1

SmartMesh IP Mote third* CLI 9600 8 N 1
fourth* API 115200** 8** N** 1

*: refers to the serial ports created by the FTDI drivers.

**: default values.

My mote does not join
® Depending on its join duty cycle and the state of your network, it can take a SmartMesh IP Mote several minutes to
join.
® Verify that your SmartMesh IP Mote is configured on the same network ID as your SmartMesh [P Manager
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8 Low-power Border Router

8.1 What is an LBR?

A Low-power Border Router (LBR) is the networking device which allows you to connect your SmartMesh IP network to the
Internet. The LBR sits between a SmartMesh IP Manager and the internet. It converts between the IPv6 packet format of the
internet to the 6LOWPAN packet format of the SmartMesh IPnetwork to enable communication between computers on the
Internet (“internet hosts") and SmartMesh IP Motes.

The LBR performs three functions:

® Connectivity. It allows your SmartMesh IP Motes to send data to servers on the Internet, and for hosts on the Internet
to send data to your SmartMesh IP Motes.

® Compression. Its compression/decompression engine translates IPv6 into 6LoWPAN as data flows between the
Internet and the SmartMesh IP network.

® Addressing. It manages a pool of IPv6 addresses, thereby configuring each SmartMesh IP Mote with a unique,
globally reachable IPv6 address.

@  Theterm ‘Low-power Border Router" is defined by the IETF work group ROLL in RFC6550.

The LBR is a computer program which can run in two modes:

® in standalone mode, it runs on the computer connected to the SmartMesh IP Manager, and handles a single
SmartMesh IP network

® in server mode, it runs on a server which can be located anywhere on the Internet, and accepts connections from
multiple SmartMesh IP networks

8.2 Documentation Organization

® Qverview.

® |nstallation. This page shows you how to install an LBR. If you just want to try the LBR functionality out, we
recommend you take the Test Drive.

® ser Guide. This page details how to administer the LBR by managing users.

® (LI guide. This section is a detailed description of the Command Line Interface (CLI) of the LBR, and serves as a
reference.
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8.3 Overview

8.3.1 Goals of an LBR

An SmartMesh IP network is IPv6-ready: each SmartMesh IP Mote can be assigned an IPv6 address, and packets exchanged
comply to the 6LoWPAN standard, a compressed version of IPv6.

The LBR links the SmartMesh IP Manager to the Internet. With this link established, SmartMesh IP Motes can generate data
and send it directly to a host on the Internet. Different SmartMesh IP Motes can send data to different hosts. Similarly, hosts
on the Internet can send data to individual SmartMesh IP Motes in the network.

This enables a SmartMesh IP Mote to behave exactly like any host on the Internet.

@  The 6LoWPAN standard and the concept of the LBR have been developed with the Internet Engineering Task Force,
the standardization body behind all Internet-related standards.

8.3.2 Services
The LBR performs three functions:

® Connectivity. It allows your SmartMesh IP Motes to send data to servers on the Internet, and for hosts on the Internet
to send data to your SmartMesh IP Motes.

® Compression. Its compression/decompression engine translates IPv6 into 6LoWPAN as data flows between the
Internet and the SmartMesh IP network.

® Addressing. It manages a pool of IPv6 addresses, thereby configuring each SmartMesh IP Mote with a unique,
globally reachable IPv6 address.

SmartMesh IP Tools Guide Page 144 of 212



LT e dust™

Connectivity

IPv6 Internet

IPv4 Internet

\  SmartMeshIP £
v Network !

Today, there are two versions of the Internet: the older IPv4 version and the new IPv6 version. While a SmartMesh IP network
is IPv6-ready, most of the current Internet still run on the older IPv4 version. The LBR understands both version, allowing for
an SmartMesh IP Manager to connect to it even from a location which only supports the IPv4 Internet.

IPv6 Internet

LER Cliant

~r

| SmartMesh IP £
71 Network ]

Once your SmartMesh IP Manager is connected to the LBR, the IPv6 packets exchanged between the SmartMesh IP network
at the IPv6 internet are "tunneled" through the connection between the SmartMesh IP Manager and the LBR.
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SSL

/ LBR

LBR Client

To enable confidentiality, data integrity and authentication, the session between the LBR client (connected to the SmartMesh
IP Manager) and the LBR can be secured through a Secure Sockets Layer.
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LER Connector 7

Manager i
— -~
” "T/' N
/o \
\ | SmartMesh P {
71 Network !
Ul /

The LBR client is a computer program running on the computer physically connected to the SmartMesh IP Manager. It
consists of these components:

® the | pMgr Connect or which connects to the SmartMesh [P Manager
® thel br Connect or which connects to the LBR.

The LBR client program is part of the SmartMesh SDK.
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Compression

LBR

IPv6 Internet

CompressionDecompression
Engine

ELoWPRAN

-—
LB Client

\
/

To increase efficiency, the 6LoWPAN protocol is used inside the SmartMesh IP network, a compressed version of IPv6
protocol. The LBR contains a compression/decompression engine which turns 6LoWPAN into IPv6 on-the-fly as data is
exchanged between the SmartMesh IP network and the Internet.
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Addressing

IPv6 Internet

LER Cliant

e
m Mihweth profis — ass

=
N TR

h ! Smarthlesh IP

3aaa73 .I NetWDI’k ISSES::Z
ki ’

\Eh,

When running in server mode, the LBR manages a pool of IPv6 addresses, which it assigns to the different SmartMesh IP
networks connecting to it. When a client connects to it, after authenticating the client, the LBR assigns it a network "prefix’, i.e.
the network part of the IPv6 address of each node in the SmartMesh IP network.

This prefix is used to SmartMesh IP Mote self-configure the IPv6 address of each SmartMesh IP Mote in the network. Each
SmartMesh IP Mote obtains a globally addressable, unique, IPv6 address.
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8.4 Installation

@  This page shows you how to install an LBR. If you just want to try the LBR functionality out, we recommend you
take the Test Drive.

8.4.1 Requirements

Operating System

The LBR will run on any modern flavor of Linux. It requires following services to be available:

® The LBR process must be able to create/destroy tun/tap virtual kernel network devices. The LBR will create a new t un
interface for each client connected, and will destroy this interface when the client disconnects.
® The LBR process must be able to bind a socket to TCP port 80, the default port the LBR listens on for connections.
® |Pv6 must be supported. Specifically:
® |Pv6 forwarding must be enabled
® the LBR process must be able to assign arbitrary an IPv6 address to each t un interface it manages.
® The LBR process must be able to call the system commands listed in the following table:

command  description
pi ng6 a utility which send/receives ICMPv6 echo requests and responses
i fconfig autility to configure the IPv6 addresses of the t un interfaces the LBR manages

route a utility to administer the routing table of the Linux kernel

® The LBR process must have write privileges to the bi n/ dust | br/t enp/ of you LBR installation.

&) Most modern versions of Linux comply with the operating system requirements listed above "out-of-the-box".

Python
The LBR program requires Python 2.6 or Python 2.7 to be installed.

IPv6 connectivity

The LBR manages a /48 IPv6 prefix, which it subdivides into one /64 prefix for each SmartMesh IP which connects to it.
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You can obtain a /48 prefix:

® from your network administrator if you have IPv6 support in your local network
® from most IPv6 tunnel brokers, such as Hurricane Electric

This /48 must be routed to your LBR, i.e. all traffic going to an address pertaining to that prefix should end up at your LBR.

8.4.2 Installation Steps
Follow the steps below to install the LBR and verify its operation. At the end of these steps, you will be able to:

® connect the SmartMesh IP Manager to the LBR and obtain your SmartMesh IP network's IPv6 prefix
® send data from a SmartMesh IP Mote to an Internet host
® send data from an Internet host to a SmartMesh IP Mote
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Topology
LBR program
( 1Pv4 T) |manages IPv6 prefix
aaaa:./48
192.168.0.2 192.168.0.1
ApiExplorer
connected to etho
the mote Q
~

LBRlclient | lbrConnection

1 ! L | connected to
- i the manager
By

SmartMesh IP SmartMesh IP
Mote Manager

MAC address:
00-17-0D-00-00-12-34-56

The diagram above represents the connections and the addressing used for these installation steps. Replace the addresses
with the ones applicable to your situation.

To be able to test your setup, you need two machines:

® the LBR client, which is connected to your SmartMesh IP Manager and which runs the LBRConnection application
® the host, a computer connected to IPv6 which exchanges data with the SmartMesh IP Mote

*.  The image above shows a test setup where the LBR and LBR client, and the LBR and host sit on the same Ethernet
link. This is not a requirement, as in a production setup, all three machine will sit at different locations.
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Install the LBR

Enable IPv6 forwarding
On Debian:

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

On Ubuntu:

Edit the file / et ¢/ sysct | . conf and uncomment the following line:

net.ipv6. conf.all.forwardi ng=1

. You may need to restart the network service or reboot the machine for those changes to take effect.

Verify that the change was taken into account:

> cat /proc/sys/net/ipv6/conf/all/forwarding
1

Configure the Interfaces

ifconfig ethO 192.168. 0.1 netmask 255.255.255.0 up
ifconfig ethl inet6 add bbbb::1/64

Verify Connectivity

Verify that the different machines can connect to each other by using the pi ng command.

® from the LBR, you should be able to ping:
® the LBR client
® the host
® from the LBR client, you should be able to ping:
® the LBR
® from the host, you should be able to ping:
® the LBR
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Install the LBR program
Unzip the LBR- 1. 0. 0. 2. zi p file. We call the resulting folder the LBR root folder.

Start the LBR program

cd <your _| br_root_fol der>
cd bin/dustlbr
pyt hon dust| br. py aaaa: 0000: 0000

You should see the LBR command prompt:

Low Power Border Router (c) Dust Networks
version 1.0.0.1
>

Connect the LBR Client to the LBR
On the LBR client:

navigate to your SmartMesh SDK installation directory

open the file bi n/ LBRConnect i on/ guest . | br aut h file

in the | br Addr field, enter the IPv4 address of your LBR (in our case 192. 168. 0. 1) and save the file
double-click on LBRConnect i on. py to start the LBRConnection application

In the "LBR connection" frame, click connect and select the guest . | br aut h file. The application is now
connected to the LBR

6. In the "manager connection" frame, connect to your SmartMesh IP Manager

ok~ b~

The LBR has assigned your SmartMesh IP network the prefix aaaa: 0000: 0000: abcd where abcd is a random
subprefix assigned by the LBR.

Send data from the mote to the host
On the host:

1. start the netcat utility to listen for IPv6 packets sent to UDP port 61000:

nc -6l u 61000

On the LBR client:

1. navigate to your SmartMesh SDK installation directory
2. open the APIExplorer application
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3. Connect the application to your SmartMesh IP Mote.

4. Follow the instructions in the Internet Integrationtutorial to send following:
® destination address (destlIP field): bbbbO0O00000000000000000000000002
® (destination port (destPort field): 61000
® packet payload: 706f 69 (corresponding to the ASCII string "poi")

Clicking on the send button on the SmartMesh IP Mote side results in the netcat utility on the host printing "poi".

Send data from the host to the mote
On the LBR client:

1. Using the APIExplorer application, issue a get Par anet er . macAddr ess command to read the MAC address of
the SmartMesh IP Mote. In our case 00170d0000123456.
2. Determine the IPv6 address of your SmartMesh IP Mote by appending its MAC address to the SmartMesh IPnetwork's
prefix. In our case:
1. the SmartMesh IP network's prefix is aaaa00000000abcd
2. the MAC address of the SmartMesh IP Mote is 00170d0000123456
3. the IPv6 address of theSmartMesh IP Mote is hence aaaa00000000abcd00170d0000123456
3. Ensure that your SmartMesh IP Mote has a socket open and bound to UDP port 60000.
4. Keep the APIExplorer application open.

On host:

1. use the netcat utility to send the string "poi" to your SmartMesh IP Mote, port 60000.

nc -6u aaaa: 0000: 0000: abcd: 0017: 0d00: 0012: 3456 60000
poi <type Enter to send>
<type Grl+Cto quit the utility>

Pressing enter in the nc utility on the host results in the SmartMesh IP Mote receiving the following r ecei ve notification:

® socket | d: 3, the socket bound to UDP port 60000

® srcl P: bbbb0000000000000000000000000002, the IPv6 address of the host computer
® srcPort:the (random) UDP port used by the nc application

®* payl oad: 706f 69, the hexadecimal representation of the ASCII string "poi"

This concludes the installation and test of the Low-power Border Router.
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8.5 User Guide

@  This page details how to administer the LBR by managing users.

This page assumes that you have installed an LBR. If this is not the case, please follow the installation instructions.

8.5.1 Security Levels

& These security levels apply only to the session between the LBR and the LBR client, not to the end-to-end session
between the SmartMesh IP Mote and the Internet host.

The following security levels are supported:

level name description

0 none The session between the LBR and the LBR client is a TCP session. No authentication is required from
the user. Guest accounts use this security level.

1 passwor d The session between the LBR and the LBR client is a TCP session. The user is authenticated by a
password sent in the clear after the TCP session has been estalished.

2 ssl The session between the LBR and the LBR client is a SSL (Secure Sockets Layer) session. The user
and the LBR are authenticated by a secure handshake based on public and private keying material. The
data transmitted between the LBR and LBR client is encrypted.

Use cases:

® Since it's the most secure, we recommend to use of security level 2 (ssl ).
® Security level 1 (passwor d) should only be used in cases where SSL is not an option.
® Security level 0 (none) should only be used for testing and guest accounts.

8.5.2 User Account Types

The LBR supports two types of user accounts.
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Guest Accounts

When connecting to the LBR using a guest account, you get the same benefits as using a regular account, i.e.:

® the SmartMesh IP Motes in your network can exchange data with hosts on the Internet

your network is assigned an IPv6 prefix

The restrictions of a guest account are:

® each time a user connects as a guest, the LBR assigns that network a different, random prefix

the connection between the LBR client and the LBR is not secure

You connect to the LBR using a guest account by specifying the following parameters:

username security level

guest 0 (none)

©

Reg

Multiple guests can connect to the LBR at the same time.

ular Accounts

Using a regular user account requires the LBR administrator to add the corresponding user to the user database on the LBR.

A regular user account is identified by the following:

a unique username

a unique 2-byte subprefix

a security level

credentials for authenticating the user

The type of credentials depends on the user's security level:

8.5

level 0: none
level 1: a password
level 2: a pair of public/private keys for the LBR client, and the public key of the LBR

.3 Installing the LBR's Keying Material

This step is required before adding any user with security level 2 (ssl ).
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This step consists in generating an installing a public/private keys pair on the LBR.

The keying material needs to be formatted as "PEM" (see RFC 1422), which is a base-64 encoded form wrapped with a header
line and a footer line. The step below use the OpenSSL module (commonly installed in all Linux distributions), but any
equivalent method can be used.

1. Onyour LBR, navigate to the | br/ bi n/ dust | br / keys/ directory.
2. Type the following command:

openssl req -new -x509 -days 365 -nodes -out servercert.pem -keyout serverkey.pem

3. You will be asked a number of questions about your LBR. This information will be stored in the keying material, and
visible by any user connecting to your LBR.
4. This command generates the two following files:
® the LBR's private key in ser ver key. pem
® the LBR's public key in ser ver cert . pem(a self-signed certificate)

These keys have a limited lifetime, set in the - days option above. Set that lifetime to a value appropriate for your
application.

You can open these files to verify that they are indeed PEM formatted.

----- BEG N CERTI FI CATE- - - - -

M | CsDCCAhngAW BAgl JAPMhe+4vew7 e MAOGCSqGS| b3 DQEBBQUAMEUX Cz AJBgNV
BAYTAKFVVRMAMEQYDVQQ EwpTb21l LVNOYXRI MSEWHWYDVQQKExhJbnRl cnbl dCBX
aV\RnaXRz| FBOe SBMiI GQwHNhc NMTT WiNDE2 MT g 1 VDA2 \Wh ¢ NMTMAMNDE2 MTg 1 VDA2 W BF
MBWCQYDVQQGEW] BVTETMBEGALUECBVKU29t ZS1TdGFOZTEhMB8 GALUEChMYSW50
ZXJuZXQV2! kZ21 0cyBQdHkg THRKM GfF MAOGCSqGSI b3DQEBAQUAA4 GNADCBI QKB
gQbd/ j VNuPdf o9WeocR1kEcWKnVux3aZoPt FKf Pgnf EBi 5502GcPulr S6Zy T1FW4
oGLr GHE/ nZJ3S52vT3| 8E+mDmrvVQLt ouf 71 9MAOFZPI WGANQ7u+x9q3Ud 7f 7nQ

dYn+KRt LcZkevOBWBi D1B8ps5Pev36SWx+FTi J+Gr cpkwi DAQABo4GnM GkMBOG
ALUdDgQWBBS(Rj 8Dz Cj YEy3R3+D8k75Pt bzf O BLBgNVHSMEDj BsgBSCRj 8DzGj Y
Ey3R3+D8k75Pt bzf OgFJ pEcWRTEL MAk GA1UEBhMCQVUX Ez ARBgNVBAGTC Nv bWt

U3RhdGUx| TAf BgNVBAOTGEI udGVy bVl FdpZGdpdHMyUHRS1 ExOZI | JAPMhe+4v
ew?7 e MAWGAL Ud EWQFMAMBAF 8wDQYJ KoZI hvc NAQEFBQADg YEAVHTOPRt vCbEST Lka
9ontDyf Ns2su3ci aPgQFZHcp+QAl H YnsvkcYYJhovZ9kgGVvHs XuLFZKgi y+J2w5
Y70vJ2| OBxYM6s TFvdTP9/ JkgRYl OFW Tf HXCf THv54YH3T8R892R2hGBAU;j | 3cx
X9INSIGAr XCIJ4Gy4KAca8Tf K2Ho=

————— END CERTI FI CATE- - - - -

SmartMesh IP Tools Guide Page 158 of 212


http://tools.ietf.org/html/rfc1422.html

LT e dust™

M | CXAl BAAKBgQDd/ j VNuPdf 09Weoc RLk EcWKnVux3aZoPt FKf Pgnf EBi 5502GcP
ulr S6Zy T1FU40GLr GHE/ nZJS52vT3I 8E+nDmIvVQLt ouf 71 9MAOFZPI WGAN Q7 u+Xx
9g3Ua 7f 7nQ dYn+KRt LcZkevOBWBi D1B8ps5Pev36SWx+FTi J+G cpkwi DAQAB
AoGAdD3hkYI yXnD+t aMFaX4UCz 2JBnoBy 25FRLEOHP15LpL6dTq/ t LgpVdm+Kyt

t Oocof gZj PMopKnAk A6l ATI ONTA9SDs UdwhMSM 5+7x MBSEGPV/ OCVznleTxwGue
41ZD8ok ADXj qLY/ vzEi YeDr ntx9FoULbQxWUPhT9y TO6 VECQQDz 3e2F5K3Sy/ vt

Zl enXTKeWEqHyy30i 2e5W)J800YJqPv5P) PoNLr 7r Nr KZBt dvyPc YQQHyv8r hZzp
WAYdZSChAKEAG6QNt i yCo8Y1LnSr PV7I YCxFI 4WB4| 9+6CxsxYsQeLPr z8dBoYt AX
bNdy| DENaTj HETSeahf t AavvnCsCl Fn+aQJAB/ HH5h/ ABej 9SQul WBxudLgeqFPX
K& OMr yl W gHBnQJ 2eHL4K1Z+nm70JbnDIneunGRQ ExJqcpNhVCTQyvk VWIAA990
S+6KACGI7R2] / | 4t EVODgGAS/ v2buM2F349Et Ri i bxU4dt PgX8Wjt t 05z9LKt AV8
0GR/ Yr S5s5Y2hZnmp4aQIBAI | hoPi 2zShLLMBN9/ px/ | j gs5M7/El AMICGCy8Y5c1nv
SnhSy 081 FoXquKJ1BAKt BDv6Li 4nX8t CCeaGs RW Rs M=

----- END RSA PRI VATE KEY-----

8.5.4 Adding Users

Ibrauth LBR Authentication Files

When connecting to the LBR using the SmartMesh SDK's LBRConnection application, the user has to select a LBR
Authentication File. The steps below instruct you how to build such a file for each type of user.

The LBR authentication file consists of a number of "key = val ue" pairs.

You need to leave at least one space on each side of the equal sign (=) in your LBR authentication file. That is:

® "key=val ue"is wrong
® "key = val ue"isright

Guest User

Configure the LBR
No special configuration is required for the LBR to accept guest users.

Create the LBR Authentication File
The LBR authentication file to distribute to the client to use in the LBRConnection application is the following.
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# the | Pv4 address of the LBR
| brAddr = <your LBR s I P address or DNS entry>

# the TCP port of the LBR
I brPort = 80

# usernane
user name = guest

# security leve
seclevel =0

Regular User with security level 0

This section indicates how to create the following user:

username subprefix security level credentials

user_secl evel _0 ab00 0 (none) none

Configure the LBR

On the LBR, enter the following commands to add the new user:

> add user_secl evel _0 ab00

By default, a new user is configured with security level 0, so no further configuration is needed.

Create the LBR Authentication File
The LBR authentication file to distribute to the client to use in the LBRConnection application is the following:
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# the | Pv4 address of the LBR
| brAddr = <your LBR s I P address or DNS entry>

# the TCP port of the LBR
I brPort = 80

# user name
username = user_secl evel _0

# security leve
seclevel =0

Regular User with security level 1

This section indicates how to create the following user:

username subprefix security level credentials

user _seclevel 1 ab01 1 (passwor d) password user _password

Configure the LBR

On the LBR, enter the following commands to add the new user:

> add user_secl evel _1 ab01

> passwor dset user_secl evel _1 user_password
(03¢

> secl evel user_seclevel _1 password

(0.6

Create the LBR Authentication File
The LBR authentication file to distribute to the client to use in the LBRConnection application is the following:
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# the | Pv4 address of the LBR
| brAddr = <your LBR s I P address or DNS entry>

# the TCP port of the LBR
I brPort = 80

# user name
username = user_seclevel _1

# security leve
seclevel =1

# password
password = user_password

Regular User with security level 2

This section indicates how to create the following user:

username subprefix security level credentials
user _secl evel _2 ab02 2 (ssl) public key LBR built from the ser ver cert . pemfile
public key LBR client  generated through OpenSSL

private key LBR client generated through OpenSSL

Generate the user's public/private keys
The first step is to generate the strings representing the public/private key pair of the LBR client:

1. Type the following command on any machine with OpenSSL installed:

openssl req -new -x509 -days 365 -nodes -out clientcert. pem -keyout clientkey.pem

2. You will be asked a number of questions about your client. This information will be stored in the keying material, and
visible by the LBR when the LBR client connects.
3. This command generates the two following files:
® the LBR client's private key in cl i ent key. pem
® the LBR client's public key in cl i ent cert . pem(a self-signed certificate)
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These keys have a limited lifetime, set in the - days option above. Set that lifetime to a value appropriate for your
application.

You can open these files to verify that they are indeed PEM formatted.

----- BEG N CERTI FI CATE- - - - -

M | Cs DCCAhngAW BAgl JAOBABI WIRBI | MAOGCSqGSI b3 DQEBBQUAMEUX Cz AJBgNV
BAYTAKFVMRMAMEQYDVQQ EwpTb21l LVNOYXRI MSEWHWYDVQQKExhJbnRl cnbl dCBX
aV\RnaXRz| FBOe SBMI GQaHhc NMTT WNDE2 MTk z Mz Ay Wh ¢ NMTMAMNDE2 MTk z Mz Ay W BF
MBWCQYDVQQGEW] BVTETMBEGALUECBVKU29t ZS1TdGFOZTEhMB8 GALUEChMYSW50
ZXJuZXQV2l kZ21 0cyBQdHkgTHRKM Gf MAOGCSQGS! h3DQEBAQUAA4GNADCBI QKB
gQCt R2w+MFGgBpp5i Bwz Nk UYhB8uoLs XM r q9aof SgsYl HEROoP67m gkD/ 0DVs O
xLOnr FOQ6n2oaNLMGED6sLsi 4LnOW VHTEW2452406VgV+Pbp6Xc4xJ8j zLOUMSgC
NUu2kj § 9Vx7TD11XRvgd1OY6FUKZXVxt AOLXxQ YF3UB9w DAQABo4GNM GkNMBOG
A1UdDgQWBBQo U BawYk8hj a8V641 dZt pGnvKj B1BgNVHSMEDj BsgBQoU/ QBawvYk
8hj a8V64l dZt pGnvKqFJ pEcWRTEL MAk GA1 UEBhMOQVUX Ez ARBgNVBAg TG Nv bWALL
U3RhdGUx | TAf BgNVBAOTGEI udGvybnVOI FdpZGdpdHWUHRSI Ex0ZI | JAOBABI WA
RBI | MAWGA1 Ud EWQFMANVBAF 8wDQYJ KoZI hvc NAQEFBQADY YEAX] pyhcAC/ Z78qyJr
KRf pi rn+/ 376gXi 3xpg2KIM2SexcFng7t nucpnr pbr dGhENy6Ynmx Cc Ek4f OFYMLA
udFI r f X1l EXqv1iwHggvxd+N5+UNv X1l xCr f i 108Z7PaZKxb1t pNMIm 3i ONSzl 62
| +3t oWQUXSKS 37j 31 dLgXmh7pCk=

————— END CERTI FI CATE- - - - -

----- BEG N RSA PRI VATE KEY-----

M | CXQ BAAKBgQCt R2w+MGgBpp5i Bwz NxUYhB8uoLs XM r g9aof SgsYl HEROoP6
7m gkD/ ODMs OxLOnr FOQBnR2oaNLMED6sLsi 4LnmGW VHEW24s2406VgV+Pbp6Xc4
xJ8j zLOUMSgCcNUU2kj G 9Vx7TD11XRvgd1OY6FUKZXVxt AOLXxQG YF3U89w DAQAB
A0GAK5QEOVcP8DD491 uYnADEVWBAO7 4k YxFKbi i / SYyAZ/ kqGz TanXpt Mpi 81BknZ
X9N2xt 2A8zah8XK7YPzP9j m 3Nl zShi ZLNdr sdFCi j AueXmWH f FCzi hN1UwsnB/
8DxCACP763y/ SebuCYWWKKOT7 JvbG\nhOt eexsWN7RNabd YECQQDc ASnPc6v 7LBx
3Dl LzWE69Bf WQuux62C6k41 dQGv3ye3d13l Cl 5y3l Kw+kECQFyni gj t VyLar j mJD
7YEJCadhAKEAy Z7v/ ay Qk55bZk Ag9J TG Zk Y5Usx XhGT4npgj 0/ SadwHg8S3QR2
EkVh5hgWe Zt qzJw/ | LRN di Qvf 1Ky YOYFwWJAf gr ODgvdSSFXwBL+1MYXj AwlUr 9ns
vyPyaVDi RLH aMBVJzcvL5XITRwWss Sng4ut yQrKLbYysl cJU2pgwy UEzI QIBAM h
LFTVXeMyq7vbuZAf abl vt ZhPzDncOgAi Xf +Czpox+HvkP7Qs| gNMa3i bywd8nD1L
XXEDgwo MR7 pCQl EOV3MCQQDBr v@Bi zz TMARPXThO0s 2i KNUMuuKsgOGv1QWNJ yqzl
hl 5s+QQ t P3VS8I TzW kki F8SJDj 5Ky myUTf t Md1vehO

----- END RSA PRI VATE KEY-----

To be able to enter those keys in the LBR, or write in the LBR authentication file, you need to convert those files into a single
string by removing:

® the line returns
® the heading and trailing lines
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This results in the following strings which we have truncated for display purposes:

M | Cs DCCAhngAW BAgl JAOBABI WARBI | MAOGCSqGSI b3 DQEBBQUAMEUX Cz AJBgNVBAYTAKFVVRMAEQYDVQ. . . <t runcat ed>

M | CXQ BAAKBgQCt R2w+M-CGgBpp5i Bwz Nx UYhB8uoLs XM r g9aof SgsYl HEROoP67m gkD/ ODMsOxLOnr F. .. <truncat ed>

M | CsDCCAhnmgAW BAgl JAPMhe+4vew7e MAOGCSqGS| b3 DQEBBQUAMEUx Cz AJBgNVBAYTAKFVVMRMAMEQYDVQ. . . <t runcat ed>

Configure the LBR

To be able to authenticate the user, the LBR needs to know only the public key of the user. Input the same single line string
which we have again truncated here for display purposes:

> add user_secl evel _2 ab02

> publ i ckeyset user_secl evel _2 M | CsDCCAhngAWM BAgl JACBABI WARBI | MAOGCSqGSI b3DQEBBQU. . . <t runcat ed>
> secl evel user_seclevel _2 ssli

(0@

Create the LBR Authentication File

The LBR authentication file needs to contain both the public and private keys of the user, and the public key of the LBR. Note
that we have again truncated the long keys to display here:

# the | Pv4 address of the LBR
| brAddr = <your LBR s | P address or DNS entry>

# the TCP port of the LBR
I brPort = 80

# user name
usernane = user_secl evel _2

# security level
secl evel = 2

# dient's private key
clientprivatekey = M| CXQ BAAKBgQCt R2w+M-GgBpp5i Bwz NxUYhB8uoLs XM r q9aof SgsYl ... <truncated>

# Client's public key

clientpublickey = M| CsDCCAhngAWM BAgl JAOBABI WARBI | MAOGCSqGSI b3DQEBBQUAMEUXCz. . . <t runcat ed>
# LBR s public key

| br publ i ckey = M | CsDCCAhmgAW BAgl JAPMhe+4vew7eMAOGCSqGSI h3DQEBBQUAMEUXCzAJB. . . <truncat ed>
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8.5.5 Managing Users

The LBR CLI allows you to manage the users while the LBR program is running.

) This section gives you an overview of how to use the CLI commands to manager users. Refer to the LBR CLI guide

for details about each command.

Status

Use the user s command to get an overview of the connected users:

> users
user _secl evel _1 (ab01)
user _secl evel _0 (ab00)
user _secl evel _2 (ab02)

Enter 'users <soneNanme>' to see al

Specify a username to obtain detailed information about that user, including statistics:

> users user_seclevel _1
adm n:
nane:
subprefix
| ogl evel :
virtual | f Name:
security:
secl evel
passwor d
connection stats:
st at us:
since
connecti onTi ne:
| ast | pAddr:
| ast Port:
packet stats:
fromthe Internet:
packet s:
successful :
failed
conpr essi on:
too | ong:
fromthe nesh:
packet s:
successful :
failed
deconpr essi on

user _seclevel _1

connect ed
di sconnect ed
di sconnect ed

ab01
debug
tun0

passwor d
user _password

connect ed

Mon Apr

5

mn.

10. 10.48. 124
2130

O O O © o

o O O o

pkts
pkts
pkts
pkts
pkts

pkts
pkts
pkts
pkts

detail s about one network

16 13:11: 08 2012
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Logging

The LBR logs the activity of its core, as well as for each user in the bi n/ dust | br/ 1 ogs/ folder:

® system | og contains logging information of the LBR core.
® user_*. | og files contain logging information about a specific user.

2012-04-16 13:11:08,783 [dientConnector: DEBUGF Listen for security capabilities of the client
2012-04-16 13:11:08,786 [dientConnector: DEBUF Cient requested requestedSecl evel =1
2012-04-16 13:11: 08,789 [dient Connector: DEBUGF Send LBR s security capabilities
2012-04-16 13:11: 08,792 [dient Connector: DEBUG Listen for usernane

2012-04-16 13:11:08, 795 [ ient Connector: DEBUF Send back usernane

2012-04-16 13:11:08,797 [dientConnector: DEBUF TCP session securing: password
2012-04-16 13:11:08,800 [dientConnector: DEBUGF Listen for password

2012-04-16 13:11:08,803 [dientConnector: I NFQ user's prefix: aaaa: 0000: 0000: ab01
2012-04-16 13:11: 08,806 [Lbrd: I NFQ user user_secl evel _1 connected

2012-04-16 13:11:10,365 [Lbrdi:DEBUG Follow ng comrand entered: users

2012-04-16 13:11:17,036 [Lbrdi:DEBUG Fol |l owi ng command entered: users user_secl evel _1
2012-04-16 13: 11: 20, 926 [ BackupEngi ne: DEBUF Backi ng up user DB

You can set the log level for each user using the | ogl evel command (see LBR CLI guide).

Disconnecting

You can force a user to disconnect from the LBR by using the di sconnect CLI command.

Removing

You can remove a user from the user database by using the CLI r emove command.

& This also removes all statistics associated with that user.

8.5.6 Backup and Recovery

All the user information is kept in a user database, which is periodically backed up to the bi n/ dust | br/ user DB. pkl
file.

When starting, the LBR program will read that file and recover the user database last backed-up into that file. To force a
backup (e.g. right after adding a user), use the CLI command backup (see the LBR CLI guide).
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8.6 CLI Guide

@ This section is a detailed description of the Command Line Interface (CLI) of the LBR, and serves as a reference.

The list of CLI commands:

8.6.1 add

Description
Add a user.

Syntax
add <username> <subprefix>

Parameters

Parameter Description
username  The name of the new user

subprefix  The 2-byte subprefix of that client, expressed as exactly 4 hexadecimal characters, e.g. 0b12

Example
add myuser 0bc2
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8.6.2 backup

Description
Backup the user database to the user DB. pkl file.

Syntax
backup

Parameters

Parameter Description

Example
backup
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8.6.3 disconnect

Description
Disconnect a user currently connected.

Syntax
disconnect <username>

Parameters

Parameter Description

username  The username of the user to disconnect

Example
disconnect myuser
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8.6.4 help

Description
Display the list of available commands.

Syntax
help

Parameters

Parameter Description

Example

> help

Available commands:

add (a) - add a user

backup (b) - backs up the current user database in a file
disconnect (d) - disconnect a user

help (h) - print this menu

loglevel (Il) - sets the log level for a particular user
passwordremove (pr) - removes the password of a user
passwordset (ps) - sets the password of a user
publickeyremove (pkr) - removes the public key of a user
publickeyset (pks) - sets the public key of a user

quit (q) - quit this application

remove (r) - remove a user

seclevel (sl) - sets the security level of a user

status (s) - print the general status of the LBR

users (u) - status of all users, or details about one
version (v) - print the version of the LBR

Notes:

- type '<command> ?' to get the usage
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8.6.5 loglevel

Description
Change the loglevel for a given user.

Syntax
loglevel <username> <loglevel>

Parameters

Parameter Description
username  The username of interest, or al | to apply to all users

loglevel The loglevel to set; the options are debug, i nf o, war ni ng,error orcritical

Example
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8.6.6 passwordremove

Description
Remove the password associated with a user.

Syntax
passwordremove <usernames>

Parameters

Parameter Description

username  The username of interest

Example
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8.6.7 passwordset

Description
Sets the password of a user.

Syntax
passwordset <username> <password>

Parameters

Parameter Description
username  The username of interest

password  The password to set

Example
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8.6.8 publickeyremove

Description
Remove the public key associated with a user.

Syntax
publickeyremove <username>

Parameters

Parameter Description

username  The username of interest

Example
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8.6.9 publickeyset

Description
Set the public key associated with a user.

Syntax
publickeyset <username> <public_key>

Parameters

Parameter Description
username  The username of interest

public_key The public key to set

Example

SmartMesh IP Tools Guide Page 175 of 212



LT HER

dust™

networks

8.6.10 quit

Description
Exit the LBR application.

Syntax
quit

Parameters

Parameter Description

Example
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8.6.11 remove

Description

Remove a user from the user database.

Syntax
remove <username>

Parameters

Parameter Description

username  The username of interest

Example
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8.6.12 seclevel

Description
Set the security level associated with a user.

Syntax
seclevel <username> <level>

Parameters

Parameter Description
username  The username of interest

level The security level to set. Acceptable values are none, passwor d or ssl

Example
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8.6.13 status

Description
Print the status of the LBR.

Syntax
status

Parameters

Parameter Description

Example
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8.6.14 users

Description
Print an overview of which users are connected. The command user s <nane> prints details about a specific user.

Syntax
users [username]

Parameters

Parameter Description

username  The name of a user

Example
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8.6.15 version

Description

Prints the version of the LBR.

Syntax
version

Parameters

Parameter Description

Example
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9 On-chip Application Protocol

This section describes the On-chip Application Protocol (OAP). This RESTful-style protocol was developed to demonstrate
how an external client can connect to, and exchange packets with applications that run on the mote. OAP runs over UDP and
is conceptually similar to CoAP. It is a session-oriented protocol that has options for acknowledged and unacknowledged
packets. Only one client at a time (see figure) may use the session to send requests to mote. Acknowledged traffic may only
flow from client to mote. Unacknowledged traffic may only flow from mote to one or more clients.

OAP runs over UDP, port OxFOB?9 - this is in the most compressible 6LoWPAN port range to maximize the available
payload.Customers are free to use OAP in their own Applications, provided they fully implement the protocol -- OAP is not
part of the networking stack.

Client Mote

QAaPUDR

CARLIDP LTC-580x

The documentation is broken-up into the following sections:

® Protocol - information about connections and general data framing
® QAP in SmartMesh Motes - information about various OAP modules in SmartMesh mote applications
® Examples - examples of commonly-used OAP exchanges.

. The mote must be in master mode in order to terminate OAP commands. This is the default mode for motes
shipped in the starter kits (DC9000 & DC9021 and DC9007).

9.1 Protocol

9.1.1 Packet Format

OAP packets all have a common format that includes 2-byte header followed by variable length payload:

Control Id Payload
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1byte 1byte 0-nbytes

Control field

The Control field includes the following subfields:

Field Bit Position Description

Transport 0 0=unacknowledged, 1=acknowledged
Response 1 O=request, 1=response
Sync 2 0=normal, 1=resync connection
Reserved 3-7 Reserved, setto 0
Id field
The ID field includes the following subfields:
Field Bit Position Description
Sequence number 0-3 Packet sequence number
Session ID 4-7 Session ID

9.1.2 Communication

OAP supports two traffic patterns:

® reliable request/response communication from client to the mote and

® hest-effort notifications from mote to client

To start communicating with request/response traffic, the client must establish connection to the mote. OAP utilizes sequence

numbers to guarantee ordering and reliable delivery. The initial sequence number is established during the first handshake and
is incremented with every new request/response pair. Mote's responses always go to the source IP address and port of the
request packet. To save on communication time and bandwidth, the initial handshake may include application payload.

Client: Initiating new connection with Sync request
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To establish communication, the client must send a Sync request, designated by Control byte set to ( Transport=1,
Response=0, Sync=1), Sequence=random #, and Session ID=0. A valid response will have the Control byte set to (
Transport=1, Response=1, Sync=1) and will contain the echoed sequence number. If the Sync request contains request
payload, the response will also contain corresponding response payload. If the client receives a valid response, it should
consider the connection established. The Session ID from the response should be included in all follow-on request packets
sent to the mote and should be checked for in all response packets. Sequence number used in the exchange should be
recorded as /ast_sequence_number — it will be incremented in follow-on requests.

Mote: processing new Sync requests

To understand the protocol it may be helpful to understand how the mote handles incoming Sync packets. When the mote
application starts, it chooses a random current_session_id and starts listening on UDP port associated with OAP. When it
receives a packet with the Control byte set to (Reliable=1, Sync=1, Response=0) it goes through the following steps:

1. Increments current_session_id

2. Stores sequence number from the received packet in last_sequence_number

3. If any payload is included in the packet, processes it and prepares response packet with payload. Otherwise, the
response packet has no payload.

4. Sends the response packet that has Control byte set to (Reliable=1, Sync=1, Response=1, Sequence=
last_sequence_number) and Session ID set to current_session_id

Using the connection

Every request/response is associated with a new sequence number, and both client and mote must enforce a strict order of
packets within a connection. A packet with an assigned sequence number must be acknowledged before a new sequence
number is used. To send a new request packet, the client should do the following:

1. Increment /ast_sequence_number

2. Set Control to (Transport=Acknowledged, Sync=0, Response=0), Sequence=last_sequence_number and Session ID to
current_session_id and send the packet

3. Wait for a reply. A valid reply must have Control byte set to ( Transport=Acknowledged, Sync=0, Response=1),
Sequence=last_sequence_number, and correct session ID.

4. If no reply is received, a copy of the request must be resent or connection should be considered failed. The timeout
that the client should use depends on network and topology and is outside the scope of this document. We
recommend at least 3 retries.

Mote receive logic for non-Sync packets is outlined below. It may be useful for understanding the protocol:

® |f received packet contains an unknown session ID, the mote drops it.

® |f the packet contains sequence number that is /ast_sequence_number+1 (i.e. next expected packet), the mote sends a
response and updates its copy of last_sequence_number. A copy of the response payload is cached.

® |f the packet contains a sequence number equal to /ast_sequence_number (i.e. a duplicate), the mote sends back a
cached copy of the response without processing the payload.

® |f the packet contains any other sequence number, the mote drops it.
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@ For simplicity reasons, OAP protocol is designed to operate with one client at a time. If more than one client
attempts to establish connection to a mote, the last one will take precedence. On the other hand, if strict ordering of
request/response traffic is not required, or if multiple clients may be sending packets to a mote in parallel,
establishing and maintaining a connection may not be necessary or appropriate. In such cases, the client(s) may
set the Sync bit with every request packet and mote will treat it as a new connection with a single request/response
exchange.

Terminating connection

There's no explicit termination of a connection. Whenever the client does not wish to continue communicating, it may stop
sending packets. Note that the mote has no awareness of this, and the application will continue operating normally.

Unacknowledged Notifications from mote

Unacknowledged traffic (i.e. Transport=Unacknowledged, Response=0) may only go in one direction: Mote to Client. These
packet types are used to send Notifications. The destination IP address and port must be configured on the application level
before packets may flow. The Mote drops any unacknowledged traffic directed to it.

9.1.3 OAP Payload

In general, data sent inside the OAP Payload field depends on the capabilities supported by mote's application. However, all
payloads in OAP have a common structure.

The request (Control includes Transport=1, Response=0) packet payload contains a Command id, followed by an address and
a list of variables being accessed at that address and encoded in Tag-Length-Value format. The meaning of address and
variables is explained later in this section.

Command <Address>[<Var><Var><Var>...]

1 byte 0-n bytes

The response (Control includes Transport=1, Response=1) packet payload contains the same Command value as the request,
and also carries Return Code (RC) in the header. The address and a list of variables that constitute the response follows.

Command RC <Address>[<Var><Var><Var>...]

1 byte 1 byte 0-n bytes

Notifications (Control includes Transport=0) contain one Command byte (=Notification) followed by application-specific
payload:
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Command Notification Data

1 byte 0-n bytes

Command field

The Command field identifies how payload packet should be processed. The following commands are defined in OAP:

Command Value Senthy Description

GET 0x01 Client  Retrieve values of one or more variable from the mote

PUT 0x02 Client  Update the values of one or more variables on the mote

POST 0x03 Client  Create an an application object with indicated values of variables
DELETE 0x04 Client  Delete an object specified by address and variable values

NOTIFICATION 0x05 Mote

Various mote notifications

Behavior of each command depends on the application and the payload contents, but follows general principles of RESTful

architecture.

Return Code (RC) field

Return Code field indicates the result of processing an OAP request payload.

Return Code

0K

RC_NOT_FOUND
RC_NO_RESOURCES
RC_UNK_PARAM
RC_INV_VALUE
RC_INV_ADDR
RC_NO_SUPPORT
RC_RD_ONLY
RC_WR_ONLY

RC_FEWER_BYTES

Id Description

0

1

Request succeeded

Object not found

No sufficient resources to complete request
Unknown parameter

Invalid value

Invalid address

Not supported

Variable is read-only

Variable is write-only

Fewer bytes than expected
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RC_TOO_MANY_BYTES 10 More bytes than expected

RC_UNK_ERROR 11 Unknown error

RC_EXEC_SIZE 12 Command can’t be executed

. These OAP return codes should not be confused with the return codes returned by APl commands.

9.1.4 Tag-Length-Value(TLV) Encoding

Application payload contains a variable-length list of Tag-Length-Value fields. The general format of TLV field is

Tag  Length Value

1 byte 1byte Lengthbytes

® Tagis a numeric code which uniquely identifies the item represented by this encoding for a given context. A tag of
OxFF has a special meaning and denotes an encoded address.

® |en the size of the value field in bytes.

® Value is a variable sized set of bytes which contains data for this part of the message.

Data representation of values

Values encoded in TLV format have the following format:

Integers

Integer values are sent in big-endian order. INT8U and INT8S values are one byte. INT16U and INT16S are 2 bytes, and
INT32U and INT32S are 4 bytes.

Character strings

All character strings are sent terminated with a "\0' byte ("null terminated")
Byte strings

Byte strings are sent as a stream of bytes

Fractional numbers

Fractional numbers are sent in fixed point notation. The length and point position is defined by the application.
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Address representation

OAP addresses are ordered sets of one-byte numbers that identify location of various application variables. For example
3/2/1/6 is an address, and so is 1/1/1/25/1. The actual meaning of addresses is only meaningful in a context of an application.

Addresses are encoded in TLV format using a special tag value of OxFF. The value part of the TLV is a byte string
corresponding to the address, with each byte treated as separate number.
For example, an address of 1/4/0 would be represented by:

Tag = OxFF, Length = 3, Value = 0x01, 0x04, 0x00

9.1.5 Using OAP to interact with an application

An application that supports OAP must map the variables that can be controlled and queried into a logical hierarchy, much like
a RESTFul HTTP-based APIs for many common websites arrange resources. It's easy to think about the hierarchy using the
familiar URL notation.

Consider a simple device with 2 gpio pins and one analog channel. The application may represent these as 2 groups of
variables: gpio (id=0) and adc (id=1). Resource gpio/0 (address 0/0) would refer to the first pin, gpio/1 (address 0/1) to the
second, and adc/0 (address 1/0) to the one and only analog channel.

To allow querying and configuring of the device, we need variables for each of these groups.

For gpio, the variables could be the following (x below can take values of 0 or 1, depending on gpio:

Variable Id Address Description
direction 0 0/x/0 O=input, 1=output
outval 1 0/xM 0/1 for output pins

inval 2 0/x2 0/1 for input pins
For adc, we could have the following variables

Variable Id Address Description
enable 0 1/0/0 O=disabled, 1=enable

voltage 1 1/0A1 value read from the channel, in 8.8 fixed point notation (2 bytes)

Let's look at some examples of OAP payloads:
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GET gpio/0 variables — Retrieve values of all variable for gpio/0 pin
We encode address of gpio/0 as a TLV with a special 'address' tag of 0xff, len=2, and value of 0x00 0x00.

Contents of the payload field in OAP request will be:

Command Address

01 FF 02 00 00
The expected response payload includes all variables for gpio/0, i.e. direction(id=0), outval(id=1) and inval(id=2):

Command RC Address Variablel Variable2 Variable3

01 00 FFO20000 000101 010101 020100

PUT gpio/1 outval=1 — set output level of gpio/1 pin to high

We encode address of gpio/1 as address with tag 0xff, len=2 and value of 0x00 0x01. The variable outval has a tag of 0x01,
length of 1, and value of 0x1.

Contents of the payload field in OAP request:

Command Address Variable1

02 FF 020001 000101
The expected response is:

Command RC Address Variahble1

02 00 FFO20001 000101

Note that the variable that was set and the value it is set to is echoed in the response.
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9.2 OAP in SmartMesh Motes

9.2.1 Introduction

The motes found in the SmartMesh IP Starter Kit (DC9000 & DC9021) and SmartMesh WirelessHART Starter Kit (DC9007)
contain an application that, when operating in Master mode, demonstrates the capabilities of the LTC5800 platform. It
includes several independent modules that may be accessed and controlled, either through Stargazer (for IP) or applications
in the SmartMesh SDK.

Starter Kit Modules

/Info, /main  ———— Info, Main
e  /digitallinput  —— Digital Input
Client —— J/digital/output ——  Digital Qutput
— fanalog —_— Analog Input
L jtemperature — Temperature
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The following table lists application modules implemented in each platform:

Support in SmartMesh IP  Support in SmartMesh WH

Description
/info Information Yes
/main Main Yes
/digital/input  Digital Input Yes
/digital/output  Digital Output Yes
/analog Analog Input Yes
/temperature  Temperature Yes
/pkgen Packet Generator Yes

Addressable Elements and Pinout

Yes

Yes

No

No

No

Yes

Yes

The addressable elements in the application, along with their element address identifiers (in parentheses) are listed here. The
address for a particular pin is appended to its functional group address, so digital out D4 is addressed at /digital_out/D4 or

3/0.

® info (0)
® main (1)
® digital_in (
* DO
* D1
* D2
* D3
® digital_out (3

¢ INDICATOR_O LED (2)

¢ analog (4)
®* AO(0
* Al(

® A2 (2)

® A3(3)

® temperature (5)
® pkgen (254)
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Signal Address LTC5800 Pin LTC5800 Pin  DC9003 Pin LTP5901/2 Pin LTP5901/2 Pin
Name Name # name Name #

DO 2/0 DP2 34 DP2 DP2 / GPI021 26

D1 2/1 SPIS_MOSI 51 S_MoslI GP1026 / 48

SPIS_MOSI

D2 2/2 IPCS_SSn 45 |_SSn IPCS_SSn/GPIO3 39

D3 2/3 IPCS_SCK 44 |_SCK IPCS_SCK/GPIO4 36

D4 3/0 IPCS_MOSI 42 |_MOSI IPCS_MOSI/GPIO5 35

D5 31 IPCS_MISO 40 |_MISO IPCS_MISO /GPIO6 33

Indicator 3/2 DP3 33 INDICATOR_O DP3 25

A0 4/0 ALLO 15 ALLO A0 10

A1 4/ Al_1 16 Al_1 Al_1 8

A2 4/2 Al_2 18 Al_2 Al_2 7

A3 4/3 A3 17 Al_3 Al_3 9
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The info element contains information identifying the application. All devices implementing OAP should support variables in

[/info

this element.
Variable ID
swRevMaj 0
swRevMin 1
swRevPatch 2
swRevBuild 3
appld 4

resetCounter 5

changeCGounter 6

/main

Type
INTSU
INTSU
INTSU
INT16U

INT16U

INT32U
INT32U

Access Description

R

R

Major software revision of the application
Minor software revision of the application
Patch number of the application
Build number of the application

Unique application ID.
0x0000-0x7FFF : reserved
0x8000-0xFFFF: available for use by customers

SmartMesh Starter Kits = 0x0001
Same as mote join counter.

Number of configuration changes since last reset. Combination of resetCounter and
changeCounter enables clients to determine if any changes occurred since last
access.

The main element contains addressing information such that the application can be configured to direct its data to a particular
address and port. These should not be changed in the Starter Kit or the mote will not correctly interact with Stargazer or the

SmartMesh SDK.

Variable ID Type
destAddr 0 INT8U[16]

destPort 1 INT16U

Access Default Description

r/w

r/w

FF02::02 IP address to which the mote should send data packets

FOB9 UDP port to which the mote should send data packets
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/digital_in

This element contains variables to access the digital input module. Individual pins may be accessed by appending a pin ID to
the base address, e.g. /digital_in/2 is D2.

Variable ID Type Access Default Description
enable 0 INT8U r/w disabled 0O=disabled, 1=enabled
rate 1 INT32U r/w 10,000  Sample rate, in milliseconds. Valid only for dataFormat is ‘all’
Min: 1000ms
Max: 300,000ms
sampleCount 2 INT16U r/w 1 Number of samples to accumulate in packet when dataFormat is ‘all’
If number specified does not fit in a packet, the mote will send packet when
full.
dataFormat 3 INT8U r/w all 0="all' —accumulate and send all samples

1='on-change' — send packet if value changes; for rapid changes, updates
will be limited to once a second.

2='on-high' - send packet if change from low to high detected; for rapid
changes, updates will be limited to once a second.

3='on-low' - send packet if change from high to low is detected; for rapid
changes, updates will be limited to once a second .

value 4 INT8U r n/a Returns the value of the pin at time of read.

/digital_out

This element contains all variables to access the digital output module. Individual pins may be accessed by appending a pin ID
to the base address, e.qg. /digital_out/1 is D5.

Variable ID Type Access Default Description

value 0 INT8U w n/a Set the pin to desired value;
O=setpinto 0
1=set pinto 1
2=toggle pin once a second; Only valid for status LEDs
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/analog

This element contains variables to access the ADC module. Individual channels may be accessed by appending an ID to the

base address, e.g. /analog/0 is AQ.

Variable ID Type
enable 0 INT8U

rate 1 INT32U

sampleCount 2  INT8U

dataFormat 3 INT8U

value 4 INT16U

/temperature

Access Default Description

r/w

r/w

r/w

r/w

r

disabled 0=disabled, 1=enabled

10,000 Sample rate, in milliseconds. Min: 1000ms
Max: 300,000ms

1 Indicates number of samples to accumulate in packet when dataFormat is
‘all'. If number specified does not fit in a packet, the mote will send packet
when full.

Indicates number of samples to use for stats aggregation when dataFormat
is 'stats'

all 0="all' —accumulate and send all samples
1="stats' — send min/max/ave for each sampleCount samples

n/a Return the value of the channel at time of read, in mV

This element contains variables for access to the internal temperature sensor module

Variable ID Type
enable 0 INT8U

rate 1 INT32U

sampleCount 2  INT8U

dataFormat 3 INT8U

Access Default Description

r/w

r/w

r/w

r/w

enabled O=disabled, 1=enabled

30,000 Sample rate, in milliseconds.
Min: 1000ms
Max: 300,000ms

1 Indicates number of samples to accumulate in packet when dataFormat is
‘all'. If number specified does not fit in a packet, the mote will send packet
when full.

Indicates number of samples to use for stats aggregation when dataFormat
is 'stats'

all 0="all' — accumulate and send all samples
1="stats' — send min/max/ave for each sampleCount samples
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Value 4 INT16S r n/a Return current temperature, in 1/100ths of a °C (reported in °C in mote
version <1.3)
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/pkgen

The packet generator module is used to send a specific number of packets (numPackets) at a specific rate (rate) with a
specific packet size (packetSize). StartPID is used in the pkgen notification. Pkgen will start to generate notifications
(type=pkgen) when it receives a PUT command. The client needs to specify all the variables since pkgen will not save them.
Finally, echo will be used as an auto-increment variable. The client will use PUT/echo=value to start. Then every time the client
calls GET/echo the value of echo will increment by 1. If the mote resets, pkgen will NOT restart sending notifications. To stop
pkgen from sending notifications, send a PUT request with numPackets=0.

Variable Id Type Access Default Description

echo 0 INT32U r/w 0 Reply with echo received

numPackets 1 INT32U w 0 Number of packets to send

rate 2 INT32U w 10,000 Rate to generate packets in milliseconds.
packetSize 3 INT8U w 80 Size of the packet to send.

startPID 4 INT32U w 0 Starting Packet Id
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9.2.2 Notifications

Sample/Report notification

Field Type Description
type INT8U 0 = raw samples
channel TLV Source of data in address format, e.g. /digital_in/1

timestamp UTGC_TIME_L Timestamp of first sample in this report

rate INT32U Time between samples, in milliseconds
numSamples INT8U Number of samples in this packet
sampleSize  INT8U Size of each sample, in bits

samples|] Bits Samples, bit-aligned

Stats report (min/max/ave)

Field Type Description
type INTSU 1 = stats report
channel TLV Source of data in address format, e.g. /analog/1

timestamp UTC_TIME_L Timestamp of start of stats window

rate INT32U Time between samples, in milliseconds
numSamples INT8U Window for stats collection

sampleSize  INT8U sampleSize in bits (i.e. size of each metric)
stats Bits Min, Max, Ave (each of sampleSize)

@ Analog channel values are sent in units of mVolts

Temperature values are sent in units of 100th of a °C
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Digital change notification

This notification is sent out on digital 10 change

Field Type Description
type INT8U 2 = digital change notification
Channel TLV Source channel

Timestamp UTC_TIME_L Timestamp when the change was detected

New value  INT8U New value (0 or 1)

PkGen notification

This notification is sent when PkGen generates packets.

Field Type Description

type INT8U 4 = PkGen notification

Channel TLV Source channel

Pid INT32U Packetld (Starting at startPID and incrementing)

StartPID INT32U StartPID

numPackets INT32U NumPackets

Payload TLV Should be the size set in packetSize and look like 00010203...
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9.3 OAP Examples

These example encodings apply to the application found in the mote, as described in the modules section.

9.3.1 Turning on the INDICATOR_0 LED

Sending this packet to the mote will turn on it's indicator LED

OAP Header Command ID Address Payload (Variable TLVs)

0500 02 FF02 03 02 000101

OAP Header

® (Control: 05 (acknowledged request, resync=1 used to establish a connection)
¢ |D: 00 (sequence = 0, session = 0)

OAP Payload

¢ Command: 02 (PUT)
® Address
® Address TLV with length 2
® 0302 is /digital_out/INDICATOR_0
Tag: 00 (the Value variable)
Length: 01
Value: 01 (set pinto 1)

9.3.2 Temperature Sample Notification

This shows temperature notifications coming from mote that is enabled to sample temperature.

0AP Command Notification Address Timestamp Rate # Sample Sample(s)
Header ID type samples size
0003 05 00 FF 01 0000 00 00 53 16 60 93 0000 01 10 0ae0
05 0004e577 13 88
OAP Header

® (Control: 00 (unacknowledged request, normal sync)
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® |D: 03 (sequence = 3, session = 0)

OAP Payload (Notification)

¢ Command: 05 (notification)

® Type: 00 (raw samples)

® Address: FF 01 05 (tag, length, value=5, i.e. temperature)

® UTC Timestamp: 00 00 00 00 53 16 60 93, 00 04 €5 77 (seconds into epoch, microseconds)
® Rate: 00 00 13 88 (5000 milliseconds)

® Number of samples: 01

® Sample size: 10 (16 bits)

® Samples: 0a e0 (2784 100ths of a °C)

9.3.3 Digital Input Change Notification

This shows digital pin change notifications coming from mote that is configured to report on change

OAP Header Command ID Notification type Address Timestamp Value
00 02 05 02 FF02 0200 000000003d2270f30000c5ce 01
OAP Header

¢ Control: 00 (unacknowledged request, normal sync)
® |D: 02 (sequence = 2, session = 0)

OAP Payload (Notification)

® Command: 05 (notification)

Type: 02 (digital notification)

® Address: FF 02 02 00 (02 00 is /digital_in/DO0)

UTG Timestamp: 00 00 00 00 3d 22 70 8 00 00 ¢5 ce
® Value: 01

9.3.4 Get app info

OAP Header Command ID Address

05 00 01 FF 0100

OAP Header

® (Control: 05 (acknowledged request, resync=1 used to establish a connection)
® |D: 00 (sequence = 0, session = 0)
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OAP Payload

® Command: 01 (GET)

® Address
® Address TLV with length 1
® (0isinfo

Response Payload
OAP Header

® (Control: 05 (acknowledged request, resync=1 used to establish a connection)
® |D: 00 (sequence = 0, session = x)
®* RC:00

OAP Payload

® Command: 01 (GET)
® Address
® Address TLV with length 1
® (Q0isinfo
® swRevMajor, swRevMin, swRevPatch, swRevBuild, appld, resetCounter and changeCounter values

0AP Address swRevMajor swRevMin swRevPatch swRevBuild appld resetCounter changeCounter
Header
07x000  FFO1 00 01 01 010100 020110 03 0103 04 02 0504 06 04

00 0001 00000021 00000003

9.3.5 Get the settings of a Digital Input

Sending this packet to the mote will return the configuration of digital input DO (pin DP2 of the DC9003 board)

OAP Header Command ID Address Payload (Variable TLVs)
0500 01 FF 02 02 00 (none)
OAP Header

® (Control: 05 (acknowledged request, resync=1 used to establish a connection)
® |D: 00 (sequence = 0, session = 0)

OAP Payload
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¢ Command: 01 (GET)

® Address
® Address TLV with length 2
® 0200 is /digital_in/D0

The response from the mote is:

OAP Header Command ID RC Address Payload (Variable TLVs)

0710 01 00 FF020200 0001000104000027 10020200 010301000400

OAP Header

® (Control: 07 (acknowledged response, resync=1 used to establish a connection)
® |D: 00 (sequence = 0, session = 1)

OAP Payload

® Command: 01 (GET)
® RC: 00 (OK)
® Address
® Address TLV with length 2
® 0200 is /digital_in/D0
® Field ID 00 (enable/disable) with length 1
® Value = 00 (disabled)
® Field ID 01 (rate) with length 4
® Value = 00002710 (10,000ms)
® Field ID 02 (sample count) with length 2
® Value = 0001 (one sample per report)
® Field ID 03 (data format) with length 1
® Value = 00 (send all)
® Field ID 04 (value) with length 0 (because it is disabled)

9.3.6 Enable a Digital Input

Sending this packet to the mote will enable digital input DO (pin DP2 of the DC9003 board)

OAP Header Command ID Address Payload (Variable TLVs)

0500 02 FF02 02 00 000101

OAP Header

® (Control: 05 (acknowledged request, resync=1 used to establish a connection)
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® |D: 00 (sequence = 0, session = 0)
OAP Payload

¢ Command: 02 (PUT)
® Address
® Address TLV with length 2
® 0200 is /digital_in/D0
® Field ID 00 with length 1
® settovalue 1 (enable)

The mote will start sending reports on this digital input as that channel is configured. No polling is required to get the value.

9.3.7 Configure a Digital Input to report on change

Sending this packet to the mote will cause it to send a data notification whenever digital input DO (pin DP2 of the DC9003
board) changes state (low to high or high to low)

OAP Header Command ID Address Payload (Variable TLVs)

05 00 02 FF0202 00 000101030101

OAP Header

® Control: 05 (acknowledged request, resync=1 used to establish a connection)
® |D: 00 (sequence = 0, session = 0)

OAP Payload

® Command: 02 (PUT)
® Address
® Address TLV with length 2
® 0200 is /digital_in/D0
® Field ID 00 with length 1
® settovalue 1 (enable)
® Field ID 03 with length 1
® setto value 1 (send on change)

The mote will send a data report any time the digital input transitions from low to high or from high to low. Note, this is only
usable for very low frequency changes. Like a door open/close, or a pushbutton.
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10 Logging

10.1 Using the Logging Capabilities

The SmartMesh SDK has advanced logging capabilities. All sample applications log activity in a log file. For example, when
launching API Expl or er . py, afile APl Expl or er. | og is created in the same directory. This file contains information

about the activity of the sample application.

10.2 Logfile format

Each entry in the logfile follows the format:

<ti nest anp> [ <conponent >: <l ogl evel >] <nmessage>

Where:

® <timestanp> is the date and time the line was printed to the logfile. For example, "2014- 10- 27
13: 02: 04, 431"
® <conponent > is the Python component which generates this message. The component name is usually the same

as the name of the Python source file in which the log statement appears.
® <] ogl evel >is the "seriousness" of the event. Possible values are DEBUG, | NFO, WARNI NG ERROR and

CRI TI CAL.
® <nmessage> is an arbitraty string, which can span over multiple lines.

10.3 Example logfile

To illustrate this capability, let's use API Expl or er . py to connect to a SmartMesh IP Manager, issue the
get Net wor kI nf o command, and disconnect. This section shows the contents of the APl Expl or er . | og file generated
by that transaction.

10.3.1 Connecting to the manager

First, we connect the APl Expl or er . py to the SmartMesh IP Manager on serial port COVB3. As shown in the logs below,
this causes the Ser i al Connect or module to issue a hel I o command.

The command is serialize by the Byt eArraySeri al i zer into command ID 1 and bytes 04- 00- 00.
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2014-10- 27
2014-10- 27
2014-10- 27
2014-10- 27
2014-10-27
2014-10-27

13:
13:
13:
13:
13:
13:

02:
02:
02:
02:
02:
02:

- commandArray:
- fieldsToFill:
2014-10-27 13:02

- cndl d:

- byteArray:

04, 431 [Serial Connector: | NFQ creating object

04,431 [Hdl c: INFQ Creating object

04,463 [Hdl c: I NFO opened port COVB3

04, 463 [ Serial Connector:INFQ hdlc notification: connection state=True

04,463 [Hdlc: INFQ thread started

04,463 [ByteArraySerializer: DEBUG serialize ...
["hello']
{'cliSegNo': 0, 'version': 4, 'node': 0}

104,463 [ByteArraySerializer:DEBUG ... serialize into

1
04- 00- 00

The Seri al Connect or then receives the command and uses the Cr ¢ module to calculate the CRC.

2014-10-27 13:02: 04,463 [Serial Connector: DEBUF _sendlnternal cndld=1 retry=0 i sResponse=Fal se
serializedFields=[4, 0, 0]

2014-10-27 13:02: 04, 463 [ Seri al Connector: DEBUE ---------- pcToMote DATA (1) ---------- >
2014-10-27 13:02: 04,463 [Crc: DEBUG cal cul ating for data=00-01-01-03-04-00- 00

2014-10-27 13:02: 04, 463 [Crc: DEBUG fcs=0xb3c5

The HI dc module sends the bytes over the serial port to the SmartMesh IP Manager.

2014-10-27 13:02: 04, 463 [ Hdl c: DEBUG
packet ToSend:
- payload: 00 01 01 03 04 00 00
b3 c5
True

- fcs:
- valid:

When receiving the hel | o command, the SmartMesh IP Manager replies with a hel | o_r esponse. First, the bytes are
received by the Cr ¢ and Hdl ¢ modules which verifies the bytes form a correctly formatted HDLC frame:

2014-10-27 13:02: 04,463 [Crc: DEBUG cal cul ating for data=00-02-00-05-00- 04- 00- 00- 00
2014-10-27 13:02: 04, 463 [ Crc: DEBUG fcs=0xe3dc
2014-10-27 13: 02: 04, 463 [ Hdl c: DEBUG

recei vedFr ane:

- payload: 00 02 00 05 00 04 00 00 00
e3 dc
True

- fes:
- valid:

The Ser i al Connect or module the parses the header of the serial packet to determine the command ID, the length,
whether it is a response, the packet ID, and the payload bytes:
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2014-10-27 13:02: 04, 463 [ Seri al Connect or: DEBUG cndl d=2 | engt h=5 i sResponse=Fal se packet | d=0
payl oad=[0, 4, 0, 0, O]

2014-10-27 13:02: 04, 463 [ Seri al Connector: DEBUF <--------- mot eToPc DATA (0) ----------
2014-10-27 13:02: 04, 463 [ Seri al Connector: DEBUF no ack needed

The Byt eArraySeri al zer parses the payload bytes into the command hel | o_r esponse:

2014-10-27 13:02: 04, 463 [ByteArraySerializer: DEBUG deserialize ...

- type: command

- id: 2

- byteArray: 00- 04- 00- 00- 00

2014-10-27 13:02: 04,479 [ByteArraySerializer:DEBUG ... deserialized into

- nanmeArray: ["hell o_response']

- returnFields: {'cliSeqNo': 0, 'version': 4, 'successCode': 0, 'nmgrSegNo': 0, 'node': 0}

10.3.2 Issues the getNetworkinfo command
Then, we issue a get Net wor kI nf o command.

The same interaction between the Byt eArraySeri al i zer, Hdl ¢ and Cr ¢ module happens as with the hel | o packet
above to send the correct bytes over the serial port to the SmartMesh IP Manager:

2014-10-27 13:02: 09,526 [ByteArraySerializer: DEBUG serialize ...

- commandArray: [" get Net wor kil nf o' ]

- fieldsToFill: {}

2014-10-27 13:02: 09,526 [ByteArraySerializer:DEBUG ... serialize into
- cndl d: 64

- byteArray:

2014-10-27 13:02: 09, 526 [ Seri al Connector: DEBUGF _sendl nternal cndl d=64 retry=0 i sResponse=Fal se
serializedFiel ds=[]
2014-10-27 13:02: 09,526 [ Seri al Connector: DEBUG ---------- pcToMbt e DATA (1) ---------- >
2014-10-27 13:02: 09,526 [Crc: DEBUG cal cul ating for data=02-40-01-00
2014-10-27 13:02: 09,526 [Crc: DEBUG fcs=0x 6da
2014-10-27 13:02: 09, 526 [ Hdl c: DEBUG
packet ToSend:
- payl oad: 02 40 01 00
- fes: 06 da
- valid: True
2014-10-27 13:02: 09,542 [Crc: DEBUG cal cul ating for
dat a=03- 40- 01- 1e- 00- 00- 09- 1c- 52- 00- 01- 64- 00- 00- 00- 15- 18- 00- f e- 80- 00- 00- 00- 00- 00- 00- 00- 17- 0d- 00- 00- 3f - f
13: 02: 09, 542 [Crc: DEBUG f cs=0x943f

2014-10-27 13:02:10,917 [Hdl c: I NFO di sconnect
2014-10-27 13:02: 10,917 [Serial Connector:INFQ hdlc notification: connection state=Fal se
2014-10-27 13:02: 10,917 [Hdlc: INFQ thread ended
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The SmartMesh IP Manager answers with the response to the get Net wor kI nf o command. This response is parsed by the
Hdl c, Seri al Connect or and Byt eArraySeri al i zer modules, as the hel | o_r esponse packets above.

2014-10-27 13:02: 09, 542 [ HdI c: DEBUG

recei vedFr ane:

- payload: 03 40 01 1e 00 00 09 1c 52 00 01 64 00 00 00 15 18 00 fe 80 00 00 OO 00 00 00 00 17 Od
00 00 3f f8 le

- fes: 94 3f

- valid: True
2014-10-27 13:02: 09, 542 [ Seri al Connect or: DEBUG cndl d=64 | engt h=30 i sResponse=True packet|d=1

payl oad=[0, O, 9, 28, 82, O, 1, 100, O, O, O, 21, 24, 0, 254, 128, 0, 0, O, O, O, O, O, 23, 13, O,
0, 63, 248, 30]
2014-10-27 13:02: 09, 542 [ Seri al Connector: DEBUF <--------- pcToMbte ACK (1) after 0.016 --------
2014-10-27 13:02: 09, 542 [ Seri al Connector: DEBUG no ack needed
2014-10-27 13:02: 09,542 [ByteArraySerializer: DEBUG deserialize ...

- type: conmmand

- id: 64

- byteArray:

00- 00- 09- 1c- 52- 00- 01- 64- 00- 00- 00- 15- 18- 00- f e- 80- 00- 00- 00- 00- 00- 00- 00- 17- 0d- 00- 00- 3f - f 8- 1le
2014-10-27 13:02: 09,542 [ByteArraySerializer:DEBUG ... deserialized into

- nameArray: [" get Net wor kl nfo']

- returnFields: {' nunLost Packets': None, 'advertisenentState': 0, 'ipv6Address': [254, 128, 0,

o, o0 0,0 O, O, O, 23, 13, 0, 0, 63, 248, 30], 'asnSize': 7250, 'num\btes': 9, 'numArrivedPackets':
None, 'netlLatency': 5400, 'netState': 0, 'netPathStability': 0, 'downFraneState': 1, 'nmaxNunbHops':
None, "RC : 0, 'netReliability': 100}

10.3.3 Disconnect

2014-10-27 13:02: 10,917 [Hdl c: I NFQ di sconnect
2014-10-27 13:02:10,917 [Serial Connector:INFQ hdlc notification: connection state=Fal se
2014-10-27 13:02:10,917 [Hdl c: INFQ thread ended

Disconnecting just consist in deleting the Python object. Deleting the Hdl ¢ instance will cause it to close the serial port.

10.4 Implementation details

The SmartMesh SDK's logging capabilities is built around Python's built-in | oggi ng module.
€  For details about Python's | oggi ng module, see https://docs.python.org/2/library/logging.htm!.

Logging consists in two steps:

® sprinkle the source code with log statements which generate log event by different logging modules and loglevels.

SmartMesh IP Tools Guide Page 208 of 212


https://docs.python.org/2/library/logging.html

LT HER dust™’

® configure which combinations of logging modules and loglevels should be printed into the logfile.

These steps are detailed in the following subsections.

10.4.1 log statement in source code

Most files in the source code contain the following header:

i mport | oggi ng
class Nul | Handl er (| oggi ng. Handl er) :
def emit(self, record):
pass
| og = | oggi ng. get Logger (' Seri al Connector')
| og. set Level (| oggi ng. ERROR)
| og. addHandl er (Nul | Handl er ())

This creates a object | og, local to that file. Once this object is called, the following functions can be used:

| og. debug() creates an entry of loglevel DEBUG

| 0og.info() creates an entry of loglevel I NFO

| og. war ni ng() creates an entry of loglevel WARNI NG
| og. error() creates an entry of loglevel ERROR

log.critical () createsan entry of loglevel CRI TI CAL

&) When creating the | og object in the header, it is associated the name of the log module, in this case "
Seri al Connect or".

10.4.2 log configuration file

The src/ Smar t MeshSDK- x. x. x. x/ bi n/ | oggi ng. conf file indicates what combinations of logging modules and
loglevels should be printed into the logfile.

It contains for example:
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[1 ogger_Seri al Connector]

| evel = DEBUG

handl ers = std

propagat e =0

qual nare = Seri al Connect or

Which tells the | oggi ng to print all debug statements issued by the Ser i al Connect or module at loglevel DEBUGand
above to the file.

&) The same | oggi ng. conf file is used by all sample applications in the SmartMesh SDK.

10.5 Modifying logging in you application

The logging framework present in the SmartMesh SDK sample applications is designed to be flexible. To configure it, you only
need to edit the | oggi ng. conf file. This allows you to:

® remove logging entirely from certain modules
® change the loglevel of certain modules
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