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Please observe the following notes

User group of this manual

The use of products described in this manual is oriented exclusively to:

— Qualified electricians or persons instructed by them, who are familiar with applicable
standards and other regulations regarding electrical engineering and, in particular, the
relevant safety concepts.

— Qualified application programmers and software engineers, who are familiar with the
safety concepts of automation technology and applicable standards.

Explanation of symbols used and signal words

hazards. Obey all safety measures that follow this symbol to avoid possible in-

2 This is the safety alert symbol. It is used to alert you to potential personal injury
jury or death.

There are three different categories of personal injury that are indicated with a
signal word.

DANGER This indicates a hazardous situation which, if not avoided, will re-
sult in death or serious injury.

WARNING This indicates a hazardous situation which, if not avoided, could
result in death or serious injury.

CAUTION This indicates a hazardous situation which, if not avoided, could
result in minor or moderate injury.

alert the reader to a situation which may cause damage or malfunction to the

@ This symbol together with the signal word NOTE and the accompanying text
device, hardware/software, or surrounding property.

° This symbol and the accompanying text provide the reader with additional in-
1 formation or refer to detailed sources of information.

How to contact us

Up-to-date information on Phoenix Contact products and our Terms and Conditions can be
found on the Internet at:
phoenixcontact.com

Make sure you always use the latest documentation.
It can be downloaded at:
hoenixcontact.n r t

If there are any problems that cannot be solved using the documentation, please contact
your Phoenix Contact subsidiary.
Subsidiary contact information is available at phoenixcontact.com.

PHOENIX CONTACT GmbH & Co. KG
FlachsmarktstraBBe 8

32825 Blomberg

GERMANY

Should you have any suggestions or recommendations for improvement of the contents and
layout of our manuals, please send your comments to:
i hoenixcontact.com
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http://phoenixcontact.net/products

General terms and conditions of use for technical documentation

Phoenix Contact reserves the right to alter, correct, and/or improve the technical documen-
tation and the products described in the technical documentation at its own discretion and
without giving prior notice, insofar as this is reasonable for the user. The same applies to any
technical changes that serve the purpose of technical progress.

The receipt of technical documentation (in particular user documentation) does not consti-
tute any further duty on the part of Phoenix Contact to furnish information on modifications
to products and/or technical documentation. You are responsible to verify the suitability and
intended use of the products in your specific application, in particular with regard to observ-
ing the applicable standards and regulations. All information made available in the technical
data is supplied without any accompanying guarantee, whether expressly mentioned, im-
plied or tacitly assumed.

In general, the provisions of the current standard Terms and Conditions of Phoenix Contact
apply exclusively, in particular as concerns any warranty liability.

This manual, including all illustrations contained herein, is copyright protected. Any
changes to the contents or the publication of extracts of this document is prohibited.

Phoenix Contact reserves the right to register its own intellectual property rights for the
product identifications of Phoenix Contact products that are used here. Registration of such
intellectual property rights by third parties is prohibited.

Other product identifications may be afforded legal protection, even where they may not be
indicated as such.
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mGuard basics

1 mGuard basics

Network features

Firewall features

Anti-virus features

VPN features (IPsec)

The mGuard protects IP data links by combining the following functions:

Industrial security network router (with built-in 4 or 5-port switch and DMZ port depend-
ing on the model).

VPN router for secure data transmission via public networks (hardware-based DES,
3DES, and AES encryption, IPsec and OpenVPN protocol).

Configurable firewall for protection against unauthorized access. The dynamic packet
filter inspects data packets using the source and destination address and blocks unde-
sired data traffic.

1 Basic properties of the mGuards

Stealth (auto, static, multi), router (static, DHCP client), PPPoE (for DSL), PPTP (for
DSL), and modem

VLAN

DHCP server/relay on the internal and external network interfaces
DNS cache on the internal network interface

Dynamic routing (OSPF)

GRE tunneling

Administration via HTTPS and SSH

Optional conversion of DSCP/TOS values (Quality of Service)
Quality of Service (QoS)

LLDP

MAU management

SNMP

Stateful packet inspection

Anti-spoofing

IP filter

L2 filter (only in stealth mode)

NAT with FTP, IRC, and PPTP support (only in “Router” network mode)
1:1 NAT (only in “Router” network mode)

Port forwarding (not in “Stealth” network mode)

Individual firewall rules for different users (user firewall)

Individual rule sets as action (target) of firewall rules (apart from user firewall or VPN
firewall)

CIFS integrity check of network drives for changes to specific file types (e.g., execut-
able files)

Protocol: IPsec (tunnel and transport mode, XAuth/Mode Config)

IPsec encryption in hardware with DES (56 bits), 3DES (168 bits), and AES (128, 192,
256 bits)

Packet authentication: MD5, SHA-1, SHA-265, SHA-384, SHA-512
Internet Key Exchange (IKE) with main and quick mode
Authentication via:

105661_en_07
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VPN features (OpenVPN)

Additional features

Support

—  Pre-shared key (PSK)

- X.509v3 certificates with public key infrastructure (PKI) with certification authority
(CA), optional certificate revocation list (CRL), and the option of filtering by subject

or

— Remote certificate, e.g., self-signed certificates

Detection of changing peer IP addresses via DynDNS

NAT traversal (NAT-T)

Dead Peer Detection (DPD): detection of IPsec connection aborts

IPsec/L2TP server: connection of IPsec/L2TP clients

IPsec firewall and 1:1 NAT

Default route via VPN tunnel

Data forwarding between VPNs (hub and spoke)

Depending on the license: up to 250 VPN tunnels, in the case of mGuard centerport
(Innominate)/FL MGUARD CENTERPORT up to 3000 active VPN tunnels

Hardware acceleration for encryption in the VPN tunnel (except for mGuard centerport
(Innominate)/FL MGUARD CENTERPORT)

OpenVPN client

OpenVPN encryption with Blowfish, AES (128, 192, 256 bits)

Dead Peer Detection (DPD)

Authentication via user identifier, password or X.509v3 certificate

Detection of changing peer IP addresses via DynDNS

OpenVPN firewall and 1:1 NAT

Routes via VPN tunnels can be configured statically and learned dynamically
Data forwarding between VPNs (hub and spoke)

Depending on the license: up to 50 VPN tunnels

Remote Logging
VPN/firewall redundancy (depending on the license)

Administration using SNMP v1 - v3 and Phoenix Contact Device Manager (mGuard de-
vice manager (FL MGUARD DM))

PKI support for HTTPS/SSH remote access

Can act as an NTP and DNS server via the LAN interface

Compatible with mGuard Secure Cloud

Plug-n-Protect technology

Tracking and time synchronization via GPS/GLONASS positioning system
COM Server

In the event of problems with your mGuard, please contact your supplier.

e

For additional information on the device as well as release notes and software updates,

visit: phoenixcontact.net/products.

14 PHOENIX CONTACT
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1.2  Typical application scenarios

This section describes various application scenarios for the mGuard.

Stealth mode (Plug-n-Protect)

Network router

DMZ (demilitarized zone)

VPN gateway

WLAN via VPN tunnel

Resolving network conflicts

Mobile router via integrated mobile network modem

1.2.1 Stealth mode (Plug-n-Protect)

In stealth mode, the mGuard can be positioned between an individual computer and the
rest of the network.

The settings (e.g., for firewall and VPN) can be made using a web browser under the URL
https://1.1.1.1/.

No configuration modifications are required on the computer itself.

Figure 1-1 Stealth mode (Plug-n-Protect)

105661_en_07
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1.2.2 Network router

When used as a network router, the mGuard can provide the Internet connection for sev-
eral computers and protect the company network with its firewall.

One of the following network modes can be used on the mGuard:

— Router, if the Internet connection is, for example, via a DSL router or a permanent line.

— PPPoE, if the Internet connection is, for example, via a DSL modem and the PPPoE
protocol is used (e.g., in Germany).

— PPTP, if the Internet connection is, for example, via a DSL modem and the PPTP pro-
tocol is used (e.g., in Austria).

— Modem, if the Internet connection is via a serial connected modem (compatible with
Hayes or AT command set).

—  Built-in mobile network modem, mobile router via integrated mobile network modem

For computers in the Intranet, the mGuard must be specified as the default gateway.

DSL-Modem/
Router
—>

<

Figure 1-2 Network router
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1.2.3 DMZ

A DMZ (demilitarized zone) is a protected network that is located between two other net-
works. For example, a company's website may be in the DMZ so that new pages can only
be copied to the server from the Intranet via FTP. However, the pages can be read from the
Internet via HTTP.

IP addresses within the DMZ can be public or private, and the mGuard, which is connected
to the Internet, forwards the connections to private addresses within the DMZ by means of
port forwarding.

A DMZ scenario can be established either between two mGuards (see Figure 1-3) or via a
dedicated DMZ port of the TC MGUARD RS4000 3G, TC MGUARD RS4000 4G or
FL MGUARD RS4004.

The DMZ port is only supported in router mode and requires at least one IP address and a
corresponding subnet mask. The DMZ does not support any VLANS.

E s-

Figure 1-3 DMZ

1.24 VPN gateway

The VPN gateway provides company employees with encrypted access to the company
network from home or when traveling. The mGuard performs the role of the VPN gateway.

IPsec-capable VPN client software must be installed on the external computers or failing
that, the computer is equipped with an mGuard.

Figure 1-4 VPN gateway

105661_en_07
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1.2.5 WLAN via VPN

WLAN via VPN is used to connect two company buildings viaa WLAN path protected using
IPsec. The adjacent building should also be able to use the Internet connection of the main
building.

f

€G2'1'891¢6}

¥G¢'2'891'¢61
7 19Lelt
G191l

(9) %:
Al

192.168.2.0/24 192.168.1.0/24
Figure 1-5 WLAN via VPN
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In this example, the mGuards were set to router mode and a separate network with
172.16.1.x addresses was set up for the WLAN.

To provide the adjacent building with an Internet connection via the VPN, a default route is
set up via the VPN:

Tunnel configuration in the adjacent building

Connection type Tunnel (network <-> network)
Address of the local network 192.168.2.0/24
Address of the remote network 0.0.0.0/0

In the main building, the corresponding counterpart is configured:

Tunnel configuration in the main building

Connection type Tunnel (network <-> network)
Local network 0.0.0.0
Address of the remote network 192.168.2.0/24

The default route of an mGuard usually uses the WAN port. However, in this case the Inter-
net can be accessed via the LAN port:

Default gateway in the main building:

IP address of the default gateway 192.168.1.253

18 PHOENIX CONTACT
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1.2.6 Resolving network conflicts

10.0.000424

TR AN L 10.0uD.0724

—_—
10.0.0.0024

Resolving network conflicts

In the example, the networks on the right-hand side should be accessible to the network or
computer on the left-hand side. However, for historical or technical reasons the networks on
the right-hand side overlap.

The 1:1 NAT feature of the mGuard can be used to translate these networks to other net-
works, thereby resolving the conflict.

(1:1 NAT can be used in normal routing and in IPsec tunnels and in OpenVPN connections.)

105661_en_07 PHOENIX CONTACT 19
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2 Configuration help

o

2.1 Secure encryption

The mGuard generally offers the option to use different encryption and hash algorithms.

Some of the algorithms available are dated and are no longer regarded as reliable. This
is why they are not to be recommended. Due to downwards compatibility, they can con-
tinue to be selected and used in mGuard.

In the following areas of the mGuard, the user must ensure that secure encryption and hash
algorithms are used:

— IPsec VPN connections

— OpenVPN connections

— Shell Access (SSH)

- HTTPS Web Access (TLS/SSL)

- Encrypted State Synchronization of redundancy pairs

The secure use of encryption is explained in the following sections.

Further information can be found in the technical directive of the Federal office for informa-
tion security: “BSI TR-02102 Cryptographic procedure: recommendations and key lengths”.
Using secure encryption and hash algorithms

Phoenix Contact recommends using encryption and hash algorithms according to the fol-
lowing table.

The following generally applies: the longer the key length (in bits), which is used in the en-
cryption algorithm (specified by the appended number), the more secure it is.

Encryption Algorithm Use
AES-256 Recommended
AES-192
AES-128
3DES Do not use, if possible
Blowfish
DES Do not use
Hash/checksum Hash function Use
SHA-512 Recommended
SHA-384
SHA-256
SHA-1 Do not use, if possible
MD5 Do not use

105661_en_07
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Use of secure SSH clients

Establishing encrypted SSH connections to the mGuard is initiated by the SSH client used.
If the SSH client uses dated and thus insecure encryption algorithms, these are generally
accepted by the mGuard.

Always use Current SSH clients (e.g. putty), to avoid use of weak encryption algorithms.

L}

Use of secure web browsers

Establishing encrypted HTTPS connections (TLS/SSL) to the mGuard is initiated by the
web browser used. If the web browser uses dated and thus insecure encryption algorithms,
these are generally accepted by the mGuard.

Always use Current web browsers to avoid use of weak encryption algorithms.

o

Creation of secure X.509 certificates

X.509 certificates are generated using various software tools.

Always use Current program versions of the software tools to avoid use of weak en-
cryption algorithms when creating X.509 certificates. The MD5 hash algorithm should not
be used and SHA-1 not used as far as possible.

I}

When creating X.509 certificates, use key lengths of at least 2048 bits.

o

22 PHOENIX CONTACT 105661_en_07



Configuration help

2.2 ISA 62443-4-2 compliant use of the mGuard device

In order to operate the mGuard device in an environment compliant with Security Level
SL 2-2-3-2-3-3-3-3-3-3 according to ISA 62443-4-2 Draft D4E1 dated January 12,2017, the
conditions described below must be complied with:

1.

The use of factory-set passwords (default passwords) is prohibited. This applies to the
users root and admin.

Use a RADIUS server for user authentication. This concerns a user's logon to the
mGuard device via web interface or SSH.

Configure the mGuard device to allow RADIUS authentication as the only way to verify
passwords (see "Use RADIUS authentication for shell access" on page 60 and "Enable
RADIUS authentication" on page 75).

To configure the mGuard devices, use the management software mGuard device man-
ager (mdm/FL MGUARD DM).

Local configuration of the devices may only be performed by unique users with the "Ne-
tadmin" user role. The access rights of these users must be restricted individually as far
as possible.

The Netadmin user is created and managed in mdm. Use the mdm to restrict the user's
rights (see mdm User Manual 1.9.x, available online or as a PDF in the PHOENIX CON-
TACT Web Shop).

The use of SNMP is prohibited! There is no unique user ID in this protocol.

Only use encrypted ECS files to back up mGuard configuration profiles. The use of un-
encrypted ECS files or ATV configuration profiles is prohibited (see "Configuration Pro-
files" on page 91).

Configure and use an external syslog server that triggers an alarm at least in the follow-
ing cases:

— failed login to the mGuard device (via all interfaces)

— failed firmware update on the mGuard device due to corrupted update files
Operate the mGuard device only in a control cabinet whose door is connected to a ser-
vice I/O of the mGuard device via a contact (switch or button). Configure the mGuard
device in such a way that an alarm (e. g. by e-mail or SMS) is triggered each time the
control cabinet door is opened (see "Trap" on page 102 and "Management >> Service
I/0" on page 116).

105661_en_07
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o

2.3 Suitable web browsers

The device is configured via a graphic user interface in the web browser.

Always use Current web browsers to avoid use of weak encryption algorithms.

Current versions of the following web browsers are supported:
Mozilla Firefox

Google Chrome

Microsoft Internet Explorer

Apple Safari

Limitation of login attempts

In the event of a Denial of Service attack, services are intentionally made unable to function.
To prevent this type of attack, the mGuard is provided with a choke for different network re-
quests.

This feature is used to count all the connections going out from one IP address and using a
specific protocol. When a specific number of connections is counted without a valid login,

the choke becomes effective. If no invalid connection attempt is made for 30 seconds, the
choke is reset. Each new request without valid login from this IP address resets the timer by
30 seconds.

The number of connection attempts that need to fail until the choke becomes effective de-
pends on the protocol.

— 10 when using HTTPS

— 6 when using SSH, SNMP, COM server

2.4 User roles

root User role without restrictions
admin Administrator

netadmin Administrator for the network only
audit Auditor/tester

mobile Sending text messages

The predefined users (root, admin, netadmin, audit, and mobile) have different permissions.

— The root user has unrestricted access to the mGuard.

— The admin user also has unrestricted functional access to the mGuard, however the
number of simultaneous SSH sessions is limited.

— Permissions are explicitly assigned to the netadmin user via the mGuard device
manager (FL MGUARD DM). This user only has read access to the other functions.
Passwords and private keys cannot be read by this user.

— The audit user only has read access to all functions. By default, the audit user role can
only be activated via the mGuard device manager (FL MGUARD DM), in the same way
as netadmin.

— The mobile user can send text messages with the mGuard using a CGl script. Further
functions cannot be accessed by the mobile user (see "CGl actions" on page 449).

24
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2.5 Input help during configuration (system mes-
sages)

With firmware 8.0 or later, modified or invalid entries are highlighted in color on the web in-
terface.

System messages which explain why an entry is invalid, for example, are also displayed.

o

In order to support this, JavaScript must be enabled in the web browser used.

PHCENIX WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
. mco"‘l’m 4 . - ; Logged in as admin with role admin from 10.1.0.21. Authenticated by login.
Version: §.4.0-rc2.default
Monday, November 14 2016 12:59:16

User login

User logged in

Figure 2-1 Example system message

— Modified entries are highlighted in green on the relevant page and in the associated
menu item until the changes are applied or reset. In the case of tables, it is only indicat-
ed that a table row has been modified or removed; the modified value is not indicated.

— Invalid entries are highlighted in red on the relevant page and tab and in the associ-
ated menu item.

The modified or invalid entries remain highlighted even when you close a menu.

When necessary, information relating to the system is displayed at the top of the screen.

105661_en_07
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2.6 Using the web interface

You can click on the desired configuration via the menu on the left-hand side,
e.g., “Management, Licensing”.

The page is then displayed in the main window — usually in the form of one or more tab
pages — where settings can be made. If the page is organized into several tab pages, you
can switch between them using the fabs at the top.

Working with tab pages
- You can make the desired entries on the corresponding tab page (see also "Working
with sortable tables" on page 28).

— You canreturn to the previously accessed page by clicking on the “Back” button locat-
ed at the bottom right of the page, if available.

Modifying values

If you modify the value of a variable on the web interface, the change will not be applied until
you click on the i Save icon. The variable name for the modified variable is then dis-
played in green.

In order to make it easier to trace the changes, the full menu path for the modified variable
is also displayed in green: Menu >> Submenu >> Tab page >> Section >> Variable.

Entry of impermissible values

If you enter an impermissible value (e.g., an impermissible number in an IP address) and
click on the B Save icon, the relevant variable name is displayed in red and an error mes-
sage is usually displayed.

In order to make it easier to trace the error, the full menu path for the modified variable is
also displayed in red: Menu >> Submenu >> Tab page >> Section >> Variable.

Entry of a timeout

A timeout can be entered in three ways:

— Inseconds [ss]

— In minutes and seconds [mm:ss]

— In hours, minutes, and seconds [hh:mm:ss]

The three possible values are each separated by a colon. If only one value is entered, it will
be interpreted as seconds, two values as minutes and seconds, three values as hours, min-
utes and seconds. The values for minutes and seconds may be greater than 59. After the

values have been applied, they will always be shown as [hh:mm:ss] regardless of the format
they were entered in (if you enter 90:120 for example, it will be shown as 1:32:00).
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Global icons

The following icons are located at the top of every page:

Logout

Session
timeout

(23 01:29:53

Online help

®

To log out after configuration access to the mGuard.

If the user does not log out, he/she is logged out automatically if there
has been no further activity and the time period specified by the con-
figuration has elapsed. Access can only be restored by logging in
again.

Reset to the original values. If you have entered values on one or
more configuration pages and have not yet activated them (by click-
ing on Save), you can reset the modified values to the original values
by clicking on Reset.

To apply the settings on the device, you must click on Save.

Please note that changes made elsewhere (highlighted in green) will
also be applied.

Displays the time remaining until the logged in user will be logged out
of the web interface. Clicking on the time display resets the timeout
time to the configured output value (see "Management >> Web Set-
tings >> General" on page 70).

Link to the online help for the installed firmware version.

The online help can only be accessed when an Internet connection is
established and the firewall is set accordingly.

Clicking on the icon opens the corresponding section of the mGuard
firmware user manual for the page contents in a new tab/window of
the web browser.

The mGuard firmware user manual is also available in a PDF version
and can be downloaded on the corresponding product pages at
hoenixcontact.net/pr:

105661_en_07
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Working with sortable tables

Many settings are saved as data records. Accordingly, the adjustable parameters and their
values are presented in the form of table rows. If multiple firewall rules are defined, these
are queried starting from the top of the list of entries until an appropriate rule is found. There-
fore, note the order of the entries, if necessary. The order can be changed by moving table
rows up or down.

With tables you can:

— Insertrows to create a new data record with settings (e.g., the firewall settings for a spe-
cific connection)

— Move rows (i.e., re-sort them)
— Delete rows to delete the entire data record

Inserting rows

8. Click onthe @ Insert Row icon in the row below which a new row is to be inserted.
9. Anewrow is inserted below the selected row.
The inserted row is displayed in green until the change has been applied.

Moving rows

1. Move the mouse pointer over the row number (seq.) of the row that you wish to move.
The mouse pointer changes to a cross o%b

2. Left-click in the desired row and hold down the mouse button.
The row is deleted from the existing sequence.

3. With the mouse, move the selected row to the desired position.
A border around the target row shows where the row will be inserted.

4. Release the mouse button.

5. The row is moved to the position marked with a box.

Deleting rows

1. Clickonthe Jj Delete Row icon in the row that you wish to delete.
2. Thenclick on the a Save icon to apply the change.

28
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2.7 CIDR (Classless Inter-Domain Routing)

IP netmasks and CIDR are methods of notation that combine several IP addresses to create
a single address area. An area comprising consecutive addresses is handled like a network.

To specify an area of IP addresses for the mGuard, e.g., when configuring the firewall, it may
be necessary to specify the address area in CIDR format. In the table below, the left-hand
column shows the IP netmask, while the right-hand column shows the corresponding CIDR
format.

IP netmask Binary CIDR

e}

Be255 AT d11] dAdFErTT T 13130 AAAFETIT B8
259250 TITTTITAA AN NTTT TTE1IT314 0 FTATTTe 36
Aoo.esy LULTITNE ABEITEY TIZ13 1050 LTETTTO0 30
. 248 11111114 1310108 113131200 111TI000 29
«2585.240 114117134 21312117 134717321313 11110000 28
258224 TT1T11111 1131797117 TT11113171 11160600 27
+285.192 TITT17131 1TTTTTTT 3471131311 11000000 26
vt 8eLey JLLI1111 13ATTTIY TI11113]1 1000000 25

MR NN
w1

DN DN NN
6 BN BN B G BN,

NN
(G2l BN Gy
\S]

g G Un
N
(@3 IS0 5 B 1 R 5 N I R |
e}
n
w

N

[Re]
[ B I B 5y Ry |

2552882550 1449413 LTl dld AgAd41d4]) 800E0000 24
2554255.254:0 TEIT1113 113 TFITT TT11311160 GEROD00D 23
2554 258,752.0 TITIT 114 AMEENTETT TITIT3100 guaees 22
28250 . 2aR. 0 TTIT1148 13T 11111000 80000000 21
285,285 . 240 .0 11111111 1171211111 11110000 00000000 20
2555:.2588..228...0 14474134 113020471381 T1300000 00000000 1.9
255:255.192.0 17111111 11111111 11000000 00000000 18
29095.259: 128:0 11111111 11111111 10000000 Q0000000 17
ZALRIYRR .S e5 I BB 11111111 11111111 00000000 00000000 16
255.254..0.0 11111111 11111110 00000000 00000000 15
255423208 11111111 11111100 00000000 00000000 14
255.248.0.0 11111111 11111000 00000000 00000000 13
2a5.240, 0.0 11111111 11110000 00000000 00000000 12
2855284 0.8 11111111 11100000 00000000 00000000 11
2555 152000 11111111 11000000 00000000 00000000 10
265, 12888 11111111 10000000 00000000 00000000 @9
2855, @ 00 11111111 00000000 00000000 00000000 8
254.0.0.0 11111110 00000000 00000000 0OOOOOOOCO 7
2925 U: 0:0 11111100 00000000 00000000 00000000 6
248.0.0.0 11111000 00000000 00000000 00000000 5
240.0.0.0 11110000 00000000 00000000 0QOOO0OOOCO 4
224.0.0.0 11100000 00000000 00000000 00000000 3
1925 B 050 11000000 00000000 00000000 0QOOOOOOCO 2
128.0.0.0 10000000 00000000 00000000 00000000 1

Example: 192.168.1.0/255.255.255.0 corresponds to CIDR: 192.168.1.0/24
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Router

External IP address:
192.168.11.2

Internal IP address:
192.168.15.254

Network mask:
255.255.255.0
Router

External IP address:
192.168.15.1

Internal IP address:
192.168.27.254

Network mask:
255.255.255.0

= Additional internal routes

2.8

Network example diagram

The following diagram shows how IP addresses can be distributed in a local network with
subnetworks, which network addresses result from this, and how the details regarding ad-
ditional internal routes may look for the mGuard.

Internet
External address, e.g., 123.456.789.21
(assigned by the Internet service provider)

mGuard in Router network mode
Internal address of the mGuard: 192.168.11.1

Switch

Switch

@ @ @ @

Network A
Network address: 192.168.11.0/24

Network mask: 255.255.255.0

Router

=

Router

Network B

Network address:
192.168.15.0/24

Network mask: 255.255.255.0

Network C

Network address:
192.168.27.0/24

Network mask: 255.255.255.0

Table 2-1 Network example diagram
Net- Computer A1 A2 A3 A4 A5
work A “ip address 192.168.11.3 |192.168.11.4 |192.168.11.5 |192.168.11.6 |192.168.11.7
Network mask | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 255.255.255.0
Net- Computer B1 B2 B3 B4 Additional
work B 1p address 192.168.15.2 | 192.168.15.3 | 192.168.15.4 |192.168.15.5 :\’l‘;‘:vrv';‘;‘li_m“tes
Network mask | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 190 168.15.0/24
Net- Computer Cc C2 C3 C4 Gateway:
work € “ip address 192.168.27.1 |192.168.27.2 | 192.168.27.3 | 192.168.27.4 :\ii;:frsk'_ﬂz
Network mask | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 192.168.27.0/24
Gateway:
192.168.11.2
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3 Changes compared to the previous version

3.1 Overview of the changes in Version 8.6

For a more detailed overview of the changes, see mGuard-Firmware Version 8.6.x — Re-
lease Notes.

The following functions have been added to firmware Version 8.6:

— The BusyBox program was updated

— SNMPv3 user name and password can be changed

— Simplified search for firewall rules on the basis of log entries

—  NTP time synchronization via VPN

— In"Autodetect" stealth mode, the mGuard can use the DNS server of its (protected) cli-
ent

— DHCP server on the DMZ- interface
— SSH remote access for the user root can be deactivated

3.1.1 The BusyBox program was updated

The BusyBox program was updated to Version 1.26.1.

Users who run UNIX service programs or shell scripts (e.g., rollout scripts) on the mGuard
should check them for changed behavior.

3.1.2 SNMPv3 user name and password can be changed

The SNMPv3 user name "admin" specified in earlier mGuard versions can be changed via
the web interface, an ECS configuration, or a rollout script. The same applies for the corre-
sponding SNMPv3 password (see "Management >> SNMP" on page 97).

3.13 Simplified search for firewall rules on the basis of log en-
tries

Clicking a log entry of the network security log opens the configuration page containing the
firewall rule that caused the log entry (see "Logging >> Browse Local Logs" on page 407).

3.1.4 NTP time synchronization via VPN

The request from the NTP server for time synchronization can be performed via a VPN tun-
nel if a suitable one is configured (see "NTP server" on page 51).

3.1.5 In "Autodetect" stealth mode, the mGuard can use the DNS
server of its (protected) client

In "Autodetect" stealth mode the mGuard can automatically determine the used DNS server
of its (protected) client, and can also use it. For this, "Provider defined (i. e. via PPPoE or
DHCP)" must be selected in the DNS settings as nameserver (see "Servers to query" on
page 207).

3.1.6 DHCP server on the DMZ- interface

The mGuard can function as DHCP server on the DMZ interface and automatically assign
a network configuration to querying clients via the DHCP protocol (see "DMZ DHCP" on
page 217).
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3.1.7 SSH remote access for the user root can be deactivated

SSH access via the external interface (WAN) can be deactivated for the user "root" (see
"Enable SSH access as user root" on page 55).
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3.2 Overview of the changes in Version 8.5
For a more detailed overview of the changes, see mGuard-Firmware Version 8.6.x — Re-
lease Notes.

The following functions have been added to firmware Version 8.5:

— Proxy authentication by means of VPN Path Finder

—  SNMP trap “Service input/CMD”

—  TLS authentication in OpenVPN connections

—  Firewall functionality in mGuard devices of the RS2000 series

— The CIFS Anti-Virus Scan Connector function is no longer required
— 1:1 NAT in OpenVPN connections

— COM server functionality extended

3.2.1 Proxy authentication by means of VPN Path Finder

The Path Finder function of the gateway being initiated supports the proxy authentication
mechanisms: “Digest”, “NTLM”, “Basic”.

3.2.2 SNMP trap “Service input/CMD”

The new hardware-based “Service-input/CMD” trap is sent if a service input/CMD is

switched by a switch or button.

3.2.3 TLS authentication in OpenVPN connections

OpenVPN connections can also be protected by exchanging static pre-shared keys (TLS-

PSK).

3.24 1:1 NAT in OpenVPN connections

Alocal 1:1 NAT can be used in OpenVPN connections.

3.25 Firewall functionality in mGuard devices of the RS2000 se-
ries

The previous functionality of the “2-click firewall” for mGuard devices from the RS2000 se-
ries has been extended. The creation of firewall rules and use of IP and port groups is now
possible. Firewall access is recorded and represented in log files.

3.2.6 The CIFS Anti-Virus Scan Connector function is no longer
required

The CIFS AV Scan Connector function is no longer required.

3.2.7 COM server functionality extended

The COM server functionality for the serial interface also supports packet lengths of 7 bits.
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3.3 Overview of the changes in Version 8.4

The following functions have been added to firmware Version 8.4:

—  Support for the LTE mobile network modem (4G)

—  Automatic login with CDMA mobile network provider

— Restart of the mGuard via text message

— Modbus TCP (Deep Packet Inspection)

— Use of host names in IP groups (firewall rules)

— Restricted access (internal/external) for the mGuard NTP server
— Modified recovery procedure

- Log entry for CMD contact

3.3.1 Support for the LTE mobile network modem (4G)

mGuard devices with built-in LTE mobile network modem (4G) are supported.

3.3.2 Automatic login with CDMA mobile network provider

Login and activation of a device previously registered with the CDMA mobile network pro-
vider (Verizon — USA) is carried out automatically when the mobile network connection to
the provider is established for the first time ("Mobile network cdma2000 OTASP Registra-
tion" on page 163).

3.3.3 Restart of the mGuard via text message

mGuard devices with integrated mobile network function can be restarted (rebooted) with a
text message and the token contained in it (see "Restart" on page 121).

3.3.4 Modbus TCP (Deep Packet Inspection)

The mGuard can inspect incoming and outgoing Modbus TCP connections (Deep Packet
Inspection), i.e., usually connections to TCP port 502, and filter them if required.

The rules for filtering Modbus TCP packets are configured in Modbus TCP rule sets. These
rule sets can be selected in the following firewall tables as actions: general packet filter /
DMZ / GRE / IPsec VPN / OpenVPN client / PPP (see "Modbus TCP" on page 281).

3.3.5 Use of host names in IP groups (firewall rules)

Host names can also be specified in IP groups in addition to IP addresses (DNS-based fire-
wall rules).

The use of host names is therefore possible in firewall tables where IP groups can be se-
lected (see "IP/Port Groups" on page 274): general packet filter / DMZ / GRE / IPsec VPN /
OpenVPN client/ NAT / user firewall.

3.3.6 Restricted access (internal/external) for the mGuard NTP
server

Incoming requests to the NTP server of the mGuard via any interface can be restricted by
means of firewall rules (see "Enable NTP time synchronization" on page 51).
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Changes compared to the previous version

3.3.7 Modified recovery procedure

Before performing the recovery procedure, the current device configuration is stored in a
new configuration profile (“Recovery DATE”). Following the recovery procedure, the device
starts with the default settings. The previously active configuration can be restored with or
without changes via the recovery configuration profile.

3.3.8 Log entry for CMD contact

Switching a CMD contact (CMD 1-3) using the co