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Overview

OTaccess™ is the only real-time secure remote access solution designed specifically for OT networks and assets. It
offers granular access control, with far more precision than conventional VPNs, enabling customized control per
protocol, per user activity, and per seat, with continuous monitoring and enforcement for the duration of every
session. It enforces a logical 'line of sight" protection model, where operators have assurance that people can only
touch what they can see across their connection, and absolutely nothing else. It's available as an on-premise solution,
orvia a hosted cloud model, and is often used as a central control around third party vendor risk management.
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©» Most industrial VPNs do not provide enough granularity
@© Other VPNs create a secure tunnel to the OT network, but do not have the ability to limit remote use actions after login
® Other VPNs cannot apply further security restrictions once access is granted

O OTaccess secure remote access was designed by automation engineers to provide:
@© Guided creation of highly granular access policies — i.e. Endpoint + user + time + duration
® Easy deployment and configuration compared to standard VPN
@© Easy integration into tightly controlled OT environments

@© Enforceable 3rd party vendor risk management

&> Hosted version uses customer-dedicated AWS cloud instance for authentication and policy enforcement

©» Onsite version uses standard 1U industrial server with separate management and administration interfaces
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OTaccess permits highly granular and configurable protocol and policy support
by individual published service through our patented Pallaton™ policy engine.

Available services and policies

All Services [

Show| 10 ¥ | entrigs Saarch
Kame 1L Owner Usormame Palicy Entorcament Mode Ackdross Poat Group Site Hrowser access.
DEMOSTRATION FINS ALLOW baymhune_sorvices FINS Al Accous Enforcs ooen YR00 DEMO_FINS AUTH CHANG Destaruilt siter
DEMOSTRATION_FING_READ_OMLY _bayshore_satvices FING_AlAccess Enfarce 0000 2600 DEMO_FINS_ READ OMLY Dafault sits
DEMOSTRATION MDODBLUS ALLOW baystwie_servicos MODBUS Al Accos Rupar 1 oooop o2 DEMO MODBUS AUTH CHANG Derdarnilt site
DEMOSTRATION_MODBUS_READ_ONLY _bayshore_services MODBLUS: Read Cndy Enforce 0000 502 DEMO_MODBUS_READ_ONLY Default site
DEMOSTRATION_OPCUA_READ CNLY _bayshors_senvicas OPCUA_Raad_Only Cnfarca 0000 1940 DEMO_OPC_READ_ONLY Dafaul sits
DEMOSTRATION ST ALLOW hayshom_sondcas STCOMM Al Acenns Monn poon 1oz DEMO ST ALTH_CHANG Diefault slts
DEMOSTRATION_S7_READ_ONLY _bayshiore_services STCOMM_Read_Only Enfacca 000 102 DEMO_ST_READY_ONLY Dafault sita
DEMOSTRATION SCADAFUSE RDP boacon_scadaunn Rupart 152 168 100 181 13859 SCADAFUSE SERVICES Dutault sibe
DEMOSTRATION_SLMP _bayshore_senvces SUMP_All_Acress Report 0000 1025 DEMO_SLMP_READ ONLY Difault slte
DEMOSTRATION_SLMP_READ_ONLY _bayshora_services SLMP_Read_Only Enfotte 0000 1025 DEMO_SLMP_READ_ONLY Diafauikt sita
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